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Trygghet |
en turbulent

omvar

Ndr vi ser tillbaka pd& 2022 dr det ett &r praglat av oro.
Foérutom de uppslitande konflikter som redan pégér

i varlden, har kriget i Ukraina péverkat bdde sdker-
hetsldget och det ekonomiska l&get for oss i Sverige.
Inflation, stigande priser p& mat och el har préaglat
mdanniskors vardag under stora delar av 2022. Det
har blivit allt svérare for ménga att fé& ihop ekonomin
varje ménad. Behovet av stéd i form av méltider och
matvaror frén frivilligorganisationer har ékat, liksom
behovet av trygghet, information och gemenskap.

Hyresgdastforeningen valde dérfér, mycket pé& grund
av omvarldslaget, att fokusera pd trygghet i 2022 érs
valkampanj. Detta genom att lyfta fram den orétt-
visa som mdénga hyresgdster kanner, oavsett élder
och bostadsomréde. Tusentals hyresgdster har under
#stoppabo-orattvisan vitthat om bostadsbrist, osdkra
boendeformer och kraftigt héjda hyror vid renovering-
ar. Vi kan se tilloaka p& en fantastisk valrérelse dér vi
mMotte mdénniskor i deras vardag och pratade om véra
frégor. Totalt genomfdrdes Sver 70 000 valsamtal och
vi rekryterade 37 000 nya medlemmar. Precis innan jul
dverldmnade vi 6ver 28 440 namnunderskrifter mot
bo-orattvisan till bostadsminister Andreas Carlsson
(KD).

Under aret har vi slutit ett Trepartsavtal med Sveriges
Allmdannytta och Fastighetsdgarna, med rekommen-
dationer for de arliga hyresférhandlingarna.

Transaktion 09222115557492036319
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Det kommer att ligga till grund for de pdgdende for-
handlingar om 2023 dars hyror. Vi har under férhand-
lingarna om 2023 &rs hyror mott de tuffaste kraven
hittills frén bade allmdnnyttiga och privata fastig-
hetsdgare med bud om hyreshdjningar p& 10 procent.
Var juridiska r&dgivning moter dagligen mdanniskors
oro dver att inte kunna bo kvar i sina ldgenheter. Vi
har darfér gétt ut med krav pé& hdjda bostadsbidrag
och mojlighet till rnteavdrag éven pé& hyran. Ordtt-
visan mellan upplételseformer kan inte kvarsté& och
hyresgdsterna kan inte ta hela smallen for dkade
kostnader i samhdllet.

En 6kning vi déremot ar glada 6ver ar antalet nya
medlemmar. Under 2022 har vi f&tt massor av nya
medlemmar och dar Sveriges snabbast vaxande folk-
rorelse. Vi ser det som ett fint bevis p& att Hyresgdst-
foreningen stdr for trygghet i osdkra tider.

Marie Linder
forbundsordforande

Erik Elmgren
forbundschef
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Hyresgast-
foreninge

Hyresgdastforeningen dar en av Sveriges storsta folkrorelser. Vi ar
over en halv miljon medlemmar som tillsammans arbetar for att
alla hyresgdster ska bo bra. Vi driver bostadsfragor i bade stort
och smatt — allt frdn omfattande lagdndringar till den lilla
lekplatsen pd gdrden som behéver rustas upp. Tillsammans gér vi
skillnad, bade fér dagens och morgondagens hyresgdster.

Var vision
Ett tryggt boende dar mdanniskor och samhadlle
utvecklas.

Var verksamhetsidé

Genom organisering av hyresgdster ar
Hyresgdstforeningen drivande i samhadllets utveckling
genom att:

e vara en levande mdétesplats for boendefréagor

e skapa inflytande, trygghet och gemenskap i
bostadsomrédena

e ge kunskap, stdd och service till medlemmarna

e bjudain till samtal och samarbete med andra
aktoérer

e anvdnda fakta och erfarenheter frdn mdnniskors
boende for att péverka politik och lagar

e forhandla hyror for Sveriges hyresgdster.

Sa dr vi organiserade

Fortroendevalda och aktiva medlemmar

Att vara en medlemstyrd organisation innebdr att
arbetet i grund och botten leds och beslutas av
medlemmarna. Medlemmarna ar fradmst hyresgdastet,
men Aven andra intresserade som vill vara med och
driva hyresrattens fré&gor.
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Som fértroendevald engagerar man sig ideellt. Det
man vinner ar chansen att f& vara med och pdverka
sitt kvarter, sin stad eller bostadspolitiken i hela lan-
det. Att aktivera sig tillsammans i en forening ger ofta
styrka och kraft till bédde den enskilde och till foren-
ingen som helhet. Férbundsstdmman ar den hégsta
beslutande nivén och dger rum vartannat ér. Vid
stdmman samlas representanter for medlemmarna
och beslutar om riktningen Hyresgéstféreningen ska
ta i framtiden. Mellan stdmmorna ar férbundsstyrel-
sen den hogsta beslutande nivéin och ansvarar for att
stdmmans beslut genomfors.

Anstaéllda

Tillsammans med de fértroendevalda medlemmarna
finns anstdllda som arbetar med att stédja medlem-
marna och de fértroendevalda. R&dgivning till med-
lemmar, juridiskt stéd, arbete med samhdallsutveck-
ling och opinionsbildning samt hyresférhandlingar
ar ndgra av de anstdlldas uppgifter. De anstdlldas
beslutandeorgan dr regionala ledningsgrupper och
en nationell ledningsgrupp med forbundschefen
som hogste tjdnsteperson, férbundschefen utses av
forbundsstyrelsen.
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Vara regioners

2022

arbete under

En av Hyresgdastforeningens styrkor ar att vi finns dver hela landet.
| varje region moter vi hyresgdsters behov p& ett unikt satt. Har ar
nagra av de aktiviteter som utfordes i regionerna under dret.

Miljomaxat i Skane

Under 2022 arbetade Hyresgdstféreningen i Skéine
vidare med projektet Miljdomaxat, som bytte skepnad
frén Miljomaxa ditt studentliv (2021) till Miljomaoxa

ditt vardagsliv (2022). Under véren 2022 holl fyra
foreldsare digitala foreldsningar om allt frén att odla
med sina grannar och sin hyresvard, till miljgsmart
mat och cykelfix.
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Foreldsningarna lockade mellan 70-120 anmalda
vardera och var dppna for allménheten. Efter
féreldsningarna blev deltagarna uppringda med
en frdga om man vill bli medlem eller engagera sig

i Hyresgdstféreningen, ndgot som drygt 30 personer
visade intresse for.




/"\

Gycklarforestallningar
och stadsdelsturné
i Vastmanland

Under sommaren var den regionala Hyresgastféren-
ingen pd plats i 24 bostadsomrdden runt om i Vast-
manland med forestallningen Flyttcirkus, framférd av
gycklargruppen Trix. Férestéllningen var byggd utifréin
Hyresgdstforeningens valfrégor och frdgan om ett
tryggt hem och lockade till sig mé&nga besdkare som
samtidigt hade chansen att samtala med Hyresgdst-
féreningens representanter pd plats.

| GAvle bjod stadsdelsndtverken, dar Hyresgdstforen-
ingen ingdr, p& familjedagar precis innan skolstarten.
Det innebar ett helt gratis alternativ med roliga inslag
pd& plats i olika stadsdelar. Eftersom det ar valér sat-
sade man extra pd& temat demokrati. Samtliga partier
i kommunfullmdaktige bjoéds in och med pd turnén var
ocksé&: Medborgarskolans Demokratitdlt som jobbar
mot unga och deras valdeltagande, Vuxenskolans
projekt Mitt val som handlar om att tillg&ngliggd-

ra valinformation pé olika satt, ABF:s projekt Gor

din rost hérd. Hyresgéstforeningen genomfdrde en
rad workshops, dar deltagarna bland annat gjorde
valaffischer tillsammans med en konstnar. Stadsdels-
ndatverken finansieras av Gavlegdrdarnag, och Gévle
kommun och Hyresgdstféreningen ansvarar fér sam-
ordningen av fyra av dem.
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De boendes idéer far
livi Helsingborg

Hyresgdstféreningen har ett sedan ett par &r tillbaka
ett utvecklingsprogram for dem som arbetar med
folkrorelseutveckling. Inom ramen foér detta f&r man
mdjlighet att prova nya idéer och arbetssatt. | Ské&-

ne provade man under 2022 att aktivt arbeta med
att frdga boende om deras idéer for att skapa verk-
samhet med lokal férankring. Fokus &g p& omrédet
Dalhem i Helsingborg och gav ett gott resultat. Bland
annat en ny méngkulturell lokal hyresgdstforening,
fem nya aktivitetsgrupper med inriktning pa filmpro-
jekt, odlingslotter, biodling, l&xl&sning och sprékun-
dervisning. Hyresgdstféreningen anordnade dven
Dalhemsdagen i samarbete med polis, brandkar, Hel-
singborgshem och fritidsg&rden med enormt gensvar.
Totalt var det cirka 1 000 besdkare som deltog.

Rekordmdnga nya aktiva
medlemmar i regionen

En av Hyresgdstforeningens regioner som gatt

mot strémmen under 2022 &r BohusAlvsborg-
Skaraborg. Regionen hade flest nya fértroendevalda
och aktiva medlemmar i landet under &ret. En del
av framgdngsreceptet har varit att arbeta aktivt
med att hitta medlemmar som vill engagera sig

och fokusera pd frdgor som hyresgdster lokalt. |
samverkan mellan anstallda och fortroendevalda ser
man &ver lokala problem eller forslag pé idéer och
utifrén det planeras aktiviteter. Det gor att aktuella
och engagerande fré&gor lockar ménga boende och
besdkare till Hyresgastféreningens verksamheter.

Mars 2021 Oktober 2022 Procentuell
okning
Medlemmar 36 607 38 266 4.5 %
Fortroendevalda 414 529 128 %
Aktiva medlemmar 49 282 576%
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Varmlandsturné med fokus
pd& medlemsrekrytering

Under 2022 genomférde den regionala Hyresgastfor-
eningen en turné genom Varmland med en eventdag
i respektive kommun. Vid varje stopp deltog fortroen-
devalda, aktiva medlemmar och anstdallda. Syftet var
forst och framst att f& fler medlemmar och aktiva,
men ocksé att visa upp Hyresgdstfdreningen i regio-
nen som en attraktiv arbetsgivare. Turnén startade i
Filipstad den 24 mars 2022 med ett 80-tal besdkande
ddér ocksd négra ville bli aktiva i féreningen. Néasta
stopp blev i Grums den 12 april. Turnén kommer att
fortsatta dven under 2023.

ldén med Varmlandsturnén kom ndr anstallda p&
Karlstadskontoret skulle utv@rdera och gora ett
grupparbete kring den gemensamma arbetsmiljon.
Man landade i ett turnékoncept dar man dkte till var
och en av Varmlands 16 kommuner under tvé érs tid
— alltsé& atta kommuner per ér. Det skulle vara ett en-
kelt, snyggt och roligt koncept som gick in en sk&pbil
och som kunde anvandas b&de inomhus och utom-
hus. Konceptet byggde pd en utstdllningsvéigg med
tvé& utstallningar; "Frégor och svar” och "Vi ar Hyres-
gastféreningen”. Det fanns bland annat ett lyckohjul
dar man kunde vinna fina priser, en "historisk kladlina”
ddar varje kladesplagg representerar ett &rtionde i Hy-
resgdstforeningens historia och en fotobox dar man
med rolig rekvisita uppmanade besdkarna att fota
och ladda upp bilder med hashtaggen #hyresfest.

Stort intresse for
krisberedskap i Orebro

Hyresgdstféreningen i Orebro bjéd under éret in
boende i kommunen till en kvall om Hemberedskap

under rubriken "Ar du férberedd?”. Féreldsare p& kom-

mun-, grupp- och individnivé l&rde ut vad som han-
der, eller kan hdnda, vid en kris och hur man sjélv kan
forbereda sig. Kvallen genomfdérdes i samarbete med
ABF Orebro léin och &ven icke-medlemmar var vél-
komna. Kvallen i Hemberedskap blev mycket lyckad
och drygt 160 personer deltog.
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Férhandlarna Anna Nykvist
och Elisabeth Bjork under

Vqrmlcmdsturnen, region Mitt. Fotograf: Siri Hasting

"Det som gjorde Varmlandsturnén
framgdngsrik och som vi tar med oss
i arbetet med den 2023 ar att den hade ett
noggrant och valutarbetat grundkoncept
som var enkelt att ta till sig, sdger Siri
Hasting, verksamhetsutvecklare. En
stor styrka var ocksd att alla deltog och
hjalptes at, oavsett yrkestitel och vardag
p& kontoret.”
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Ola Palmgren,
Hyresgastforeningens

valledare

70 000 valsamtal med hyresgdster

och valjare genomfordes.

Under valdret 2022 arbetade Hyresgdstféreningen
med att bostadspolitiska fragor skulle hamna pé

politikernas agendor.

Varfor dr det sd viktigt att Hyresgdstféreningen som
organisation engagerar sig i valet?

Engagemanget dr viktigt eftersom hela idén med
Hyresgdstforeningen ar att k&dmpa for alla ratt till
en trygg bostad till en rimlig kostnad. Det gdr inte
utan en aktiv bostadspolitik som ser till hyresrattens
forutsattningar. Darfér méste vi péverka politiken,
engagera oss i valrorelser och ta kampen for en
mer rdttvis bostadsmarknad. Och séklart for att vi
tror p& demokratin och vill vérna den genom att f&
hyresgdster att résta och goéra sig hérda.

Berdatta om valarbetet!

Under 2022 gjorde Hyresgdstféreningen en
rekordstark valrorelse under parollen Stoppa bo-
ordttvisan. Vért mal var att lyfta bostadspolitiken, f&
fler hyresgdster att gé till valurnan och résta i enlighet
med sitt intresse som hyresgdst samt f& fler att bli
medlemmar. Vi hade tre nationella valfr&gor som vi
fokuserade pé:

e Bygg fler hyresratter med lagre hyra
e Hdllbara renoveringar och stopp for renovrdkning
e Rattvisa skatter mellan dgt och hyrt

Utdver dessa uppmanades regioner och féreningar
att ocksé driva lokala bostadspolitiska fré&gor.

10 Transaktion 09222115557492036319

Vad ar du mest stolt 6ver i arbetet?

All tid och engagemang som béde fortroendevalda
och anstdllda runt om i landet lagt ned p&
valkampanjen. Aldrig forr har vi gjort s& mycket och
synts for s& méngal! Vi har tagit stora steg mot att
bli en &nnu mer utétriktad och offensiv organisation
under valrérelsen. En folkrérelse som inte bara vilar
pd& gamla segrar utan som tar fighten for att forma
framtiden. Det ar jag valdigt stolt dver och vill att vi
bygger vidare paé.

Vad var den stérsta utmaningen i arbetet?

Jag bérjade ju inte som valledare forrdn december
2021. Darfér var den stdrsta utmaningen att p&

kort tid lyckas ldgga en strategi for valarbetet,

gora en plan for alla aktiviteter och genomfora

dem — fran valutbildning och kampanjmaterial

till politikersamtal och digital kampanj. Samt

att f& ihop en valorganisation som kunde jobba
effektivt med detta. Det krdvde mycket arbete och
energi, sarskilt eftersom det f&r mig var viktigt att
framtagandet skulle ge pé ett inkluderande satt dar
fortroendevalda och anstéllda runt om i landet fick
bidra med sina idéer och kompetenser. Det blir alltid
bdttre d& dven om det tar tid och kréver mycket
arbete till en borjan. Men det gav verkligen resultat!
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"Vart mal var att lyfta
bostadspolitiken, f& fler
hyresgdster att ga till valurnan
och rosta i enlighet med sitt
intresse som hyresgadst.”

Ola Palmgren, valledare

Har du ndgot minne som sticker ut frdn den har tiden?
Oj! Jag har s& ménga fina minnen fr&n det har dret.
Bland annat nar jag holl valutbildning fér dver 60
fortroendevalda i region Norrland i samband med
deras regionfullmdaktige, ndr jag hdlsade pé region
Norra Ské&ne och hela personalstyrkan gav sig ut

for att knacka doérr och affischera och séklart alla
slutspurtsaktiviteter jag gjorde hemma med min egen
forening i Skarholmen. Det som férenar dessa minnen
ar den gemenskap och kdmpagldd jag fatt ta del

av 6verallt. Det kommer jag bara med mig. Och att
jag nufdrtiden kdnner mig valdigt hemmastadd pé&
nattég...

Transaktion 09222115557492036319
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Valengagemanget i siffror

Fortroendevalda och anstdllda genomforde
tillsammans éver 70 000 valsamtal med
hyresgdster och vdljare, varvade 6ver 37 000
nya medlemmar under valrérelsen och samlade
in drygt 28 000 namn till vért upprop mot
bo-orattvisan.

Vi genomfdérde ndstan 550 politikertraffar,
lanserade agendasdttande rapporter, skrev
debattartiklar och bedrev ett aktivt pressarbete.
Var digitala kampanj skapade engagemang
och stort genomslag i sociala medier och
resulterade i totalt 21 miljoner visningar av véra
material.
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0022 ars
hyresfor-
handlingar

Sedan starten for nastan 100 &r sedan har Hyresgdstforeningen

statt p& hyresgdsters sida och kdmpat for att hélla nere
fastighetsdgarnas krav p& hyreshgjningar. Férhandlingarna
pdbdrjas under hosten for att slutforas under varen dret efter.

De &rliga hyresférhandlingarna ledde till en végd
medelhdjning p& 1,71 procent per den 20 april 2022,
nar 83 procent av de inrapporterade férhandlingarna
avseende 2022 &rs hyra var avslutade. Generellt var
det tuffa férhandlingar med bostadsféretagen och
betydligt fler konflikter anmaldes till Hyresmarknads-
kommittén (HMK) jamfort med ett normaldr.
Hyresgdastforeningen ville till exempel se uppgodrelser
strax éver 1,3 procent, medan bolagen efterfrdgade
hojningar runt 3,2 procent. Snittyrkandet var margi-
nellt l&gre for allmannyttiga an privata hyresvardar.

Nar det galler férhandlingar med Allmdannyttan res-
pektive privata fastighetsdgare ser férhandlingarna
lite olika ut.

Forhandlingarna med Allménnyttan

De vagda genomsnittliga yrkandena for de allman-
nyttiga foretagen pd 3,15 procent ar hdgre an fore-
gé&ende ar, d& det varit 2,15 procent. Férhandlingséret
med Allmd&nnyttan var svért med 33 férhandlingar
som gdtt till Hyresmarknadskommittén for medling
eller beslut.

Transaktion 09222115557492036319
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Det ar ett hdgt antal men lagre an féregdende ér.
Sveriges Allmdannyttas skriftliga vagledning innehdll
detta &r inte en rekommendation om en specifik siffra
som hyresjusteringen borde vara.

Forhandlingarna med de privata fastighetségarna
Fastighetsdgarna rekommenderade sina
medlemsfdretag att den allmdnna hyresnivén skulle
kunna hojas med 3-3,5 procent. Yrkanden frén de
privata fastighetséigarna lag i snitt pd& 3,27 procent
for de ldgenheter dar forhandling var aktuell, vilket
ar en ndgot hégre nivé é&n 2021 som var 2,47 procent.
Utfallet i férhandlingsomgdéngen har gett de privata
fastighetsdgarna samma hdjning av hyrorna som
Allmdannyttan. Hyresgdstforeningens arbete med att
stdlla krav pd forvaltningskvaliteten verkar ha gett ett
gott resultat.




Trepartsoverenskommelsen

Under 2022 sléts en unik trepartsuppgorelse mellan Rekommendationen om det nya underlaget har
Hyresgdstforeningen, Fastighetsdgarna och Sveriges  anvdnts under hdstens forhandlingsarbete, infor
Allmdannytta om gemensamt férhandlingsunderlag hojningarna av 2023 ars hyra. Ett arbete som
for de arliga forhandlingarna. fortfarande pagar.
Parterna ar éverens om att Forhandlingarna ska utgé fran
forhandlingarna ska foljande fem ekonomiska faktorer
e Foras genom forhandling av lokala parter e Taxebundna avgifter
e Skapa och ge ratt incitament for b&de e Forvaltnings- och underhdllskostnader

hyresvardar och hyresgdster e Rdntor

Vara ladngsiktigt ekonomisk hallbara e BNP per capita och BNP

Vara konjunkturstabila e KPIF minus hyra

Foérhandlingarna fors i stort utifréin historiska genomsnittsvarden, och blir ddrmed mer férankrade
i utfall an i prognoser.

I\ Hyresgdstféreningen

Transaktion 09222115557492036319
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Trepartsoverenskommelsen
- ett steg mot likvardiga

forhandlingar over hela landet

Under 2022 slét Hyresgdstforeningen, Sveriges All-
mdnnytta och Fastighetsdgarna ett historiskt avtal,

kallat trepartséverenskommelsen. | dverenskommel-

sen finns rekommendationer och tydliga faktorer
for vad som bor ligga till grund for de arliga hyres-
forhandlingarna. Detta &r ett steg p& vag mot att
hyresféorhandlingar ska vara mer férutsdgbara och
likvardiga éver hela landet. P& sé satt kan forhand-
lingsprocessen bli mer rattvis for alla Sveriges hyres-
gdster.

Erik Elmgren, férbundschef Hyresgdstforeningen, vad
innebdr trepartséverenskommelsen?

Det dr en dverenskommelse som gor grunderna

for hyresforhandlingar tydligare. P& sé satt blir
resultatet av forhandlingarna mer forutsagbart.

| dverenskommelsen utgdr férhandlingarna

ifréin fem faktorer. Dels lokala faktorer s& som
underhdallskostnader och avgifter fér vatten och
varme. Dels nationella sésom rdntor och inflation.

Varfoér behdvs en trepartséverenskommelse?

Vi férhandlar hyror for 1,5 miljoner l&dgenheter

varje ar. Det ar 115 miljarder i hyror och det finns
forhandlingsordningar fér dver 30 000 fastigheter.
Forhandlingarna har stor samhallsekonomisk
betydelse b&de for hyresgdster och fastighetsdgare.
Tanken ar att dverenskommelsen som nu traffats
ska starka férhandlingssystemet och de kollektiva
forhandlingarna for l&ng tid framaover.

Transaktion 0922211555749203681%

Vilka dr férdelarna med en 6verenskommelse?

Nar vi parter kommer dverens skapar vi en trygghet
och lédngsiktighet som svangningar i politiken inte

kan erbjuda. Overenskommelsen bidrar till en mer
valfungerande och férutsagbar hyresmarknad. |
slutdndan goér det hyresrdtter till en mer attraktiv och
konkurrenskraftig boendeform. | verenskommelsen
finns ocksé direktivom en nationell modell for
matning och vardering av forvaltningskvalitet som
kommer leda till battre forvaltningskvalitet dver

tid. Det finns dven en gemensam vagledning for
hyressattningsprocessen, en uppférandekod och krav
om offentlig hyresstatistik, som vi tror kommer bidra till
transparens och férstéelse av processen.

Har ni ndgra ldrdomar fran férsta
férhandlingsomgdngen med éverenskommelsen?
Trepartsdverenskommelsen dr ett historiskt avtal.

| den ligger en intention fran alla tre parter om

att motas kring hyresnivéer som dr rimliga och
likv@rdiga. Men det ar ocksé ett oprovat koncept. Vi
har testat dverenskommelsen i praktiken under &rets
forhandlingsarbete. Utifrén hur vi har sett att den har
tolkats av de olika parterna hoppas vi framét kunna
skruva p& éverenskommelsen, sé& att den leder till
Annu mer transparens och tydlighet. P& s& sdtt tror vi
att den i framtiden kan ligga till grund fér &nnu mer
rattvisa férhandlingar dver hela landet.

"Overenskommelsen bidrar

till en mer valfungerande och
forutsagbar hyresmarknad. |
slutdndan gor det hyresratter
till en mer attraktiv och
konkurrenskraftig boendeform.”
Erik Elmgren, férbundschef

— Fotograf: Filippa Landin
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For att battre méta dagens behov och vara
anpassad till det digitala landskapet, utvecklade
Hyresgdstféreningen en ny grafisk identitet under
2022. En folkrérelse som alltid ar relevant genom att
alltid vara i rorelse, var utgéngspunkten ndr den nya
visuella identiteten skapades.

Vi bygger broar mellan mdanniskor

Sedan 1968 har vér logotyp symboliserat trygghet och
stabilitet. Med nya digitala krav och en dnskan om
mer flexibilitet, var behovet stort av en ny visuell iden-
titet. V&r nya varumarkesidentitet bygger p& bryggan
mellan manniskor och forstérker det kraftfulla som
finns i Hyresgdstféreningens rorelse — en folkrorelse
som alltid &ér relevant genom att alltid vara i rérelse.

Den nya varumdrkesidentiteten har f&tt ett fint
mottagande d& den korades till vinnare i kategorin
"folkets rost” i det prestigefulla Svenska Designpriset
under forra dret.

Transaktion 09222115557492036319

Verksamhetsberdttelse — 2022

ldentitet for
framtiden

- Vi har skapat en tidsenlig och valkomnande
varumdarkesidentitet som speglar oss som
folkrorelse och tar Hyresgdastforeningen vidare in
i framtiden. Folkets rost ger oss ett fint kvitto p&
att vi lyckats, séiger Marc Martinez, Art Director
p& Hyresgdstféreningen som tillsammans med
designbyrdn Séderhavet tog fram den visuella
identiteten.

En hdllbar férandring

Arbetet med att lansera den nya visuella identiteten
pd&gdr i flera steg, med lanseringen av vér nya webb,
uppdaterat utseende i digitala kanaler och ny media-
bank. Under kommande d&r fortsdtter arbetet med att
implementera nya fasadskyltar och att byta ut véra
synliga visuella uttryck p& ett hallbart satt.

Signerat ML PPAHBYKB, ¥5-553A45-0 G+
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Valrorelsens
bostadspolitiska
konferens

Under valrorelsen holl Hyresgdstforeningen en konferens for
att lyfta bostadspolitiska fréagor. Alla riksdagspartier deltog
pd konferensen, som hade sin utgdngspunkt i Hyresgdsterna
2022 - en undersdkning om svenskarnas boendevillkor och

Asikter om bostadspolitik.

P& konferensen deltog experter, forskare och
partiernas bostadspolitiska talespersoner for att
diskutera svenskarnas livsvillkor, boendesituation och
dsikter. Bland annat debatterade Johan Léfstrand,

(S), och Viktor Warnick, (M) frdgor kring hyreshdjningar.

Hyresgdastforeningens ordférande Marie Linder
intervjuade dven Mattias Landgren, dé&varande
bostadsministerns statssekreterare.

| Hyresgd&stforeningens undersdkning Hyresgdsterna

2022 1at vi Novus frdga svenskar om vad de tycker i en

rad olika bostadsfrégor infor valet.

Transaktion 09222115557492036319
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Drygt 4 100 av 6 700 tillfrdgade svarade pé fr&gor
om boendesituation, livsvillkor och &sikter i olika
bostadspolitiska fréigor. Undersdkningen visade
bland annat att svenskarna saknar fértroende for
att politikerna ska lyckas 6sa bostadskrisen, och att
kvinnor i parférhéllanden inte skulle ha réd att bo
kvar efter en separation.

P& hyresgastforeningen.se finns mer information om
undersdkningen.
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... vivill att det byggs nya bostdder! Men inte

dar jag bor

De allra flesta vill l6sa bostadsbristen, en
majoritet av bostadsdgarna dr t o m beredda att
ta en vardesdnkning for att leva i ett samhdaille
utan bostadsbrist. Men f& vill att det ska byggas
ndra dar de sjalva bor. Ndr intressen stalls

mot varandra s& vill ménga inte ha nybyggen

... tvé miljoner véljare saknar fértroende for i sitt n@romrdde. Det visar var nya rapport
bostadspolitiken Hyresgdasterna 2022.

Var undersdkning Hyresgdsterna 2022 visar
att svenskarna saknar fortroende for att
politikerna ska lyckas l6sa bostadskrisen. Men
var undersokning visar samtidigt att det finns
roster att vinna for de partier som satsar p&
bostadspolitiken.

Undersoékningen Hyresgdsterna 2022 visade
bland annat pd att ...

... kvinnor dr i storst utsatthet nar
boendekostnader hojs

Ndastan var tredje hyreshushall har idag ohéllbara
boendekostnader. Bland hyresgdster och kvinnor
anger ca 30 procent att de inte skulle ha réd att
bo kvar vid en separation visar var nya rapport.

Transaktion 09222115557492036319
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Nu blir vi fler!

Maluppfyllelse 2022

Hyresgdstforeningens frdmsta styrka ér véra
medlemmar. Med dver en halv miljon medlemmar
ar vi en stark rést i samhdallsdebatten for
hyresgdsternas fr&gor och inflytande. Insikten om
att ménga engagerade medlemmar ger oss storre
inflytande i politiken och vid férhandlingsbordet
ledde till slutsatsen att vart mal behdver vara

6kat medlemsantal och 6kat engagemang hos
medlemmarna. Darfor har Hyresgdstforeningen
satt malet att till &r 2027 organisera minst 51% av
hyresgdstkollektivet samt engagera minst 22 000 av
dem.

Antal medlemmar 6kar

Antalet medlemmar har dkat under dret 2022.
Medlemsantalet har stigit frain 510 261 medlemmar i
december 2021 till 532 840 medlemmar i december
2022, alltsé& en 6kning med 6ver 22 000. Bakgrunden
till denna positiva utveckling har varit att vi fatt

fler nya medlemmar genom att knacka dérr, men
framfor allt genom en starkt digital rekrytering.
Hyresgdastforeningens arbete med digital rekrytering
tog fart i samband med covid-pandemin d& vi
passade pd att hitta nya sdtt att rekrytera an

Transaktion 09222115557492036319
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doérrknackning, och den positiva trenden har fortsatt.
| kombination med att allt farre medlemmar l&mnar
Hyresgdstforeningen sé& kar medlemsantalet mer an
forvantat.

Organisationsgraden stiger

Aven organisationsgraden har stigit fr&n 32 procent
i december 2021 till 33 procent i december 2022.
Organisationsgraden ar ett satt att mata antal
medlemmar i forhé&llande till antal hyresgdster, p&
s& sdAtt ser vi hur stor andel av Sveriges hyresgdster
som ar medlemmar i Hyresgdstforeningen. Externa
faktorer som skulle kunnat péverka utfallet i en
positiv eller negativ riktning, som till exempel dkat
bostadsbyggande, har vi inte kunnat se under
perioden.

+22 000 S

Medlemmar mellan december
2021 och december 2022
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Antal fértroendevalda sjunker

En av Hyresgdastfoéreningens stora utmaningar ar att
vi har farre fértroendevalda, antalet fortroendevalda
sjonk fréin 8 277 i december 2021till 7 708 i december
2022.

Nar vi tittar pd orsaker bakom att antalet
fortroendevalda har minskat ser vi faktorer som
exempelvis:

Mdanga lokala hyresgdstféreningar lades ner under

pandemin ndr det inte gick att bedriva verksamhet.

Det blev en troskel att engagera sig som
fortroendevald under pandemin eftersom digitala
moten var det enda motesalternativet.

P& lokal nivé upplevs det som béde svart och
tidskrdvande att ersatta fortroendevalda som
vdljer att avsluta sitt uppdrag.

Transaktion 09222115557492036319
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Tappet av fortroendevalda behdver hanteras med
bland annat nya satt att bibehdélla och f&dnga upp
medlemmars engagemang. Det blir tydligt att en

ny medlem ofta f&ngas upp av till exempel juridisk
hjalp, medlemsférmdaner eller bostadspolitiska
Asikter medan en fértroendevald generellt f&ngas
upp av det egna intresset att géra ndgot i sitt
bostadsomréde. Det ska vara latt att snabbt kunna
gora det man brinner for — f& ihop en grupp, starta
odlingslott, genomfdra grannsamverkan eller planera
grillkvall. D& fangar vi upp det lokala engagemanget.

December 2022 December 2021

Antal medlemmar 532 840 510 261
Antal fortroendevalda 7708 8 277
Organisationsgrad 334 % 32%
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Hyresgast-
foreningens

Verksamhetsberdttelse — 2022

juridiska

verksamhet

Under 2022 &tergick Hyresgdstféreningens juridiska
verksamhet till en mer normal fas efter pandemin.
Under n&gra ar kunde vi inte ta emot négra besdk
alls p& vara regionkontor. Kontakter med medlemmar
skedde undantagslost via e-post, telefon eller maijli-
gen digitala méten. Nu dr ordningen aterstalld och vi
har &terigen Sppnat for besodk. Trots att restriktioner-
na numera ar upphdvda verkar det som medlemmar-
na i delar har anpassat sig till ett nytt forhalliningssatt.
De vanligaste kontakterna med medlemmar sker
Aaven fortsattningsvis via telefonsamtal eller e-post.
Spontanbesdken dr relativt f&. Som exempel kan
ndmnas att region Véstra Sverige tagit emot 85 spon-
tanbesdk under hela 2022.

Transaktion 09222115557492036319

| féorhandlingar i hyresndmnd och tingsratt har vi
deltagit fysiskt i sammma omfattning som innan
pandemin, som ombud fér medlemmar. Aven

om man kan delta via lank, s& innebdr ett fysiskt
deltagande stérre trygghet for medlemmarna, sé
dtergdngen har upplevts positivt. Under och strax
efter pandemin befarade vi att m&nga medlemmar
skulle héra av sig dé& de haft svart att betala

hyror under pandemin och darmed riskerade att

bli uppsagda. Dessbdttre besannades inte vara
farh&gor. Antalet drenden som gdiller sé& kallade
forlangningstvister dkade inte nGdmnvart jamfoért med
tidigare ar.
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Alla samtal frédn medlemmar hamnar hos véra
rédgivare p& Servicecenter. Dér fé&r de svar pd

sina hyresjuridiska frégor. Om en medlem behdver
mer hjdlp &n en ren r&dgivning s& dverfors deras
drende till regionernas juridiska enheter dar
drendehandl@ggare och juristerna handlagger
drendet. Under 2022 tog Servicecenter emot cirka 300
000 kontakter, samtal och e-postmeddelanden. Drygt
103 000 av kontakterna rorde juridisk rédgivning. Det
ar en omfattning som i stort motsvarar tidigare ar.

15 938 drenden skickades vidare till regionernas
juridiska enheter, &ret innan var siffran 16 167, en
forsumbar skillnad. Knappt 41 500 réddgivningar
registrerades, i stort sett samma antal som 2021.
Sett dver tid har dock antalet r&dgivningar minskat
ndgot. Det samma gdller for antalet drenden som
overldmnats frén r&dgivningen till regionernas
juridiska enheter.

Arligen gor vi en uppfdljining av vilka hyresjuridiska
fr&gor som dr vanligast hos Servicecenter. Det skiljer
sig mycket lite mellan &ren.

Vanligaste radgivningarna ar 2022 gdllde:

Hinder och men (brister).
Fr&gor om utgdende hyra.
Hyresgdstens skadesténdsansvar.
Annat.
Hyresavtalet.
Lagenhetens skick.
Storningatr.
Andring av hyresvillkor.
Hyresgdstens uppsdgning

. Hyresgdastinflytande, forbdattrings
- och dndringsarbeten.
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Exempel p& drenden ndr medlemmar fatt
juridisk hjalp av Hyresgdastféreningen:

Ar inte hyresvérden skyldig att underhalla
ldgenheten?

En medlem hade bott tillsammans med sin

sambo i samma ldgenhet i mer &n 20 é&r utan

att fastighetsdgaren genomfoért ndigot som helst
underhdll. Det enda som gjorts i ldgenheten stod
hyresgdsterna sjalva fér — de hade mélat om
vaggarna i ett rum. Nar de framférde dnskemdal

om &tgdrder svarade inte hyresvérden, en mindre
privat hyresvard, alls p& deras frédgor. Eftersom inte
heller Hyresgdstféreningen lyckades fé svar fréin
hyresvdrden ansokte en av véra jurister om ett

sé& kallat &tgardsforeldggande i hyresndmnden.
Hyresvarden besiktigade dé l&genheten och utlovade
vissa atgdrder. Dock flaggade de for att de dven
skulle behdva hoja standarden i ldgenheten med
hyreshdjning som konsekvens. Hyresvérden vénde sig
darfor i sin tur med en ansékan, om tillstédnd att f&
genomféra standardhgjningar, till hyresndmnden. |
hyresn&dmnden ndddes till slut en dverenskommelse
om att hyresvérden skulle atgérda ytskikten i enlighet
med hyresgdsternas 6nskemdal och hyresvarden drog
tillbaka sin ansékan om standardhdjningar.

Fér hyresvarden ta ut en avgift for att jag ska féa gé
fore i bostadskon?

En hyresvard begdrde ersdttning av en av véra
medlemmar fér att han skulle fé& fortur i bostadskon.
Medlemmen vande sig till Hyresgastféreningen

och fr&gade om det verkligen var tillatet. D& det ar
forbjudet att ta ut sddana avgifter fick medlemmen
hjalp av féreningens jurister och fick tilloaka de 2500
kronorna han betalat till hyresvarden. Hyresvarden
slutade dessutom ta ut den otill&tna avgiften.
Forutom att medlemmen fick tillbaka sina pengar
skickar drendet en signal till andra hyresvardar som
forsoker utnyttja sina hyresgdster.




Mdaste jag betala ndr stérningsjouren ryckt ut?

En annan medlem fick en faktura pé& 1200 kronor
frén sin hyresvard som gallde en utryckning av
storningsjouren. Hon undrade om hon verkligen
skulle behdva betala for utryckningen. Skalet for
utryckningen var att tvé lekande barn péstods ha
varit stérande en tidig sondagskvall. Hyresgdsten som
fick r&det av Hyresgdstféreningens jurist att bestrida
fakturan blev darefter stdmd av hyresvarden.
Juristen foretrddde medlemmen i tingsratten och
tingsratten démde till hyresgdstens fordel. Hon
behdvde inte betala och tingsratten konstaterade
att stérningarna var av séddan lindrig och tillfallig art
som far télas i ett flerfamiljshus. Dessutom menade
Hyresgdstféreningens jurist att kosthaderna for
storningsjour Ar den typen av kostnader som ingdr

i normal fastighetsférvaltning och att de técks av
hyresvérdens hyresintdkter.
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Ska jag ersatta skador vid brand?

Nar en brand uppstdatt i en ldgenhet vénde sig
hyresgdsten till Hyresgdstféreningen och frédgade
om han verkligen skulle ersatta skador fast han
inte orsakat branden. Han krévdes av hyresvdrden
p& 175 000 kronor. En av Hyresgdstforeningens
drendehandldggare kontaktade hyresvérden och
lyckades f& hyresvdrden att sl@ppa kravet helt.
Hyresgdstféreningens drendehandlaggare visade
ddarmed att var kompetens skapar nytta for véra
medlemmar som behdver juridiskt stdd.

23



Verksamhetsberdttelse — 2022

Forhandlare

moter stor
oro bland

hyresgaster

Att forhandla hyran ar en av Hyresgdstféringens grundverksamheter.
En forhandlingsdelegation frdn Hyresgdstféreningen bestér av
fértroendevalda som bidrar med expertkunskap om hur det ar att

bo i ett visst omrdde eller hos en viss hyresvdrd, och en anstalld
forhandlingsledare som har expertiskunskap om férhandlingsstrategi
och ekonomiska avvéganden. Annika Larsson Lindlof, fértroendevald
och Jesper Lissmark, forhandlare, ingdr i en férhandlingsdelegation i
Hyresgdstféreningens region BohusAlvsborg-Skaraborg.

Under 2022 préaglades forhandlingarna av
hyresvdrdars yrkanden pd& héga hyreshdjningar. Hur
har férhandlingsarbetet skilt sig fran tidigare ar?

-Det ar framst oron, berdattar Annika Larsson Lindlof.
Jag har inte tidigare varit med om den har stora oron
for att inte kunna bo kvar, hos véra medlemmar och
hos folk p& stan som frégar. Det dr ju kdnt hur det ser
ut, med inflation och rantor. Lokalpressen har skrivit
om att bolagen yrkar p& hdga hdjningar. Det har varit
ovanligt mycket media om det.

- Det har ocksd varit tuffa forhandlingar, séger Jesper
Lissmark. Under min tid som férhandlare har vi nog
aldrig haft s& mycket att géra som det har halvéret.
Och branschorganisationen Fastighetségarna rorde
sig inte en millimeter frén sitt ursprungskrav under
flera ménader, vilket var speciellt. Men jag &r ocksé
forvé@nad 6ver hur mycket som ar likt tidigare ér.
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Det @r samma argument och samma saker som
lyfts frédn hyresvérdarna, samtidigt som péverkan for
hyresgdsten blir mycket stérre med hégre héjningar.
Nya l&genheter kan ju ha en hyra pé& 10 000 kronor
och en hdjning pé& 10% fér dé stora konsekvenser.

Vad gjorde att det till slut losshade vid
forhandlingsbordet?

- Vi har ju kommit i hamn med flera mindre
odverenskommelser under hdsten. Sedan har ndgra
féorhandlingar med allmdannyttiga bolag gatt till
Hyresmarknadskommittén och blivit tillbakaskickade,
s& dé fick de lov att forhandla. Min upplevelse ar
ocksé att nar de kommunala férhandlingarna var
avgjorda sé var det flera privata som foljde efter.




Fotograf Alice Winroth.

Hur ar det att arbeta i en férhandlingsdelegation? Och
hur arbetar ni med att hitta frivilliga som vill vara med
och forhandla hyror?

- Vi borjade med nytt arbetssatt redan 2021,

med mdlet om att 8ka antalet medlemmar och
aktiva medlemmar och fértroendevalda, sdger
Annika. Anstallda och fértroendevalda har arbetat
aktivt med det ska bli fler. Vi kan alltid bli fler!

Det a@r bra st&mning mellan fortroendevalda och
tjdnstepersoner. Vi jobbar fér samma sak och har
gemensamma méten. Det finns ett stort fértroende
mellan oss.

- Vi férsoker alltid frdga om vi mdrker att det finns
ett intresse ndr vi ar ute i annan verksamhet, fyller
Jesper i. Som Annika beskriver har vi ocksé& éndrat
arbetssatt och forsdker utgé dnnu mer ifrédn vad
hyresgdsterna vill. Vi har bland annat bérjat att
sjalva pdkalla férhandlingar om olika

saker i bostadsomradena pd ett satt

som vi inte gjorde lika mycket tidigare.

Vi gjorde ocksd ett riktat utskick

under dret. Och sé& jobbar med att

engagera redan aktiva medlemmat,

for att gora trosklarna légre att gdiini
forhandlingsverksamheten.

- Men det blir ju ett stort ansvar for oss
som redan dr inne i verksamheten. Vi
mdste kunna ta emot nya pd ett bra
satt och satta in dem i arbetet, forklarar
Annika.

Annika Larsson Lindlof och
Jesper Lissmark
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Hur léinge har ni arbetat med férhandlingar?

-Jag har varit forhandlare pé& Hyresgdéstforeningen i
fem ar, berattar Jesper. | mitt arbete férhandlar jag
med bdde privata och kommmunala hyresvardar.

Forutom att ingd i forhandlingsdelegationen ér
jag vice ordférande i regionstyrelsen sedan 2019
och vice ordférande i Hyresgdstforeningen Bohus-
Vanerdal sedan 2018, séiger Annika. Jag hittade
till Hyresgdstféreningen nér jog jobbade pé
Fackférbundet Kommunal. Jag hade méten med
Hyresgdstforeningens regionchef om kvinnligt
ledarskap, och fick tips fr&n henne om att g&

med nar jag skulle gé i pension. Jag kom forst in
regionstyrelsen och bdrjade sedan engagera mig
lokalt. Att hitta nya frivilliga handlar mycket om att
stalla fr&gan: vill du g& med? Och férhandlingar
engagerar! Det ar s& ménga som pdéverkas.
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Folkbildning

genom

rapportslapp

Som en deli att vara en bredare samhallsaktér sldpper
Hyresgdstforeningen rapporter i aktuella frégor. Vi tror att kunskap
ar makt och ett bra satt att engagera mdanniskor. Darfor ar
malgruppen fér manga av rapporterna véra medlemmar och
fortroendevalda. De kan, pd ett enkelt satt fé tillgéing till aktuell
kunskap i bostadspolitiska frdgor som pdverkar hyresratten.

Ett flertal av véra rapporter anvands som underlag i studiecirklar
och bostadspolitiska natverk, medan vissa har till syfte att paverka

vara politiker och beslutsfattare.

Rorligheten p&
bostadsmarknaden

Hyresgdstforeningens rapport "Vem mdéste flytta pd
sig? - rorligheten pé& bostadsmarknaden” sldpptes i
bdrjan av &ret 2022.

Rérligheten p& bostadsmarknaden &r viktig for att
hushdll ska kunna anpassa sitt boende efter sina
behov, for att kunna flytta till arbete och studier, bilda
familj eller for att kunna dela pé sig ndr en relation
tar slut. Ekonomin fungerar bdttre ndr arbetsplatser
kan rekrytera arbetskraft utanfér den omedelbara
ndrheten. Darfor ar det ménga som motiverat for-
andringar i regelverk och skatter utifrén att det skulle
Oka rorligheten. Men har det fungerat. Rapporten slér
hal p& flera myter i den bostadspolitiska debatten.
Lés mer har
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26

[H Hyresgasttoreningen

Plats for fler bostader

Plats for fler bostader

| rapporten Plats for fler bostdder presenterar Hy-
resgdstforeningen atta markpolitiska forslag for att
oka byggtakten i kommunerna. For de nya bostdder
vi akut behdver i Sverige behdvs material att bygga
med, arbetskraft som ritar och formar materialet till
hus och pengar for att finansiera det hela. Och sist
men inte minst: platser att bygga pd. Tyvarr plan-
l&ggs for lite mark. Hyresgdstféreningen har tagit
reda pd varfdr. Las mer har
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Hyresgdsterna 2022
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Hyresgdsterna 2022

Mellan den 11-20 februari 2022 &t Hyresgdstforen-
ingen analysféretaget Novus skicka ut webbenkdater
till totalt 6700 mdanniskor i &ldrarna 18—79 ar, kring
bostadspolitiska fragor. Drygt 4000 svarade och
resultaten av undersdkningen presenteras i rappor-
ten Hyresgdsterna 2022. Rapporten har sex delar och
teman: valjaropinion, boendepreferenser, trygghet,
bostadsbyggande, bostadspolitik och ekonomi.

Hér kan du ldsa vad man svarade

Partiernas
bostadspolitik 2022

Infér valet 2022 ville Hyresgdstféreningen sétta bo-
stadspolitiken p& den politiska agendan. Bostaden ar
en frga som har direkt péverkan p& samtliga av Sve-
riges rostberdttigade medborgares vardag. Men det
ar inte alltid s& latt att veta hur partierna staller sig

i olika bostadspolitiska frdgor. Hyresgdstféreningen
ville med denna &versikt upplysa valjare — oavsett om
man ar hyresgdast eller inte — om partiernas st&nd-
punkter. Lds mera hér

S Hyresgastféreningen

Partiernas
bostadspolitik

Valar 2022
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Renovera Sverige

Renoveringsbehovet i Sverige har natt en kritisk nivé.
Miljonprogrammet behdver totalrenoveras. Ska vi né&
klimatmdélen behdver bostdderna dessutom energief-
fektiviseras. Frdgan &r hur det ska finansieras. M&nga
hyresgdster klarar inte hyreschocken efter en reno-
vering. Hyresgdstféreningen foreslér darfér paketet
Renovera Sverige. Renovera Sverige dr ett paket av
reformforslag med syftet med att skapa trygghet for
hyresgdster och en finansieringsmiljé som starker
aktdrer med l&ngsiktig och héllbart perspektiv p&
renovering och férvaltning.

Férslagen kan du lasa har:

H Hyesgpsiseningen \

Renovera Sverige /

Hyresgdsternas
ldgesrapport 2022

Hyresgdsternas lagesrapport &r en ny rapport som
tar tempen pdé bostadsmarknaden och hyresgdster-
nas situation. Mé&let med rapporten dr att ge verktyg
At den som vill férandra och férbdttra bostadsmark-
naden. Var forsta ldgesrapport ger en dgonblicksbild
av den marknad hushdéllen méter, foretagen verkar
pé& och kommunerna skapar. Utsatthet och trosklar
vaxer for hyresgdsterna. Hyresgdster klarar inte de
inkomstkrav som hyresvardarna staller. Samtidigt gor
fastighetsdgarna stora vinster p& hyresintdkterna.
Hér kan du lédsa om laget fér landet hyresgdster

I A0 !
33, I, CO, U1, Iy,
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https://www.hyresgastforeningen.se/bostadsfakta/rapporter/hyresgasterna-2022/
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https://www.hyresgastforeningen.se/globalassets/bostadsfakta/rapporter/2022/hgf_rapport_renovera_sverige_20221116.pdf
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Hallbarhetsrapport
2029

Denna hallbarhetsrapport dmnar ge en inblick i och sammanfattning
av det hdllbarhetsarbete som bedrivits inom Hyresgdstféreningen un-
der 2022. Rapporten dr en del av Hyresgdstféreningens drsredovisning,
men kan ocksd hanteras som ett separat dokument.

Var verksamhet 30
Nada brinner fér héllbarhet Ky
Intressentdialoger 34
Vasentlighetsanalys 35
Agenda 2030 36
Grona faddrar 38
Miljoarbete 40
Solgdrdens soliga satsning 45
Vér personal 46
Respekt for manskliga rattigheter 50

och motverkan av korruption
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Hallbarhets-
rapport

2022

Nar vi nu sammanfattar héllbarhetsdret 2022 har vi
blott sju &r pd oss att n&d maélen i Agenda 2030. Med
flera parallella nationella och internationella kriser
och en nyvald regering som inte formar lyfta blicken
ar det latt att se morkt pd framtiden. Men ndr jag

ser allt positivt arbete vi gor i vér verksamhet, och
mdanga i andra folkrérelser, kdnner jag &ndd hopp.
Ett av véra mdal under 2022 har varit att ingd fler
samarbeten inom miljo- och klimatfrdgor med andra
organisationer och aktorer.

Precis som Sveriges bostadskris ar klimatkrisen en
j@mlikhets- och rattvisekris. De lGnder, foretag och
individer med mest resurser har orsakat de storsta
utslappen, samtidigt som de med minst resurser
drabbas hdrdast av konsekvenserna. Darfor har vi
pd olika satt och med olika aktdrer engagerat oss i
klimatrattvisa (se sid 43).
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Samarbete behdéver inte bara ske mellan
organisationer, det som skapar liv i véra omrdaden ar
ju samarbetet mellan hyresgdster och hyresvardat,
och hyresgdster sinsemellan. Ju mer levande omréde
och ju bdattre vi k&nner véra grannar, desto tryggare
k&nner vi oss. Det dr precis som var fortroendevalda
medlem Nada séger i intervjun pé sidan 32: "Vi
behdver vara ndrmare varandra for att forsté
varandra.”

Sa lat oss alla lyfta blicken, prata med véara grannar
och fortsatta arbeta tillsammans, fér en rattvisare,
tryggare och ljusare framtid.

Marie Linder,
forbundsordforande
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Formaner

Paverkan

Medlems- och opinion

service

Engagemang Forhandling

X

Juridik
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var

verksamhet

S
£

X

532 840

medlemmar (31 dec 2022)

Medlemsservice

Totalt 299 689 kontakter genom vart
servicecenter, 103 052 av dessa rorde
juridisk r&dgivning.

Juridik

Vid en eventuell konflikt med hyres-
varden kan vara medlemmar dven
bli representerad i hyresndmnden
av ndgon av véra kunniga medar-
betare.

Férhandling

Hyresférhandlingarna ér vart vikti-
gaste verktyg i arbetet for att alla
ska ha tillgéng till bostader till ver-
komlig kostnad i enlighet med mdél 11
i Agenda 2030.

Transaktion 09222115557492036319
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Engagemang

Ett av Hyresgdstféreningens grund-
krav ar att alla hyresgdster ska ha
ratt till en sund och sdker bostad.
Darfor arbetar vi lokalt i bostadsom-
rédden for att boendemiljon ska bli
annu battre.

Férmdner

Med véra medlemsférmdéner hjdlper
vi v@ra medlemmar att f& pengarna
att récka lite l&ngre.

Paverkan och opinion
Hyresgdstfoéreningen &r en remissin-
stans, vi péverkar beslutsfattare och
bildar opinion fér hyresgdsternas
rattigheter och boendekvalitet.
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Nada

brinner for

hallbarhet

Nada har alltid dréomt om en vérld dér ingen ar ensam.
Engagemanget i Hyresgdstforeningen gav henne verktygen att
g& och prata med sina grannar om hur de skulle kunna skapa ett
oppnare och mer hdllbart grannskap. Nu éar hon full av idéer fér

framtiden.

Nada Khachnaoui pluggar till hé&llbarhetsspecialist
och borien fyra i Danderyd tillsammans med sin man
och tvé barn. Nér hennes granne, ordférande i den
lokala hyresgdstforeningen, var nyfiken p& hennes
utbildning och undrade om hon kanske skulle vilja
engagera sig, visste hon knappt vad Hyresgdstforen-
ingen gjorde. Nadas man var medlem sedan innan,
men det var forst nu hon blev intresserad och boérjade
l&sa p& om bostadsmarknadens utmaningar. Hon
gick pé ett forsta mote pd vinst och forlust for snart
ett &r sedan, och blev kvar.

Nada Khachnaoui har ldnge brunnit fér social héll-
barhet och miljofr&gor, men tidigare inte riktigt hittat
ett satt att kanalisera sitt engagemang. Nu éppnade
sig snart en hel varld av mojligheter. Hon bdrjade att
fundera p& hur hon kunde gora arbetet i den lokala
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foreningen mer héllbart och skapa relationer med
andra aktérer som arbetar med hallbarhet. Oppen-
het och dialog gér som en réd trdd genom alla Nadas
resonemang. Hon drédmmer om en varld ddr inga
gamla sitter ensamma, ddr barn engageras i sitt bo-
stadsomrdde och ddr ingen k&nner sig otrygg.

-Jag hade lange funderat 6ver hur vi kan géra sam-
hallet mer 6ppet, sdger Nada. Vi behdver vara ndr-
mare varandra for att forsté varandra. Det dr véigen
till integration, till att skapa livi samhdallet. Och den
sociala héllbarheten dr sé starkt forknippad med den
ekologiska. K&nner vi varandra dr det s& mycket latt-
are att leva hdllbart. Vi kan lédna saker frén varandra,
hjalpa varandra att reparera saker och ge vidare det
vi inte anvander i ett &terbruksrum.




Fotograf: Filippa Landin

7
Jag har hittat
en mojlighet att

pdaverka samhdllet
och gora skillnad

pa riktigt.

Genom sin utbildning till hallbarhetsspecialist har hon
fatt manga verktyg, och hon bdrjade snart att utveck-
la strategier for sin férening. N&got som boérjade som
ett hdallbarhetsprojekt i den lokala féreningen har ut-
vecklats till att bli Nadas examensarbete. Hon har ta-
git fram strategier utifrdn Agenda 2030 med enkdter
for de boende, syfte, mél och tidsplan, och planerar
att dra i géng arbetet sd fort jullovet dr undanstokat.
Som en del av sin praktik p& Samhalls héllbarhetsav-
delning skriver hon just nu p& deras &rsrapport och
under 2023 vantar ocksé inval till Hyresgdstforeningen

Nordost.
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Nada Khachnaoui
Alder: 35 ar

Bor: Sldnbdrsvagen

i Danderyd

Familj: Man och tvé barn
p& 3 och 9 ar.

Bakgrund: Kandidatexamen i
foretagsekonomi med specialitet inom
marknadsforing i Tunisien, underskoterska
inom njurmedicin, svensk studentexamen
och snart héllbarhetsspecialist.

Det later som att du har en hel del pa ditt schema med
familj, heltidsstudier, examensarbete och detta enga-
gemang. Vad dr det som driver dig i ditt arbete?

-Jag har héga krav p& mig sjalv att dstadkomma
mycket, men det handlar ocks& om att jag har hittat
en kanal for mitt engagemang. Hyresgastforeningen
ar lyhdrda och lyssnar pé vad jag har att sdga. Jag
har hittat en mojlighet att péverka samhdllet och
gora skillnad pé riktigt, séiger Nada Khachnaoui och
ler.
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Intressent-

En intressent &r en person eller grupp som ar béde
engagerad i och har intresse av ett visst samman-
hang, exempelvis vart héllbarhetsarbete. Intressent-
dialogerna dr de olika tillfallen vi frégar véra intres-

Intressenter

Medlemmar

Medarbetare

Exempel pé dialog/
aktivitet
Medlemsservice och
juridisk r&dgivning
Miljoenkat
Projekt/engagemang
i stadsdelar

Hem & Hyra
Nyhetsbrev via mejl
Webbplats

Medarbetarsamtal,
Medarbetarenkdat,
"Pulsmatning”
Miljoenkdt
Intrandtet "Navet”
Visselbldsartjanst
Utbildningar
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dialoger

senter om vad de tycker att vi ska fokusera pé& i vart
hallbarhetsarbete och vilkka krav och férvantningar de

har p& oss.

Hyresgdster

Fortroendevalda

Hyresvardar

Samhallet

Leverantorer

Planeten

Varvarsamtal
Ndrvaro i bostadsomrddet

Nyhetsbrev
Utbildningar

Traffar och konferenser
Miljoenkat
Forhandlingar
Samarbeten

Remisser

Pé&verkansarbete
Samarbeten med andra
organisationer och aktorer

Ink&pspolicy
Uppfdlining
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Vasentlighets-
analys

Vasentlighetsanalysen gors for att identifiera och frédn enkdter med medlemmar, anstéllda (med en
rangordna olika héllbarhetsomréden, och staka ut sarskild enkdt riktad till ledare i tjdnstemannaorgani-
riktningen i arbetet framgent. Primdra hallbarhetsom-  sationen) samt fortroendevalda.

rédden har identifierats genom omvérldsbevakning och

verksamhetsbeskrivning. Rangordningen utgér sedan

Vasentlighetsanalys

Férhandling

Lokalt engagemang
Medlemsservice

— Aktivt miljoarbete P&verkan/obini

‘\2 — i egen verksamhet averkan/opinion
Q

o= .

e Sdnking av egna

R koldioxidutsl&pp

T 0

29 Arbetsmiljo

O+

m.S

Antikorruption och
madnskliga réttigheter

Ansvarfulla inkop

Hyresgastforeningens mojlighet >
att paverka hallbar utveckling
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Rgenda

20350

Agenda 2030 antogs &r 2015 av vérldens stats- och
regeringschefer. Den bestdr av 17 globala mél for
héllbar utveckling som syftar till att utrota fattigdom,
stoppa klimatféréandringar och skapa fredliga

och trygga samhdallen. Agenda 2030 &r den mest
ambitidsa planen for en héllbar utveckling som
varlden ndgonsin antagit. Genom den har alla l&nder
tagit pd sig ansvaret att skapa en mer réttvis, hallbar
och bdattre varld. Agenda 2030 riktar sig inte bara

till lander utan ocksa till exempelvis organisationer.
Genom att koppla vért héllbarhetsarbete till de
globala mdalen kan vi sdkerstalla vart bidrag till
desamma.
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Hyresgdstforeningens kdrnverksamhet sammanfaller
helt och héllet med delmdl 11.1: Stkra bostéder till
overkomlig kostnad, och de flesta 6vriga delmal
under mal 11 faller Gven de under den ordinarie
verksamheten. En héllbar bostadsmarknad bidrar i
sin tur till motverkande av fattigdom och ekonomiska
klyftor, och i forldngningen till god hélsa och héllbar
infrastruktur.

Genom vara vasentliga héllbarhetsomrdden bidrar vi
dessutom (i olika grad, direkt eller indirekt) till samtliga
av de globala mélen.




o
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Vara vasentliga
héllbarhetsomraden

1.
Forhandling av hyror

2.
Lokalt engagemang

3.
P&verkan/opinion

4.
Medlemsservice

5.

Aktivt miljdarbete

i egen verksamhet inkl
utsldppsminskningar
6.

Kapitalplaceringar,
antikorruption och
mdanskliga rattigheter

7.
God arbetsmiljo

8.
Ansvarsfulla inkép

Bidrar direkt till mélet

Bidrar indirekt till mdlet

P
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Grona faddrar
vacker
odlingslust

i Trollhattan

Den som sjdlv planterar kommer inte att forstora — det ar
grundtanken med det allmannyttiga bostadsbolaget Eidars
projekt "Eidars gréna faddrar”. Under tvé dagar samlade de
tillsammans med Hyresgdastféreningen runt 75 barn for att
plantera gronsaker, och engagemanget frodades!

Intresset var stort nér Eidar och Hyresgdastféreningen
skulle bjuda pé odling och fika p& gérden i péskas.
Men det som kanske for en del barn bdrjade som ett
sug efter kanelbullar utvecklades till ett engagemang
for odling. Bostadsbolaget Eidar ar vana vid att
arbeta med héllbarhet och miljé, och har sedan flera
ar tillbaka planterat buskar och trad tillsammans med
barn och unga som bor i omrédet. Sedan slog covid
till, och n&r man antligen kunde bérja plantera igen
&g det battre i tiden att odla gronsaker i pallkragar.

Tillsammans med Hyresgdstféreningen anordnade
man tvé dagars odlingsaktiviteter i omrédena Humlan
(Sylte) och Kronogdrden i Trollh&ttan. Férutom odling
bjods det pd pyssel, malning, sopsortering och dip-
lomutdelning till alla som hade varit med och plante-
rat. Alla barn som lyckades sortera soporna rétt fick
sé&pbubblor, och ménga drog med sina foraldrar fram
till den vikbara sopsorteringsvéggen.

An ska det dréja innan morét-
terna gar att ata.

Transaktion 09222115557492036319
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Eva Torell fr&n
Eidar visar Adnan
Mohamed och
Susan Hassan
hur man
planterar fron.

Hayat Mohamed testar
sina materialkunskaper
vid sopsorteringsvaggen.

- Foraldrarna blev lite nervdsa ndr det stod represen-
tanter fr&n bostadsbolaget och ség p& ndr de skulle
sortera sopor, skrattar Evert Saffo, ansvarig fér projek-
tet frédn Hyresgdstforeningens sida.

| samband med sopsorteringen forklarade man ocksé
hur ett kretslopp fungerar, vad pollinering &r, och var-
for man frén bostadsbolagets och kommunens héll
vdljer att behdlla gréset oklippt pd vissa platser. Man
planterade ocksé ett dppeltrdd bland l&ddorna och
fick forklara att det kan droja flera &r tills det borjar
vaxa dpplen pd tradet.

Vid planteringsl@dorna var aktiviteten febril och (&-
dorna blev strax fulla av fron. Alla ville plantera sina
favoritgronsaker och vissa hoppades att f& dta dem
till middag redan dagen efter.

- Det var inte mé&nga mordtter som fick sitta kvar i jor-
den s& lGnge att de blev stora, sdger Evert Saffo med
ett leende. Nyfikenheten och otéligheten tog dver och
barnen ville se hur det véxte. Men vi har inte haft ndgra
problem alls med skadegdrelse, alla var sé& stolta Sver
vad de hade planterat, och skérdade det med gladje i
slutet av sésongen.
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Fortroendevalda skdtte vattningen av planteringarna
pé& Humlan och en forskola férseddes med vatten-
kannor och fick uppdraget att vattna pé& Kronogér-
den. Tanken ar att projekten kommer att fortsatta
framover, och om ndgra &r kanske det till och med blir
ndrodlad dppelpai till fikat...

Representanter frén Eidar och Hyresgdstféreningen
framfér den mobila sopsorteringsvéiggen. Evert Saffo nere

i mitten i rod vast.
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Miljoa

Styrning och struktur

Hyresgdstféreningens miljdarbete utgdr ifréin miljo-
policy och handlingsplan samt det bostadspolitiska
programmet "Klimat och boende”. Andra styrande do-
kument ar Framtidsprogrammet (2016), Inkdpspolicy,
Placeringsregler, Policy for medlemsférmdéner, Regler
for resor samt Etiska regler.

Pd& riksférbundet finns en anstalld miljo- och energi-
expert och en miljostrateg. Miljostrategen ar ansvarig
for att driva miljéarbetet och adjungeras vid behov
till den nationella ledningsgruppen. Storre beslut och
styrande dokument fastslds i forbundsstyrelsen. Dess-
utom arbetar varje region med handlingsplanen p&
ledningsnivé& och varje region representeras av en mil-
josamordnare pd region- eller regionsamarbetsniva.
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rbete

Sedan 2021 rapporterar miljdstrategen tertialvis in
siffror for hela organisationens utslépp i scope 1 och
2 samt for bil- och flygresor. Dessa utsldpp summeras
och klimatkompenseras heldrsvis (l&s mer pé s 42).

Hyresgdstforeningens mest betydande miljdaspek-
ter beskrivs i styckena nedan. Bedémningen ar gjord
baserad pd& faktorerna miljdpdaverkan, omfattning och
radighet.

Miljéstrategen Emmy Lennevald-Calli presenterar
Hyresgdstfoéreningens miljoarbete for fastighetsbolag.
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Utslapp

Enligt GHG-protokollet (den mest anvdnda interna-
tionella redovisningsstandarden) redovisas utsldpp i
tre olika omré&den (scope). Sedan 2021 har Hyresgdst-
foreningen borjat kartlégga sina utslépp i scope 1 och
2 samt resor med bil, flyg och t&dg, med mdalom att i
framtiden inkludera fler utsl@ppskallor i scope 3.

Utslapp (ton CO2e) 2020-2022

Utslappskalla
Scope 1 Totalt
Scope 2 Totalt
Fjarrvarme/-kyla
Elektricitet
Scope 3 Totalt resor

Bilkdrning (ej hyrbil)
Flyg- och tagresor

Summa direkta utslépp samt bil, flyg- och tégresor

Verksamhetsberdttelse — 2022

2019 2020 2021 2022

0 0 0 0

N/A 138 158,3 177,65
N/A 1271 147,5 165,42
N/A 10,9 10,8 12,23
456,3 152,6 118,61 295,89
346,5 133,4 103.3 248,04
109,7 19,2 15,31 47,85
N/A 290,6 276,91 473,54

Hyresgdstféreningen samlar in information frén sina leverantérer for att kunna kvantifiera sina utsldpp, och fér att kunna jamféra utslépp av olika gaser réknas dessa
om till enheten koldioxidekvivalenter (CO2e). El- och varmeforbrukning i egna lokaler redovisas i Scope 2, all denna el &r férnybar och ursprungsmdrkt. D& ndstan alla
mil kdrs i egna fordon och tjdnstebil inte erbjuds, har utsldppen frén dessa tagits med i redovisningen. Berdikningen av Hyresgdstforeningens klimatpdverkan i CO2e har

nyligen pdbdrjats, och utvecklas sténdigt med bdattre nyckeltal.

—

Lokaler och inkop

Hyresgdstféreningen forfogar i dagslaget dver 33
kontorslokaler, varav fyra som vi dger. Vi dger &ven en
fastighet p& Sankt Eriksgatan i Stockholm samt kon-
ferens- och lagergdrden Solgdrden i Vanersnds och
sex stugor i Sdlen. Runt om i Sverige finns ocksd fler &n
tusen kvarterslokaler ddr vi bedriver verksamhet.

Hyresgdstforeningen stdller miljokrav pé alla varor,
tjanster och entreprenader vi handlar upp. Vi vdljer i
forsta hand leverantdérer som bedriver ett aktivt mil-
joarbete och leverantérer ska ha en tydlig miljépolicy,
som efterfréigas av oss vid upphandling. Vi ska i in-
kdpsarbetet prioritera miljévénliga produkter vid alla
valsituationer och om majligt ska varorna dven vara
rattvisemarkta. Vart mal ar att bidra till att stimulera
en miljévanlig varuproduktion.
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Tre fragor till Marcus Sundberg
Cederth, statistiker p& enheten
medlem/marknad.

1. Ni har gétt igenom det postala flédet for att minska
antalet utskick, varfor?

Vi gor valdigt ménga fysiska utskick i nuldget, och det
innebdr att b&de miljé och ekonomi belastas mer an
nddvandigt. Darfér har vi féreslagit en mangd and-
ringar for att kraftigt reducera antalet postala utskick,
som just nu implementeras. Ett exempel ar att vi nu-
mera endast erbjuder digitala medlemskort och helt

har upphért med kort i plast.

2. Hur mdanga utskick forvinner?
P& sikt tror vi att vi kommer géra ungefdr hdlften sé&
mdanga postala utskick som nu.

3. Varfor skickar vi fortfarande fysiska brev?

Vissa brev mdste skickas via post, exempelvis for att
informera medlemmar om gallande villkor inom ra-
men for vissa formdéner. Vi skickar ocksé alltid fysiska
valkomstbrev for att vara séker pd att nya medlem-
mar tidigt f&r information om det stdd, den service
och de &vriga erbjudanden som ingér i medlemska-
pet. Det dr ocksd viktigt att medlemmen nés av ange-
l&gna besked, men mangden utskick kan minskas.

M



Verksamhetsberdttelse — 2022

Vdra resor

Resor utgdr den storsta delen av Hyresgdstféreningens
direkta utslépp. Darfér finns tydliga och ambitidsa
mMal for hur vi ska minska dessa. Precis som s&d mdanga
andra har Hyresgéstféreningen snabbt varit tvungen
att anpassa sig till digitala méten for att hdlla i géing
verksamheten under pandemin, och genom en rad
Atgdrder fortsAtter vi arbeta for att framja digitala
moten.

Vid de tillfallen vi dndé behdver resa valjer vi
transportmedel med sé liten miljdpdverkan som
majligt, och tégresor i forsta hand for l&ngvaga resor.

Antal kérda mil

& 2019 2020 2021
= = 246 109 95 701 84 889
Antal flygresor (enkel vag)
2019 2020 2021
1701 307 210
= Antal tdgresor (enkel vég)
[]3 2019 2020 2021
O o 6762 1571 1349

El och energi

Energiférbrukning har hamnat pé allas
prioriteringslista under 2022 med anledning av de
hdéga elpriserna, och Hyresgdstforeningen utgdr inget
undantag. Kontor och lokaler har arbetat pé olika
satt med att forsdka sdnka energiférbrukningen,
genom t ex snkta temperaturer och rorelsestyrd
belysning. Trots detta &r energiférbrukningen hégre
an tidigare &r. Detta beror till stor del pé& atergéng
till kontoren efter pandemin, samt stérre inkdp av
fiarrkyla, vilket i sin tur beror p& nya verksamheter

i de dgda fastigheterna.
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For 2022 var malet max 196 049 kérda mil, vilket
n&ddes med r&ge dd siffran landade pé& 154 914 mil.

Region Aros-Gévle har ett pdgdende utbyte med
serbiska Hyresgastforeningen for att hjalpa till att
stétta landets hyresgdster och detta kraver visserligen
en del flygresor men stdrker ocks& den internationella
solidariteten och sociala héllbarheten.

2022 Maél 2022 Mal 2030
154 914 Max 196 049  Max 103 992
2022 Mal 2022 Mal 2030
635 Max 700 Max 500
2022

1963

Under 2023 kommer det fortsdtta satsas p&
energibesparingar, bland annat genom installation
av varmepumpar (i stallet for direktverkande el) i
vara Sdlen-stugor och nyligen uppsatta solpaneler
pd& var kursgdrd Solgdrden (se artikel pé sidan 45).
Alla elavtal &r markt med "Bra miljéval” eller annan
jamforbar miljémarkning.




Fotograf: Gilda Romero

Klimatkompensation

Klimatkompensation ska utféras ddr vi inte kan
undvika miljopdverkan och ske pd ett dokumenterat
effektivt satt. Som grund fér klimatkompensation
mdste ambitionen alltid vara att i férsta hand sénka
utsldppen s& mycket som mojligt. | detta forsta

steg kompenserar vi for alla utsldpp i scope 1 och

2, samt flyg- och bilresor for 2022. Som leverantdr
for kompensationen har vi valt Atmoz consulting,
(tidigare Tricorona Climate Partner) ett etablerat
foretag som vérdesdtter transparens i alla steg av
processen.

For att sprida eventuella risker har vi valt att dela
upp kompensationen mellan tvé projekt, bdgge ar
certifierade med Gold Standard vilket bland annat
innebdr att de stddjer minst tre av de globala maélen.
Bhadla Solar ér ett storskaligt solenergiprojekt i
Indien som installerar och forvaltar solpaneler i ett
av Indiens mest férorenade distrikt. Vichada Climate
Reforestation Project i 6stra Colombia syftar till att
skydda och stérka omrédets naturliga ekosystem
och &terplantera skog pé& savannen for héllbar
timmerproduktion. 80 miljoner trad har planterats,
vilket skapar maojligheter till hallbar ekonomisk tillvéxt
i regionen.

For 2022 blev siffran for utsldpp som ska
kompenseras 473,54 ton koldioxidekvivalenter, vilket
gav en total kostnad pd& 66 769 kronor.

Hyresgdstforeningen och Fridays for Future demonstrerar
tillsammans utanfor Riksdagshuset i Stockholm.

Lisbeth Pipping, andre vice ordférande i
Hyresgdstforeningen region Véstra Sverige,
talar p& demonstration for klimatrdttvisa.
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Vdra samarbeten

Ett av véra mdal under 2022 har varit att ingd
samarbeten inom miljé- och klimatfrégor med andra
organisationer och aktorer for att tillsammans géra
storre skillnad i frédgan.

Hyresgdstféreningen ar fortsatt projektpartner

i Sveriges Allmdannyttas klimatinitiativ. Med
Klimatinitiativet ska allmannyttan kraftigt minska
utsldppen av vaxthusgaser samt vara fossilfri senast
&r 2030. Hyresgdstféreningen deltar i fokusomrdadet
"Klimatsmart boende” som syftar till att hyresgdster,
gdrna i samarbete med allmannyttans personal,
utvecklar boendet pé ett sétt som gor det enklare att
leva ekologiskt héllbart.

Precis som Sveriges bostadskris &r klimatkrisen en
ojamlikhets- och rattvisekris. De ldnder, féretag och
individer med mest resurser har orsakat de storsta
utsldppen, samtidigt som de med minst resurser
drabbas hardast av konsekvenserna. Darfér har

vi p& olika sétt och med olika aktdrer jobbat for
klimatrattvisa.

Fredagen den 20 januari strejkade vi tillsammans
med Fridays for Future och People for Future i
Stockholm, Géteborg, Bords, Linkdping och Sundsvall
under parollen klimatrdttvisa = hyresrdttvisa, och vi
planerar att fortsatta samarbeta framaver. Vi har
ocksé gdtt med i forskningsprogrammet Fairtrans och
natverket Allians for rattvis klimatomstdallning

Fotograf: Johan Ohman
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https://atmozconsulting.se/
https://www.goldstandard.org
https://fairtrans.nu/
https://www.ark-sverige.org/
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Vasentliga risker och hur dessa hanteras

En generell risk ar att miljdarbetet nedprioriteras eller
blir beroende av enstaka individers engagemang,

d& manga delar i arbetet ar relativt nya for
organisationen. | handlingsplanen finns darfér en
strategi for att skapa ett fungerande ramverk och

ett miljdledningssystem som dr sé& pass utarbetat
och dokumenterat att det inte ar personberoende.
Handlingsplanen &r i sin tur noga férankrad hos béde
anstallda och fértroendevalda.

Gdllande resor ar det pé vissa orter svart att valja tég
eller kollektivtrafik, och dar anvénder medarbetare
egen bil mot milersattning i hdgre utstrdckning.

En risk ar att ett allt for fordelaktigt system med
milersdttning kan komma att underminera policyn
om att i forsta hand valja tég eller kollektivtrafik.

a4 Transaktion 09222115557492036319

For att hantera denna risk valjer Hyresgdstforeningen
att fortsatta sitt arbete med att informera om
fordelarna med tég och kollektivtrafik ur ett
hallbarhetsperspektiv, samt att satta upp konkreta
mdal for bil- och flygresor. For att f& ned antalet
kortare bilresor har ménga kontor valt att képa in
cyklar eller elcyklar.

Det finns dven en viss risk med att vart underlag
for resestatistik helt kommer fréin extern part,
ndmligen att granskningen av utfallet blir partisk.
Hyresgdstféreningen beddmer dock inte denna risk
s& stor att vi mdste ta fram egen statistik om vért
resande.




Solgardens
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soliga satsning

Till Solgarden utanfér Vanersborg kommer ungdomar och
andra medlemmar om somrarna fér att njuta av semester och
soliga dagar. Men solen dr inte bara skén att vistas i, den star
numera ocksd fér en tredjedel av kursgdrdens energibehov.

Allting borjade med den nationella miljépolicyn som
antogs 2019. Hyresgdstféreningens regionchef i
Bohus Alvsborgs-Skaraborg, Peter Laang, satte sig
med sina medarbetare. Tillsammans funderade

pd& hur de kunde uppnd de hdgt stallda maélen och
vilka som var regionens storsta utslappskallor. Den
storsta posten var resor, men en annan stor post
var energiforbrukning, och ndrmast till hands lag
att granska de egna fastigheterna. Och regionens
kursgdrd Solgdarden drog dverlégset mest, ca 60 000
kWh/ar.

Man tog in offerter pé& solpaneler och réknade

pd& lbnsamheten. Och alla slutsatser pekade &t
samma hdall: det skulle b&de bli en ekonomisk och
miljomadssigt lbnsam affdr att l&ta Solgdrden till fullo
leva upp till sitt namn.

- Nar vi raknade pd det var elpriserna fortfarande
hyfsat normala, och dé var éterbetalningstiden 7,5
ar, sdger Peter Laang. Men nu ndér priserna har rusat
ligger den tiden pé& runt tre &r, s& det visade sig vara
en dnnu bdttre investering an vi trott.

| mitten av oktober 2022 kom panelerna
upp, och ménga glada tillrop har inkommit
sedan dess, bdde fran besdkare och
medlemmar. Elen frén solpanelerna técker
ungefdr en tredjedel av energibehovet,
resten kommer frén det upphandlade
elavtalet med "Bra miljéval’-mdarkning.

Solgdrdens nya solpaneler ska férse
kursgérden med en tredjedel av energibehovet.
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Peter Laang

- Det &r viktigt for medlemmarna att vi anstranger
oss i miljofrédgan, och solpanelerna dr ju ett visuellt
tecken pd vara hdjda ambitioner inom miljomdassig
hallbarhet, sGger Peter Laang. Dessutom finns det ju
vettigare saker att géra for medlemspengar an att
betala dyra elr@kningar.

Aven om det &r ett av de mest synliga bevisen pé&
regionens miljdarbete under 2022 s& dar det l&ngt ifré&in
det enda som hdnder. P& regionkontoret i Vénersborg
finns l&ngt gdngna planer pd att installera solpaneler
hos fastighetségaren. Fyra valbesdkta laddstolpar
installerades ocks& under &ret. Regionen har lyckats
minska sina resor betydligt och 16-17 % av alla bilresor
sker antingen med elbilar eller hybridbilar, en siffra
som stadigt 6kar.

Och foér Peter ar det sjalvklarheter:

- Vi som organisation mdste vara med och driva
omstallningen. Nar det dessutom innebdr en
ekonomisk fortjénst, dé finns det faktiskt inga
ursakter till att inte stalla om.

Fotograf: Peter Laang
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var

personal

Hyresgdstféreningen har ett genomtéankt arbete kring
omrddet personal och arbetsmiljo. Kollektivavtal
finns tecknade med Handelsanstalldas riksforbund,
Akademikeralliansen — Saco och Journalistférbun-
det. Samverkan mellan Hyresgd&stforeningen och de
fackliga parterna styrs bland annat av det medbe-
stdmmandeavtal som tecknades 2008. Hyresg&stfor-
eningen arbetar systematiskt med att skapa en god
arbetsmiljé dar medarbetare utvecklas och kdnner
sig delaktiga. En god arbetsmiljo dar ett viktigt mal for
Hyresgdstféreningen och ett flertal policyer, riktlinjer
och rutiner ar framtagna inom omrddet och dessa
vilar p& vardegrunden.

Vardegrund och policyer

Vardegrund

Genom en pdgdende vardegrundsdiskussion strévar
Hyresgdstforeningen efter att alla medarbetare delar
organisationens grundldggande varderingar och
demokratiska, humanistiska grundsyn. Darfér ar det
extra viktigt att detta lyfts i samband med rekrytering
och introduktion sé& att organisationens karnvarden,
nytta, glod och férnyelse genomsyrar hela verksam-
heten.

Personalidé och arbetsmiljéidé
Hyresgdstforeningen har en personalidé som beskri-
ver arbetsgivarens vilja och strdvan med personalar-
betet och som ska ge samma mojligheter att utveck-
las och vara med och péverka.
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Hyresgdstféreningen har éven formulerat en arbets-
miljéidé och enligt denna ska Hyresgdstforeningen

ge forutsattningar for ett positivt arbetsklimat dar ar-
betsmiljon praglas av engagerade medarbetare och
ddr risken for skador och sjukdomar ar eliminerade sé
l&ngt det ar mojligt.

Pdverka
Nya
Utvecklas arbets-
uppgifter
Personalidén
Menings- Vaxa
fullhet
M{)te .med Larande
manniskor
Oppenhet
Engagerad
Utveckling mge d%erbe-e
tare
Arbets- Hélso-
Inflytande miljoidén frdmjande
Demokratisk Omsesidigt
mdnniskosyn respekt

Delaktighet




Granskningsforfarande

Vara policyer Personalidé och Arbetsmiljdidé granskas
[Bpande genom samverkansarbetet med de fackliga
parterna och skyddsombud. Medarbetarundersdk-
ningar genomfadrs regelbundet och handlingsplaner
gors i arbetsgrupperna. ,&tgdrderna foljs upp av enhe-
ter och ledningsgrupp. Sjukfrénvarostatistik redovisas
arsvis for ledningsgrupp och styrelse med diskussion
kring forbdattringsatgdrder.

Resultat av policyer

Forebyggande hdlsoarbete

Hyresgdstféreningen vill arbeta halsofrdmjande for
att forebygga ohdlsa och erbjuder darfor alla sina
medarbetare friskvdrdsbidrag. Dessutom erbjuds
olika typer av halsokartlaggningar, ssom Hdalsopro-
filen, halsokontroller och liknande aktiviteter for att
den enskilde medarbetaren ska f& information om
sitt halsotillstdnd och sjdlv kunna pdverka sina lev-
nadsvanor. Hyresgdstforeningen samarbetar med
foretagshdalsovérden kring detta och andra frégor
som rdr hdlsa, exempelvis rehabilitering.

Sjuk- och frisklinjen ger dven medarbetarna en maoj-
lighet att i samband med sjukanmdlan prata med
en erfaren sjukskoterska som ger stdd och réd utifréin
medarbetarens tillst&dnd och som ddrmed kan bidra
till en sGkrare &tergdng i arbete. For att rusta che-
ferna sé& bra som majligt i det proaktiva arbetsmiljo-
arbetet har Hyresgdstféreningen lanserat en digital
arbetsmiljéutbildning fér chefer. Som komplement
till utbildningen finns ett workshopmaterial som kan
anvéndas som diskussionsunderlag vid arbetet med
resultatet av medarbetarundersdkningen.

Aven skyddsombud kan ta del av utbildningen for att
sdkerstdlla att chefer och skyddsombud har samma
kunskaper inom omrédet. | bérjan av 2023 kommer
en digital arbetsmiljéutbildning for medarbetare att
lanseras for att alla i organisationen ska ha samma
grund att st& pd i arbetsmiljoarbetet. | och med att
utbildningen ar digital kommer den att anvindas i
samband med introduktion av nyanstallda. Under
2022 har vi ocksd infort en distansarbetspolicy som
ger medarbetare mojlighet att arbeta pd distans tvé
till tre dagar i veckan. Ambitionen &r att maéjliggora
ett hallbart arbetsliv for alla anstallda.
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Sjukfranvaro
En kontinuerlig uppfdéljining av sjukfr&nvaron gors i
Hyresgdstféreningen.

Fré&n 2017 och fram till 2019 har den totala sjukfrénva-
ron stigit n&got varje &r med kulmen 2019 for att dér-
efter minska under 2020 och 2021. Under 2022 steg
den &terigen, se tabell, vilket kan vara en effekt av att
kontoren 6ppnade igen efter pandemin.

Sjukfranvaro férdelad per ar mellan 2017 och 2022:

2017 2018 2019 2020 2021 2022
544% 6,04% 621% 525% 4,46% 593%

Den totala sjukfr@nvaron har varierat dver &ret med
en 6kning under andra halvéret.
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Kvinnors sjukfr&nvaro har ékat stadigt under andra
halvdret medan mdns sjukfrénvaro successivt har
sjunkit sedan oktober.
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Korttids- respektive l&ngtidssjukfrénvaro

Ar Kort Lang Total
2019 2.26% 3,95% 6.21%
2020 1.97% 3,28% 5,25%
2021 1,48% 2,99% 4,46%
2022 2,23% 3,70% 5,96%

Ba&de l&ngtids- och korttidssjukfréinvaron har sjunkit
under 2020 och 2021, for att under 2022 n& ungefar
samma nivéd som under 2019. Hyresgéstféreningen
har ett ndra samarbete med Féretagshdlsovarden
ndr det gdller rehabilitering vid lAngtidssjukfrédnvaro
for att stotta medarbetarens &tergéng i arbete.
Medarbetare som varit korttidsfrénvarande fyra
gd&nger under en sexmdanadersperiod, eller sex génger
under en tolvmdanadersperiod foljs upp.

Personalomsdttning

Personalomséttningen dkade mellan 2021 och

2022 fréin 10,93% till 14,61 % med vissa regionala
skillnader. Kvinnor hade en lagre personalomsdttning
2021 an man, 9,57% jamfort med 12,65%. Under

2022 ar det omvant mannen som har en lagre
personalomsattning an kvinnorna, 13,78% jamfort
med 15,23%.

2019
15,10%

2020
17,95%

2021
10,93%

2022
14,61%

Siffran fér 2020 ar ndgot missvisande, d&
medarbetare flyttade mellan regioner i samband
med en omorganisation.

Medarbetarundersokning

For Hyresgdstféreningen dr det viktigt att fdnga upp
medarbetarnas synpunkter och darfér genomfors
regelbundna medarbetarundersékningar. Under 2022
genomfdrdes dock ingen medarbetarundersdkning
utan fokus lades pé& att arbeta med de atgdrder

som identifierats i matningarna 2021 betraffande
arbetsmiljé, ledarskap och krankande sarbehandling.
En stor medarbetarundersékning ar planerad

att genomforas i februari 2023 med tvé mindre
uppfoljande undersdkningar under samma ér.

Transaktion 09222115557492036319
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Resultatet av medarbetarundersdkningen bearbetas
och mynnar ut i en rad &tgdrder for att forbdttra
arbetsmiljo och arbetsférhdllanden. Detta arbete
gors av chefer och medarbetare tillsammans, med
stéd av HR vid behov.

Medarbetarsamtal

Arligen genomférs dven medarbetarsamtal med
samtliga medarbetare. Utdver detta samtal
genomfors kompassamtal var fidrde till var sjatte
vecka for att folja upp malen i medarbetarsamtalen
och for att ytterligare f&nga upp hur den enskilde
individen upplever sin arbetssituation. Under

2022 uppdaterades och forenklades mallen for
medarbetarsamtalet och syftet med samtalet
fortydligades. Hyresgdstféreningen samverkar
med skyddsombud och fackliga representanter
och drar tillsammans med dem upp riktlinjer kring
arbetsmiljdarbetet.

Inom Hyresgdstféreningen har tagit fram ett SAM-
Arshjul (Systematiskt Arbetsmiljo-arshjul) med

syfte att efterleva aktuella lagar och foreskrifter
inom omrédet och bibehdélla en god arbetsmiljé.
Arshjulet for arbetsmiljdarbetet &r en beskrivning

av vilka aktiviteter som ska goras utifrdn ett
arbetsmiljoperspektiv. SAM-arshjulet sdkerstaller att
alla regioner arbetar enhetligt med arbetsmiljéfrégor.
HR har dven tagit fram ett chefshjul som chefer kan
anvanda som ett stod i sitt ledarskap for att planera
och genomfdra de aktiviteter som forvantas under
arbetsdret.

Demografi, mangfald och inkludering

Att 6ka mdangfalden bland bdde anstdallda, fortro-
endevalda och medlemmar har identifierats som ett
viktigt omrdde for att organisationen skall kunna leva
upp till ambitionen att betyda mer for fler. Ett exem-
pel pd& detta ar att Hyresgdstféreningen arbetar med
att sdkerstalla kompetensbaserad rekrytering. Hyres-
gdstféreningen arbetar dven med aktiva &tgdrder for
att motverka diskriminering och verka for lika rattig-
heter och méjligheter oavsett kdn, kdnsdverskridande
identitet eller uttryck, etnisk tillhorighet, religion eller
annan trosuppfattning, funktionsvariation, sexuell
l&ggning eller alder. Under aret har vi exempelvis upp-
daterat var antidiskrimineringspolicy.




Jamstdalldhet

Hyresgdstforeningens mdalséttning &r att arbets-
platser, arbetsmetoder, arbetsorganisation och
arbetsférhéllanden ordnas sé att de l[@mpar sig for
alla kén. Alla medarbetares villkor, rattigheter och
utvecklingsmojligheter ska vara lika inom hela orga-
nisationen. Genom en jamn kdnsférdelning skapar vi
ett mer kreativt och stimulerande arbetsklimat. Mél-
sattningen &r ocksé att ha en jamn kdnsfordelning
pd& ledande befattningar. Kvinnor utgoér 57,5 % av alla
anstdllda och kvinnor innehar 55 % av alla chefspo-
sitioner. Ledningsgruppen bestér av totalt tolv per-
soner, varav fem ar kvinnor, ca 42%. Hyresgdstforen-
ingens malsdattning &r att ha en rattvis [Gnesattning
och darfér genomfors lOnekartldggningar varje ar i
samverkan med de fackliga organisationerna for att
identifiera eventuella osakliga lbneskillnader.

-

Tre snabba fragor -
En rost inifran

Tim Ackevald, strateg i Hyresgdstféreningen har
svarat pd tre snabba frdgor om sitt arbete inom
Hyresgdstféreningen:

1. Hur lange har du arbetat inom foreningen och vilka
roller har du haft?

Jag har arbetat sedan 2011 och bérjade dé& som
medlemsrekryterare och blev sedan coach for

denna grupp. Jag var med och initierade projektet
"Inskrivning vid dorr” som vi fortfarande arbetar med.
Jag har ocksd varit enhetschef for medlemsutveckling
i region Stockholm och numera arbetar jag som
medlemsstrateg pd Riksforbundet ddr jag utreder och
gor analyser inom medlemsutveckling och arbetar
med implementeringen av hela medlemsresan.

2. Hur upplever du Hyresgdstforeningen som
arbetsgivare?

Jag trivs mycket bra och ser Hyresgdstféreningen som
en framd&tlutande arbetsgivare som ger den som vill
chanser att utvecklas. Sjalv har jag alltid trivts med
att laborera och géra ménga olika saker och jag har
fatt mojlighet att utveckla min drivkraft och att géra
karriar inom mitt omréde, som dr medlemsutveckling.

3. Kan du ge en sammanfattning om
Hyresgdstféreningen som organisation?

Jag ser Hyresgdastforeningen som en samhallsnyttig
organisation som driver hyresgdsternas frégor och
mMojliggdr deras engagemang.
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Aldersfordelning

Inom Hyresgdstféreningen ar snittéldern 47 &r hos
personalen. Medarbetare mellan 50 och 59 &r utgdr
den stdrsta andelen anstallda, ca 28,5%.

Aldersférdelning under 2022
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Kréinkande sdarbehandling, trakasserier

och sexuella trakasserier

Det finns en handlingsplan for arbetet mot krankan-
de sdrbehandling, trakasserier och sexuella tra-
kasserier och denna anvdnds dven vid introduktion
av nyanstéllda. Handlingsplanen har uppdaterats
tillsammans med fackliga representanter under
2021/2022 och finns tillgdnglig pé& Hyresgdstféren-
ingens intrandt. Aven en incidentrapport har tagits
fram tillsammans med fackliga representanter for att
underldtta anmdalan av eventuella trakasserier.

Vasentliga risker och hur dessa hanteras

| Hyresgdastféreningen prioriteras att arbeta med
Aatgdrder utifréin resultatet i medarbetarundersdk-
ningen, men det finns en risk att &tgdrderna inte

foljs upp. Genom att anvénda ett IT-verktyg som gor
det lGttare att bade goéra handlingsplaner och folja
upp atgdrderna har vi goda majligheter att hantera
denna risk. Hyresgdstféreningen diskuterar vikten av
tatare uppfoljning, dven detta skulle gora det lattare
att folja upp atgdrderna. | chefshjulet finns Gven en
pdminnelse om att diskutera arbetsmiljé regelbundet
p& grupp- och enhetsmdoten och alla medarbetare
uppmuntras att genomfora de digitala arbetsmiljout-
bildningarna minst en géing per ér.
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Respekt for
manskliga
rattigheter och

motverlgan av
korruption

Bakgrund

Hyresgdstforeningens verksamhet finansieras framst
av medlemsintdkter. Hur vi anvinder medlemmarnas
pengar dr centralt bade ur ett h&llbarhetsperspek-
tiv och anseendeperspektiv. Vi ska darfér minimera
risken att vart kapital gynnar korrupta regimer och
foretag eller foretag som inte respekterar maénskli-
ga rattigheter. Vért anseende ska inte forsdmras pé
grund av véra investeringar eller hur vi anvénder vara
verksamhetsintdkter. De flesta av véra leverantdrer
har sin verksamhet i Sverige medan véra placeringar
gors dver hela varlden, dar brott mot ménskliga rat-
tigheter och korruption utgdr en storre risk.

Hyresgdstforeningens péverkan inom omrédena
respekt for manskliga réttigheter och motverkande
av korruption handlar dérfor frdmst om kapitalpla-
ceringar. Hur vi placerar vért kapital péverkar direkt
genom att de som dr korrupta eller inte respekterar
manskliga rattigheter blir utan pengar.

Transaktion 09222115557492036319
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Policy

Arbetet med Hyresgdstféreningens kapitalplaceringar
styrs av "Kapitalplaceringsregler for Hyresgdstféren-
ingen”. Dessa reglerar dels syfte, mal och férvaltnings-
principer for placeringarna, former for rapportering
och etiska regler. Reglerna dr mer inriktade pd& att
exkludera "déliga” verksamheter an p& att hitta de
bolag som dar bdast pd héllbarhet. Dock ar reglerna

en standig pdminnelse att vi ska férsoka 6ka inslagen
av "godd” investeringar. Ett exempel p& exkluderande
kriterium ar att undvika investeringar i bostadsbolag.
Anledningen &r inte att det ar ddlig verksamhet utan
att bostadsbolag ofta ar motpart till Hyresgastféren-
ingen vid férhandlingar och dven om det dr [&Gnsamt
som investeringsalternativ vill Hyresgastféreningen
inte hoppas pd "hdéga hyror/vinster”.




Utgd&ngspunkten i placeringsverksamheten ér l&ngsik-
tighet snarare an kortsiktighet och med dkande inslag
av positiva urvalskriterier d& det gdller miljo och etik.
Placeringar fér ej ske i bolag som:

e tillverkar eller saljer alkohol, tobak eller vapen
e sysslar med spelverksamhet

e forknippas med korruption, pornografi, prosti-
tution, vald, barnarbete, oacceptabla arbets-
forhallanden eller bristande miljohdnsyn.

e har till huvudsaklig uppgift att dga och
forvalta bostader.

Genom att de flesta placeringar sker i valkanda och
valrenommerade féretag beaktas etiken i place-
ringarna. Om placering av misstag skett i bolag vars
verksamhet visar sig vara oetisk, ska engagemanget
snarast upphodra. Reglerna ska pragla dven placering-
ar i indirekta produkter som fonder.

Granskningsforfarande

Vid granskning av véra innehav vad gdller Manskliga
rattigheter och Korruption, bé&de direktinvesteringar
och underliggande innehav i en fond kontrollerar vi
arligen innehaven mot Folksams lista: "Féretag vi inte
placerari”. | samband med investering sdker Hyres-
gastforeningen aktivt efter etiska alternativ.

Arligen godrs en genomgdng av alla innehav och
jamfors mot Folksams "svarta lista” (Foretag vi inte
placerar i). Folksam var en av de forsta stora svens-
ka forvaltarna som boérjade arbeta med héllbarhet.
Vidare ar det viktigt att fondbolaget kan visa p&

sitt héllbarhetsarbete. Ett dnskvart kriterium &r att
fondbolaget har undertecknat UNPRI, dvs FN:s regler
for etiska placeringar. Ett bra sétt att placera pd en
marknad om aktiva etiska fonder saknas ar att valja
en indexfond, garna etisk. Med indexfonder sprider vi
riskerna till en l&g kostnad.

Vid Hyresgdstféreningens riksférbund finns funk-
tionen placeringsansvarig med uppdraget att folja
rapporteringen i media och lyssna in synpunkter frén
exempelvis medlemmar men ocksé valda foértroende-
valda och anstallda. Vid minsta tvekan lyfts frédgan till
placeringsrédet/férbundsordférande. Var huvudbank,
Swedbank ar som férsta svenska bank miljocertifie-
rade sedan 2003 och arbetar aktivt med hallbarhets-
fr&gor och har som mdl att vara bdast p& héllbara
investeringar.
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Resultat av policy

Hyresgdstforeningens har under dret avslutat arbetet
med att gé& over till extern kapitalférvaltning. Swed-
bank Robur och Ohman har valts att férvalta med-
lemmarnas pengar mycket pé& grund av deras tydliga
hallbarhetsarbete, bdde vad gdller att inte investera i
icke héllbara bolag och investera i bolag som ér hall-
bara samt péverka bolag att bli mer hallbara.

Vid en genomgdng av dver 3 000 underliggande inne-
hav har vi sett att det finns tvé underliggande inne-
hav (2021 var det fyra innehav), motsvarande mindre
an en tusendel (promille) av Hyresgdstféreningens
kapital, som finns med p& Folksams "svarta lista”.
Forvaltande fondbolag har uppmarksammats pé de
aktuella innehaven.

Vasentliga risker och hur vi hanterar dem

P& kapitalmarknaden &r vi relativt smé och har sé&
klart liten mojlighet att péverka, vilket ér en risk. Dock
gor vi det som ar praktiskt och ekonomiskt maijligt
utifrdn vara resurser. Vi anvdnder oss av externa kallor
som har stora resurser och far forlita oss p& deras
kompetens. P& grund av detta valdes Swedbank Ro-
bur och Ohman som bed®dms vara bdst pé hallbara
investeringar att féorvalta medlemmarnas pengar. En
uppmadrksammad risk ar investeringar i indexfonder.
Dessa tdcker in en hel delmarknad och dé okar risken
att Gven odnskade bolag ingdr i fonden.

Centrala resultatindikatorer
Hyresgdstforeningen har inga direktinvesteringar som
finns med pd& Folksams svarta lista. Tvé underliggan-
de innehav i tvé olika fonder finns dock med listan..
2021 innefattade det fyra innehav i fyra olika fonder.
Tillsammans motsvarar investeringen i dessa tvé un-
derliggande innehav mindre &n en tusendel (promille)
av Hyresgdstforeningen totala kapitalplaceringar.
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Revisorns yttrande avseende den lagstadgade hallbarhetsrapporten
Till féreningsstamman i Hyresgastféreningen, org.nr 802001-5106

Uppdrag och ansvarsférdelning

Det &r styrelsen som har ansvaret for hallbarhetsrapporten for ar 2022 pa sidorna 28-51 och for att den ar upprattad i enlighet med
arsredovisningslagen.

Granskningens inriktning och omfattning

Var granskning har skett enligt FARs rekommendation RevR 12 Revisorns yttrande om den lagstadgade héllbarhetsrapporten. Detta innebdr att
var granskning av hallbarhetsrapporten har en annan inriktning och en vasentligt mindre omfattning jamfért med den inriktning och omfattning
som en revision enligt International Standards on Auditing och god revisionssed i Sverige har. Vi anser att denna granskning ger oss tillracklig
grund for vart uttalande.

Uttalande

En hallbarhetsrapport har uppréttats.

Stockholm den dag som framgar av var elektroniska underskrift

Ernst & Young AB

Linn Haslum Lindgren

Auktoriserad revisor

Tarmo Makslahti Per-Inge Ahlback

Fortroendevald revisor Fortroendevald revisor
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var ars-
redovishing

Ndr en medlem betalar sin medlemsavgift blir hushdl-
let en av de drygt 530 000 medlemmarna i Hyresgast-
féreningen. Som medlem har man rétt att varje ar fa en
ekonomisk rapport éver hur medlemsavgiften hanteras
och till vad den anvénds — en &rsredovisning.

Arsredovisningen sammanfattar alla ekonomiska Resultatrakningen och kassaflédesanalysen berdattar
hdndelser som bokforts under daret, det vill sdga hur Hyresgdstféreningen anvant de pengar som tagits
alla utbetalningar, inbetalningar, Gner, fakturor, emot under dret.

inkdp, kvitton med mera. Foéljande delar ingdr i Balansrakningen visar om Hyresgdstforeningens
Arsredovisningen: ekonomi ar bra eller délig.

For att resultatrakningen och balansrakningen skall

e Forvaltningsberdttelse bli verskadlig samlas férklaringarna till beloppen i

e Resultatrdkning noterna.

¢ Balansrdkning Eget kapital rapporten férklarar hur

e Eget kapital rapport Hyresgdstforeningens egna kapital forandrats under
o Kassaflédesanalys dret.

e Noter | revisionsberd&ttelsen skriver revisorerna om de

e Revisionsberdattelse godkdnner &rsredovisningen eller inte.

| férvaltningsberdttelsen gér det att ldsa om vasentliga  For att lattare kunna se Hyresgdstforeningens
hdndelser under éret. ekonomiska utveckling under éret finns
jamforelsesiffror for Aret innan.
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Ekonomi
| samman-
fattning

Hyresgdstforeningens verksamhetsresultat 2022 visar Arets resultat i Hyresgdstforeningen blev 89,4

ett underskott pd -5,8 mkr jdmfort med ett underskott  mkr j@dmfort med resultatet 2021 som var 116 mkr.

pd& -44 mkr 2021. Koncernens (Hyresgdstféreningen och dotterbolagen)
drsresultat 2022 slutade med ett dverskott p& 97,8

Avkastningen pa de finansiella placeringarna i mkr jamfort med ett dverskott pé& 124 mkr 2021.

Hyresgdstféreningen blev 86,7 mkr 2022, j@mfoért med
195 mkr 2021.
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Hyresgdstféreningens
intakter 2022

Medlemsavgifter 60 %
Hyressattningsavgifter 26 %

Boinflytande- och fritidsmedel 6 %

Ovriga intékter 9 %

Hyresgdstféreningens

intakter och kostnader 2018-2022
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Hyresgdstféreningens
kostnader 2022

)

OGN N NORN BN N I N J

Lokaler: hyror, lokalkostnader mm 7 %

Férbrukning: kontorsmaterial,
trycksaker mm 2 %

Resor: biljetter, kost och logi mm 1%

Information: medlemsinformation,
kampanjer, annonser mm 9 %

Telefoni och porto 2 %

Konsulttjdnster och andra externa
tjinster 11 %

Verksamhetskostnader lokala
hyresgdstféreningar 3 %

Loner, arvoden och ersattningar 45 %
Arbetsgivaravgifter 15 %
Pensionskostnader inkl [6Gneskatt 4 %

Ovriga personalkostnader: Utbildning, halsovérd,
milersattning mm 2 %
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Uppfo

ljning

av ekono-

miska
2029

Hyresgdstforeningen har sedan 2006 tre ekonomiska
mdal. Nedan beskrivs mélen och méluppfyllelsen:

1. Eget kapital skall uppgd till minst en &rsavgift per
medlem med ett intervall uppdt (+15 procent). Inom
detta intervall har Hyresgastforeningen tillrécklig
ekonomisk styrka.

Maluppfyllelse 2022-12-31:

Malet for sparat eget kapital uppgdér per 2022-12-31
till 543,5 mkr och intervallet +15 % till 625,0 mkr. Eget
kapital (inklusive dndamdalsbestdmda medel) uppgér
2022-12-31till 868,3 mkr och &vertraffar mélet med
324,8 mkr och intervallet + 15 procent med 243,3 mkr.

Transaktion 0922211555749203631%
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mal

2. Verksamhetsresultatet ska dver en [Opande
tredrsperiod vara noll. De verksamhetsintdkter

som genereras under ett &r, i huvudsak av
medlemmarna, ska gé tillbaka till medlemmarna

i form av verksamhet samma ér. For att ge visst
handlingsutrymme infors ett nollresultatmal dver en
[Bpande tredrsperiod.

Maluppfyllelse 2020-2022:

Verksamhetsresultatet totalt for de tre &ren 2020-
2022 uppgdr till -110.8 mkr. Avvikelserna beror pé att
beslutade investeringar i verksamheten ar gjorda,
sdsom kommunikationsinsatser, utveckling av IT-
system som dar finansierat av upparbetat eget kapital
och satsningar enligt mélen 51/22.




3. Kapitalférvaltningen ska l&ngsiktigt avkasta tre
procentenheter mer dn bdsta bankrdnta. Detta for
att inflationsskydda sparat eget kapital och dka det
ekonomiska handlingsutrymmet.

Totala avkastningen i kapitalférvaltningen har per
Ar sedan avkastningsmdlet antogs av férbunds-
stdmman 2006 varit +6,7 %. Basta bankrdnta har
under samma period uppgdtt till i snitt +1,3% per &r.
Det innebdr att medelavkastningen varit +5,4 %
bdattre &n bdsta bankranta, det vill sdga +2,4 %
bdattre an mdlet "bdsta bankranta +3%

Mal 2 — Nollresultat dver
en tredrsperiod
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Mal 1 - Sparat eget kapital,
en arsavgift per medlem
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Mal 3 — Avkastning p& kapital-
placeringar, bdsta bankranta +3 %
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Forvaltningsberattelse

Styrelsen for Hyresgdstféreningen (802001-5106), med
sdte i Stockholm, avger hdrmed &rsredovisning for
rakenskapsdret 2022.

Hyresgdstféreningens vision ar ett tryggt boende dar
mdanniskor och samhdalle utvecklas. VAr verksamhets-
idé ar att Hyresgdstforeningen arbetar for att alla ska
ha ratt till en god bostad till en rimlig kostnad. Vi ska-
par ett battre boende for dagens och morgondagens
hyresgdster. Vi gor nytta for medlemmen. Vi f&dngar
upp och driver engagemang.

Hyresgdstforeningen ska vara den folkrorelse som ga-
ranterar alla bostadshyresgdster inflytande, gemen-
skap och trygghet i boendet.

Hyresgdstforeningen underlattar for medlemmarna
att arbeta for ett bra boende i de former de sjdlva vill.
Hyresgdstféreningen ska vara demokratiskt upp-
byggd och partipolitiskt obunden.

| enlighet med ARL 6 kap 11§ har Hyresgéstféreningen
valt att uppratta den lagstadgade héllbarhetsrap-
porten som en frén &rsredovisningen avskild rapport.
Hallbarhetsrapporten, vilken avser hela koncernen,
har éverldmnats till revisorn samtidigt som drsredovis-
ningen. Hallbarhetsrapporten dterfinns p&
www.hyresgastforeningen.se/om-oss/hallbarhet/ och i
verksamhetsberdattelsen.
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Arsredo-
vishing 2022

Hyresgastféreningen
(moderférening)

Vasentliga hdndelser under dret

Valengagemanget i siffror

Fértroendevalda och anstdllda genomfdrde
tillsammans &ver 70 000 valsamtal med hyresgdster
och véaljare, varvade &ver 37 000 nya medlemmar under
valrérelsen och samlade in drygt 28 000 namn till vért
upprop mot bo-ordttvisan. Vi genomforde ndstan 550
politikertraffar, lanserade agendasdttande rapporter,
skrev debattartiklar och bedrev ett aktivt pressarbete.
Var digitala kampanj skapade engagemang och stort
genomslag i sociala medier och resulterade i totalt 21
miljoner visningar av véra material.

Medlemsantal, fortroendevalda och organisationsgrad
Antalet medlemmar har ékat under &ret 2022.
Medlemsantalet har stigit frédn 510 261 medlemmar i
december 2021 till 532 840 medlemmar i december
2022, alltsé en dkning med dver 22 000 medlemmar.
Bakgrunden till denna positiva utveckling har varit

att vi fatt fler nya medlemmar genom att knacka

dorr, men framfor allt en starkt digital rekrytering.
Hyresgdastfoéreningens arbete med digital rekrytering
tog fart i samband med covid-pandemin dé vi passade
pd& att hitta nya satt att rekrytera dn dérrknackning, och
den positiva trenden har fortsatt. | kombination med
att allt féarre medlemmar ldmnar Hyresgdstféreningen
s& dkar medlemsantalet mer &n férvéntat. Aven
organisationsgraden har stigit fr&n 32 % i december
2021+till 33% i december 2022. Organisationsgraden

ar ett satt att mata antal medlemmar i férhéllande

till antal hyresgdster, pé sé sditt ser vi hur stor

andel av Sveriges hyresgdster som ar medlemmar

i Hyresgastféreningen. Externa faktorer som skulle
kunnat p&verka utfallet i en positiv eller negativ riktning,
som till exempel dkat bostadsbyggande, har vi inte

kunnat se under perioden.
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Personal

Under 2022 hade Hyresgdastforeningen i medeltal 779
(783) anstallda, varav 445 (438) kvinnor och 334 (345)
man.

Koncernen

Sedan 2002 ar Hyresgdastforeningen (802001-5106)
moderférening i Hyresgdstfoéreningskoncernen dar
det finns affdrsdrivande dotterbolag. Det finns flera
skal till att bedriva verksamhet i bolag. Ett skal ar
att det underlattar samarbetet med andra affars-
drivande samarbetspartner. Ett annat dr att en viss
verksamhet kan vara forknippad med risk som inte
medlemmarna ska behova ta.

Hyresgdstforeningen har inom koncernen under 2022
kdpt varor och tjdnster for 42 074 (41 993) tkr och salt
varor och tjanster for 3 777 (2 710) tkr. Det storsta kdpet
2022 ar 31 830 tkr prenumerationsavgifter med tkr
fré&n dotterbolaget Tidningen Hem & Hyra AB.

Fastighets AB Norrlandsgatan nr 7

Bolaget &ger och forvaltar Fastigheten Norrlands-
gatan 7 i Stockholm. Riksforbundet har sitt kontor i
denna fastighet. Fastigheten ska bidra till en positiv
avkastning p& Hyresgdstféreningens kapital.

AB Kvarteret Danmark nr 28 & Co KB

Bolaget dger och forvaltar fastigheter i Stockholm,
Borldnge, Malmé och Karlstad. Dessa ar anskaffade
for att ordna Hyresgdstféreningens lokalbehov runt
om i landet. Ett annat syfte ar att bidra till en positiv
avkastning p& Hyresgdstforeningens kapital. Bolaget
har forvarvat ett nytt dotterbolag under d&ret.

Transaktion 09222115557492036319
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AB Hallby 1:40
AB Hallby 1:40 dger fastigheten Solgdrden dér Hyres-
gastféreningen bedriver lagerverksamhet.

AB Kvarteret Danmark

Bolaget &r vilande och ansvarar som komplementar,
det vill sdga vara obegrdnsat ansvarig for verksam-
heten, i AB Kvarteret Danmark nr 28 & Co kommandit-
bolag. Kommanditdeldgare ar Hyresgdstféreningen

Kvarteret Danmark Fastigheter AB

Bolagets verksamhet ar att dga och férvalta fastig-
hetsbolag. Bolaget dger AB Jullen som disponerar
kontorslokal i J6nkdping.

Hyresgdstforeningen Plus AB

Bolagets verksamhet ar att ta fram och férvalta med-
lemsférmaner till medlemmarna i Hyresgdstforening-
en.

Tidningen Hem & Hyra AB och Hyresgdstféreningen
Media AB

Bolagens verksamhet ar att utge Hyresgdstférening-
ens medlemstidning Hem & Hyra. Med 30-tal loka-

la editioner &r det en unik tidning pé& den nordiska
tidningsmarknaden. Hem & Hyra &r Hyresgdstforen-
ingens egen tidning och drivs enligt grundldggande
journalistiska principer.

Boinstitutet i Sverige AB
Bolaget bedriver opinionsbildning och informations-
verksamhet i bostadsfrégor.




Flerérsoversikt (tkr)
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Nyckeltal Koncernen 2022 2021 2020 2019 2018
Verksamhetens intdkter 899 444 816 609 878 411 866 972 865 411
Verksamhetens kosthader -865 101 -849 724 -909 403 -959 121 -951444
Verksamhetsresultat 34 343 -33115 -30 962 -92149 -86 031
Resultat fran finansiella investeringar 87 303 192 215 21992 45 276 33845
Arets resultat 97 791 123 853 -21356 -60 872 -60 561
Eget kapital 1011423 913 632 789 779 811133 872 005
Soliditet 84% 81% 81% 81% 84%
Likviditet 1,8 gor 1,5 gor 1,6 gor 14 gor 14 ggr
Flerdrsoéversikt (tkr)

Nyckeltal Hyresgdstféreningen 2022 2021 2020 2019 2018
Verksamhetens intdkter 853 657 779 700 809 737 824180 823 443
Verksamhetens kosthader -859486  -823923 -870 465 -920 648 -924 852
Verksamhetsresultat -5 829 -44 223 -60 728 -96 468 -101 409
Resultat frén finansiella investeringar 117 000 194 819 16 808 52 950 45 416
Arets resultat 89 425 116 060 -50 654 -53 831 -64 008
Eget kapital 868 347 778 922 662 862 713 516 767 347
Soliditet 72% 70% 78% 85% 80%
Likviditet 0,8 ggr 0,8 gar 0,8 ggr 0,8 gor 0,6 ggr

Kommentar till fler&rséversikt

For koncernen okar intdkterna men éven kostnader-

na. Resultatet i koncernen 2022 visar 97,8 mkr vilket ar

en minskning jamfért med 2021 som visade 123,8 mkr.

De finansiella investeringarna gor att &rets resultat for
koncernen ar battre an verksamhetsresultatet. De upp-
komna underskotten i verksamheten beror p& medvetna
strategiska satsningatr.

For Hyresgdstforeningen ar béde intékterna samt kost-
naderna hdgre én 2021. De hogre intékterna beror pé
okade medlemsintdkter och 6kade hyressattningsavgif-
ter pga fler nybyggnationer samt en engéngsbetalning
frén Folksam gdllande dverskottsutdelning. Vi ser ocksé
minskat boinflytande och fritidsmedel som ar en féljd av
att den utdtriktade verksamheten fatt ligga nere under
pandemin och ej hunnit anpassa sig till normal verksam-
het for 2022. En stor anledning till de hégre kostnaderna
ar p& grund av mer verksamhet under 2022 an 2021
vilket gjort att verksamhetskostnaderna totalt sett dkat
men dven omvarldsldget med hdgre priser for el och s&
vidare péverkar dkningen. Precis som i koncernen bidrar
de finansiella investeringarna till ett battre resultat én
verksamhetsresultat.

Finansférvaltning

Marknadsvardet pé& det finansiella placeringskapitalet,
det vill séga den del av de finansiella tillgngarna som
aktivt placeras i aktier, rantebdrande placeringar och
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alternativa placeringar, uppgick per den 31 december
2022 till 828 477 tkr j@mfort med 912 796 den 1 januari
2022. Marknadsvdrdet pd placeringskapitalet minskade
med -9,2% under 2022 (+21,6%). 2022 var det sdmsta dret
sedan 2008 pd de finansiella marknaderna. P& grund av
krig, energikris, hog inflation och héjda rdntor minskade
vardet pd nastan alla tillgéingsslag.

Det ladngsiktiga kapitalplaceringsmalet fér det finansiel-
la placeringskapitalet ar att marknadsvdrdet i snitt ska
6ka med bdasta bankrdnta (STIBOR 6 mé&nader den 1/1)
+3 procentenheter per ar pé l&ng sikt. Totalavkastning-
en i kapitalférvaltningen har per dr sedan avkastnings-
malet antogs av forbundsstémman 2006 varit +6,7%.
Basta bankrdnta har under samma period uppgdtt till
i snitt +1,3% per &r. Det innebdr att medelavkastningen
varit +5,4% bdattre an bdsta bankrénta, det vill sadga
+2,4% bdattre &dn malet "bdsta bankrénta +3%" som for
perioden 2006-2022 uppgdtt till +4,3% (1,3%+3%) per ar.

Som planerat avslutades dverforingen till véra tvé ex-
terna foérvaltare Ohman och Swedbank Robur somma-
ren 2022. Bdda har nu fétt 300 mkr var att férvalta tills
vidare. Valet av Swedbank Robur och Ohman berodde
till stor del p& att de dr de tvé svenska férvaltare som dr
och som sedan en lang tid varit bast pd hallbara inves-
teringar, vilket alltid varit viktigt for Hyresgastféreningen.

Placeringsreglerna medger att minst 30 % och hogst 60
% av placeringsportfoljen fér placeras i aktier. | réinte-
bdarande placeringar ska minst 25 % och som mest 70 %
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placeras i sdkra (minst investment grade) rantebdrande
vardepapper eller bankinldning. | annat tillgdngsslag an
aktier och rantebdrande, sd kallade alternativa place-
ringar, ska som mest 10 % placeras. Alternativa place-
ringar kan till exempel vara absolutavkastande fonder
(hedgefonder) och placeringar i féretag som inte ar
bdrsnoterade (Private Equity). Hyresgdstforeningen stra-
var efter att placera héllbart. Kapitalplaceringsreglerna
medger inte investeringar i foretag som huvudsakligen
Ager och foérvaltar bostader, tillverkar och sdljer alkohol,
tobak eller vapen eller sysslar med spelverksamhet. Fo-
retagen far heller inte forknippas med barnarbete, por-
nografi eller prostitution. Fér att ytterligare minska den
ekonomiska risken ar Hyresgdstforeningens placeringar
fordelade pé flera utgivare av vardepapper, de har olika
bindningstid och placeringarna forfaller till betalning vid
olika tidpunkter.

Ekonomiska risker

De ekonomiska riskerna for Hyresgdstféreningen pd
kort sikt &r huvudsakligen finansiella. Det vill s&ga den
risk som finns p& kort sikt ar att Hyresgdstforeningens
finansiella tillgdngar minskar i varde vid till exempel en
borskrasch. De finansiella placeringar som ar i utlandsk
valuta kan péverkas negativt av en forstdrkning av
kronan mot andra valutor. En férsvagning av svenska
kronan dr ddremot positivt for tillgéingarnas varde i
svenska kronor. P& lite langre sikt ar riskerna fler. De
finansiella riskerna kvarstér medan intdktsrelaterade
risker tillkommer. Stora medlemsminskningar minskar
Hyresgdstforeningens medlemsintdkter och krdver
kostnadsbesparingar. Hyressattningsavgifterna, som
finansierar Hyresgdstféreningens férhandlingsarbete,
kan beroende pé& politiska beslut minska i framtiden
och darmed innebdra krav pd férandringar i
forhandlingsverksamheten. De framfoérhandlade
boinflytande- och fritidsmedlen fréin fastighetséigarna
som anvands till verksamhet i bostadsomrddena skulle i
framtiden kunna minska.
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Forskning och utveckling

Projekt och natverk

Under varen 2022 avslutades ett flerdrigt
organisationsdvergripande utvecklingsprojekt for att
motverka segregationens negativa effekter. Projektet
har finansierats av den nu hedlagda Delegationen
mot segregation (Delmos). Tematiken for projektet var
engagemang, inflytande, mdangfald, inkludering och
lokal demokrati. Fokus lag p& medborgardelaktighet
och samskapande processer i delar av Malma,
Landskrona, Géteborg, Kungdlv, Norrkdping, Uppsala
och Gavle. | tvé omrdden (Klockaretorpet i Norrkdping
respektive Karlslund i Landskrona) har viinom projektet
bland annat genomfért workshop for kvinnor fréin
stadsdelen, i syfte att stotta dem att ta plats i det
offentliga rummet samt lovaktiviteter for barn i
omrddena med bland annat kulturverkstader.

Hyresgdstféreningen ingdr sedan ett flertal &ri ett
samarbete med tankesmedjan Global utmaning.
Hyresgdstféreningen bidrar med hyresgdstperspektiv

i diskussion, debatt och utveckling kring framtidens
resilienta boende och héllbar stadsutveckling. Syftet

ar att hitta och dra nytta av varandras styrkor och
kompetenser samt involvera fler personer och experter i
arbetet med Agenda 2030.

Hyresgdstféreningen startade under 2021 upp finansie-
ringen av en post-doktjdnst inom nationalekonomi pé
IBF (Institutet for bostads- och urbanforskning vid Upp-
sala universitet), p& temat bostadsmarknadens funk-
tionssdtt. Finansieringen &per under 2,5 &r och syftar till
att bredda perspektiven inom den nationalekonomiska
forskningen.

Under perioden 2022-2025 ingdr Hyresgdstféreningen

i ett forskningsprojekt p& Goteborgs universitet
finansierat av Vinnova. Syftet dr att, utifrén samlad
kunskap kring gemensamt byggande och boende

for ekonomiskt svaga gruppet, skapa bygg- och
bogemenskaper for och med dessa grupper. Projektet
tar steget fran kunskapsutveckling till implementering
och uppskalning, som stdéds genom gemensamt
kunskapande och kunskapsspridning, tillsammans med
aktdrer och intressenter med bred disciplindr, sektoriell,
organisatorisk och geografisk spridning. Malbilden ar att
minst en kommun har startat en process for bygg- och
bogemenskaper for bostader till rimligt pris. Projektet
(Oper pé fyra Ar.
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Expertroll

Svenska institutet for standarder (SIS) tar fram svenska
standarder inom byggande. Till sitt stod tillsatter de ett
antal kommittéer. Frén 2021 har Hyresgdstféreningen
ingdtt i tvé sddana kommittéer: Teknisk kommitté

for byggakustik respektive Teknisk kommitté for
areamdtning och funktionsplanering. Vért deltagande
sakrar att ett hyresgdstperspektiv finns med vid
framtagande av ny standard fér bostadsbyggande.

Rapporter och féredrag

Hyresgdstféreningen har under 2022 tagit fram ett an-
tal rapporter som bygger och utvecklar kunskap om skil-
da dmnen inom bostads- och stadsutvecklingsomrddet.

Hyresgdstféreningen har under &ret ocksé arrangerat
flera 6ppna seminarier, forel&sningar och inspirations-
traffar for att 6ka och sprida kunskap inom véra omré-
den.

Finansiell stallning

Koncernens finansiella stallning ar mycket stark. Den
synliga soliditeten mdtt som eget kapital i forhéllande
till den totala balansomslutningen har 6kat till 84 % (81
%). Likviditeten, det vill s&iga hur ménga gdinger som

de kortfristiga skulderna kan betalas, ar 1,8 génger (1,5
gdnger). Motsvarande i Hyresgdstféreningen ar 72 %
(70%) och 0,8 ggr (0,8 ggr) Likviditeten bor alltid vara dver
100% vilket betyder god betalningsférmdagan pé kort
sikt.

Behandling av resultatdisposition i
Hyresgdstforeningen

Styrelsen foresl&r att drets resultat om 89 425 027 sek
balanseras i ny rakning. Vidare foreslér styrelsen att 13
297 512 sek omfdrs frén dndamalsbestdmda medel till
balanserat resultat.

Betraffande resultatet av Koncernens och Hyresgdstfor-
eningens verksamhet under 2022 samt Koncernens och
Hyresgdstféreningens stdllning vid &rets utgdng hanvi-
sas i dvrigt till efterféljonde resultat- och balansrdkning-
ar, kommentarer och noter.

| &rsredovisningen for rakenskapsdret 2021 fanns ett
fel som &r dndrat under behandling av &rets resultat i
Hyresgdstfoéreningen. Arets resultat for Hyresgdstforen-
ingen &r 2021116 060 tkr disponeras pd s& satt att 109
760 tkr belastar balanserat resultat och 6300 tkr fors till
Andamaélsbestémda medel.
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Resultatrakning

Hyresgdstféreningen* Koncernen
Belopp i tkr Noter 2022 2021 2022 2021
Verksamhetens intdkter
Medlemsavgifter 1 508 351 502 840 508 351 502 840
Hyressattningsavgifter 1 220 256 212533 220256 212533
Boinflytande- och fritidsmedel 1 48 060 50 695 48 060 50 695
Externt finansierade projekt 8 997 1057 997 1057
Ovriga verksamhetsintékter 4 75993 12575 121780 49 484
Summa 853 657 779 700 899444 816 609
Verksamhetens kostnader
Verksamhetskostnader 5,12 -309 471 -278 362 -301445 -285978
Personalkostnader 6  -546 587 -541946 -555324 -551750
Avskrivningar av anléggningstillgéngar -3428 -3 615 -8 893 -11996
Resultatandel intresseféretag = = 561 =
Summa -859 486 -823 923 --865101 -849724
Verksamhetsresultat -5 829 -44 223 34 343 -33115
Resultat frdn finansiella investeringar
Resultat frédn andelar i koncernféretag 7 30295 -320 = =
Resultat frén 6vriga vardepapper och fordringar 8 86 715 195 025 84183 192125
Ovriga rénteintékter och liknande poster 9 2067 120 3316 120
Rantekostnader och liknande poster 10 -2 077 -6 -195 -30
Summa 117 000 194 819 87 304 192 215
Resultat efter finansiella poster 11171 150 596 121 647 159 100
Arets skatt 1,14 -21746 -34 536 -23856  -35247
ARETS RESULTAT 89 425 116 060 97 791 123 853

* Hyresgdstforeningen dr moderférening i koncernen.
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Balansrakning

Verksamhetsberdttelse — 2022

Hyresgdstféreningen* Koncernen
Belopp i tkr Noter 2022-12-31 2021-12-31 2022-12-31 2021-12-31
Tillg&ngar
Anlaggningstillgéngar
Immateriella anl&ggningstillgéngar
Koncessioner, patent, licenser, varumarken
samt liknande rattigheter 15 1891 1404 2144 1404
Summa immateriella anldggningstillgangar 1891 1404 2144 1404
Materiella anl&ggningstillgdngar
Byggnader och mark 16 5251 5382 139 378 143 979
Maskiner och inventarier 17 5800 7522 8766 11155
Summa materiella anléggningstillgangar 11051 12 904 148 144 155134
Finansiella anléggningstillgéngar
Aktier och andelar i koncernféretag 18 193 824 163 528 = =
Andelar i intresseféretag 19 70 70 315 70
Andra l&ngfristiga vardepappersinnehav 20 724 923 658 979 724 923 658 979
Fordringar hos koncernféretag 4 616 4 616 = =
Andra langfristiga fordringar = 44 1500 1544
Summa finansiella anléggningstillgédngar 923433 827 237 726738 660 593
Summa anldggningstillgdngar 936 375 841545 877 026 817 131
Omsdttningstillgdngar
Varulager = = 897 256
Kortfristiga fordringar:
Kundfordringar 48784 51686 51095 52 595
Fordringar koncernféretag 1824 1039 = =
Skattefordringar 1 2 = 631 534
Ovriga fordringar 21634 1744 24180 3405
Forutbetalda kostnader och upplupna intdkter 22 16 555 19 266 72 066 63 399
Summa varulager och kortfristiga fordringar 88799 73735 147 972 120 189
Kortfristiga placeringar 23 50 000 - 50 000 =
Kassa och bank 24 124 622 194 890 124 638 194 909
Summa omsdttningstillgdngar 263 415 268 625 323507 315098
Summa tillgéngar 1199 796 1110170 1200533 1132 229
EGET KAPITAL OCH SKULDER
Bundet eget kapital
Andamalsbestédmda medel 88 245 81945 88 245 81945
Summa dndamalsbestdmda medel 88 245 81945 88 245 81945
Fritt eget kapital
Annat eget kapital = = 825 387 707 834
Sparat eget kapital 543 497 520 466 = =
Fria reserver/Balanserat resultat 147180 60 451 = =
Arets resultat 89 425 116 060 97 791 123 853
Summa fritt eget kapital 780102 696 977 923178 831687
Summa eget kapital 868 347 778 922 1011423 913 632
Avsattning
Uppskjuten skatteskuld 13 = = 8 066 8 181
Summa avsdttning = = 8066 8181
Langfristiga skulder
Ovriga Langfristiga skulder 95 - 95 -
Skulder till koncernféretag = 100 = =
Summa l&ngfristiga skulder 95 100 95 -
Kortfristiga skulder
Leverantdrsskulder 21018 2r 174 24 699 29783
Skatteskulder 1 10793 16 737 13926 18 465
Skulder till koncernféretag 165 159 162 915 = =
Ovriga skulder 28 013 25410 31557 35541
Upplupna kostnader och forutbetalda intdkter 25 106 371 98 912 110 767 126 627
Summa kortfristiga skulder 331354 331148 180 949 210 416
SUMMA EGET KAPITAL OCH SKULDER 1199 796 1110170 1200 533 1132 229

* Hyresgdstféreningen &r moderf(’:')reniqgainkgank%%'ﬁ%rézzz115557492%6819
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Rapport over forandring

i eget kapital

Koncernen

Belopp i tkr

Ingéende balans 2022-01-01
Resultatdisposition

Arets resultat

Utgdende balans 2022-12-31

Hyresgastféreningen
Belopp i tkr

Ing&ende balans 2022-01-01
Resultatdisposition
Kapitalbildningsmal

Arets resultat

Utgdende balans 2022-12-31
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Bundet eget kapital

Sparat eget kapital

520 466

23 031

543 497
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81945
6300

88 245

Fritt eget kapital

60 451
109 760
-23 031

147 180

Annat eget kapital
707 834
117 553

825 387

Andamals bestémda
medel

81945
6300

88 245

Arets resultat
123 853
-123 853

97 791
97791

Arets resultat

116 060
-116 060
89 425
89 425

Totalt
913 632
Q7 7M1
1011423

Totalt

778 922

89 425
868 347
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Kassaflodesanalys

Hyresgdstféreningen* Koncernen
Belopp i tkr 2022 2021 2022 2021
Kassafléde frén den l6pande verksamheten
Resultat fére finansiella poster -5829  -44223 34 343 -33115
Nettoresultat frdn den finansiella verksamheten
exkl rénteintékter/-kosthader 14794 194705 84183 192125
Erhéllna réanteintdkter 2208 120 1240 120
Erlagda réntekostnader -2078 -6 -195 -30
Justeringar for poster som ej ingdr i kassaflédet
Av -och nedskrivningar p& anldggningstillgédngar 8942 3615 14 407 11996
Realisationsforlust avyttring av finansiella anldggningstillgédngar -70 857 = -70 857 =
Minskning/6kning r&ntefordran = = = =
Uppskjuten skatt = = = -2294
Resultatndel frén intresseforetag = = -560 =
Resultatandel fr&n koncernféretag -30 295 320 = =
Betald skatt -27 694 -8 510 -28 606 -5 415
Kassaflode frdn den l6pande verksamheten foére
fordndringar av rérelsekapital -10 809 146 021 33955 163387
Forandringar i rorelsekapital
Minskning/Gkning av varulager = = -641 -79
Minskning/6kning av fordringar -15 055 -3027 -27 948  -20418
Minskning/Gkning av kortfristiga skulder 6 050 131088 -24 924 11445
Kassafléde fréin den l6pande verksamheten -19814 274 082 -19558 154 335
Kassafléde fran investeringsverksamheten
Forsdljning anléggningstillgangar 289 069 = 289 069 =
Forvarv av materiella anlédggningstillgdngar -972 5 532 -1295 10497
Forvarv avimmateriella anldggningstillgéingar -1091 -2 247 -1348 -187
Forvarv av finansiella anléggningstillgédngar -289 625 -133 566 -289 625 -133567
Kassafléde fran investeringsverksamheten -2619 -141345 -2884 -145938
Kassafléde fran finansieringsverksamheten
Upptagna léan 100 - 100 -
Amortering av skuld =5 = 43 =
Kassafléde finansieringsverksamhet
Arets kassafléde -22 338 132737 -22 347 8 397
Likvida medel vid &rets borjan 194 890 62153 194 909 62152
Kursdifferens i likvida medel 2070 = 2076 =
Kassa och bank = = - 124360
Likvida medel vid drets slut Totalt 174 622 194 890 174 638 194 909

* Hyresgdstféreningen dr moderférening i koncernen.
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Noter till resultat- och
balansrakning

Belopp i tusental kronor (tkr)

Not 1 Redovishings-

och varderingsprinciper

Arsredovisningen ar upprdttad enligt Arsredovisningslct—
gen (1995:1554) och Bokféringsndmndens allménna réd

2012:1 (K3). Arsredovisningslagens regler for uppstallning
av resultat- och balansrakning samt vardering tilldmpas.

Andamalsbestdmda medel

Ej utnyttjade boinflytande- och fritidsmedel redovisas
som dndamdalsbestdmda medel under eget kapital
sd@vida ej klarlagd dterbetalningsskyldighet foreligger.

Koncernredovishing

Koncernredovisning har upprattats i enlighet med
forvarvsmetoden. Koncernbokslutet for &r 2022
omfattar Hyresgdstféreningen 802001-5106 samt de
bolag, som vid d&rets slut kontrollerades till mer &n 50 %
av rostetalet.

Samtliga i koncernen ingdende bolag forutom
moderbolaget redovisar enligt Bokféringsndmndens
allménna réd 2016:10 (K2) och omrdkning har dérfor i
tilladmpliga delar skett till K3 i koncernredovisningen.

Kassaflodesanalys

Kassaflodesanalysen visar foretagets forandringar av
foretagets likvida medel under rakenskapsdret. Kas-
saflddesanalysen har upprdttats enligt den indirekta
metoden. Det redovisade kassaflddet omfattar endast
transaktioner som medfort in- och utbetalningar.

Intakter

Medlemsavgifter:

Medlemsavgifterna dr inbetalda avgifter frén
medlemmar i Hyresgdastféreningen. Medlemsavgiften
pd& 85 kronor per ménad ar fr o m 2020 gemensam
for hela organisationen. Medlemsavgifterna
finansierar verksamhet fér medlemmarna som till
exempel rédgivning i boendefrégor, juridisk hjdlp,
l&genhetsbesiktningar, information om boende och
pdverkansarbete.
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Hyressattningsavgifter:

Hyressattningsavgifter ar forhandlingsersattning som
betalas av de fastighetsdgare som ingdtt forhandlings-
dverenskommelse med Hyresgdstféreningen. Avgiften ar
144 kronor per ldgenhet och &r. Hyressattningsavgifter-
na finansierar férhandlingsverksamheten i Hyresgdast-
féreningen.

Boinflytandemedel och fritidsmedel:

Boinflytande- och fritidsmedel utgdr framférhandlade
verksamhetsbidrag frén fastighetsagare.
Boinflytandemedel finansierar lokalt utvecklingsarbete

i samverkan med bostadsforetagen. Fritidsmedel
finansierar verksamheten for lokala hyresgéstféreningar
i bostadsomrédena.

Offentliga bidrag:

Offentliga bidrag intdktsredovisas under dvriga
verksamhetsintdkter nér koncernen har uppfyllt de
villkor som ar forknippade med bidraget och det
foreligger rimlig sdkerhet att bidraget kommer att
erhéllas. Offentliga bidrag utgdrs enbart av [6Gne-och
anstdllningsrelaterade bidrag.

Ersattning till anstallda

Ersattningar till anstallda i form av l6ner, betald
semester, betald sjukfrdnvaro m m samt pensioner
redovisas i takt med intjdnandet.

Till och med 31/8 2009 tryggas pensionsskulden

till de anstallda i Hyresgastforeningen i
Konsumentkooperationens pensionsstiftelse (KP).

All nyintj@nad pensionsratt frdn och med 1/9 2009
tryggas genom Folksams (Konsument-kooperationens)
pensionskassa. Anstallda som ar fédda fore 1983 har
en formdansbestdmd pensionsplan, ddr den anstdllde
Aar garanterad en viss del av sin slutlon i tjanstepension.
Fréin och med 1/1 2011 har anstallda som dar féddda efter
1982 en premiebestamd pensionsplan. Premiebestadmd
innebdr att storleken pé tjdnstepensionen beror

bdde pd den anstalldes [6nenivé och p& Folksams
finansférvaltning av den ménatligt inbetalda
procentuella premien p& ménadslonen.




Redovisning av leasingavtal
Leasingavtal redovisas som en kostnad linjart dver
leasingperioden.

Anldaggningstillgéngar
och avskrivning

Anlaggningstillgéingar varderas till anskaffningsvarde
med avdrag fér ackumulerade avskrivningar.
Komponent-avskrivning tilldmpas for fastigheter

som ingdr i koncernen. Foljande komponenter har
identifierats och med férvantad nyttjandetid:

Byggnadsinventarier 25 ér
Tak 50 é&r
Fasad 40 ér
Fonster 35 ér
El 40 &r
Ror 30 ar
Ventilation 30 ér
Hiss 20 ér
Stomme — dvrigt 50 é&r

Hyresgdstanpasshing P& kontraktstid

| &vrigt gdrs avskrivningar enligt foljande férvéntade

nyttjandeperiod.
Inventarier 5ar
Datorer 3ar

Immateriella anldggningstillgéingar skrivs av under 5 Ar.

Skatter

Inkomstskatter
Skattekostnaden utgdrs av summan av aktuell skatt och
uppskjuten skatt.

Aktuell skatt

Aktuell skatt berdknas pé det skattepliktiga resultatet
for perioden. Skattepliktigt resultat skiljer sig frén det
redovisade resultatet i resultatrékningen dé det har
justerats for ej skattepliktiga intdkter och ej avdragsgilla
kostnader samt for intdkter och kosthader som ar
skattepliktiga eller avdragsgilla i andra perioder. Aktuell
skatteskuld berdknas enligt de skattesatser som gailler
per balansdagen.
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Uppskjuten skatt

Uppskjuten skatt redovisas p& tempordra skillnader
mellan det redovisade vardet pé tillgéngar och skulder
i de finansiella rapporterna och det skattemassiga
vardet som anvands vid berdkning av skattepliktigt
resultat. Uppskjuten skatt redovisas enligt den s k
balansrakningsmetoden. Uppskjutna skatteskulder
redovisas for i princip alla skattepliktiga tempordra
skillnader, och uppskjutna skattefordringar redovisas i
princip for alla avdragsgilla tempordra skillnader i den
omfattning det ar sannolikt att beloppen kan utnyttjas
mot framtida skattepliktiga dverskott.

Det redovisade vardet p& uppskjutna skattefordringar
omprévas varje balansdag och reduceras till den del
det inte l&ngre ar sannolikt att tillrackliga skattepliktiga
resultat kommer att finnas tillgangliga for att utnyttjas,
helt eller delvis, mot den uppskjutna skattefordran.

Varderingen av uppskjuten skatt baseras pé& hur
koncernen, per balansdagen, férvéntar sig att &tervinna
det redovisade vardet for motsvarande tillgéng eller
reglera det redovisade vardet for motsvarande skuld.
Uppskjuten skatt berdknas baserat pd de skattesatser
och skatteregler som har beslutats fére balansdagen.

Aktuell och uppskjuten skatt for perioden

Aktuell och uppskjuten skatt redovisas som en kostnhad
eller intdkt i resultatrékningen, utom ndr skatten ar
hanfarlig till transaktioner som redovisats direkt mot
eget kapital. | sddana fall ska &ven skatten redovisas
direkt mot eget kapital.
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Verksamhetsberdttelse — 2022

Noter till resultat- och
balansrakning

Belopp i tusental kronor (tkr)

Kortfristiga placeringar och andra
ldngfristiga vardepappersinnehav

Hyresgdstforeningens vardepappersportfdlj klassificeras
som anldggningstillgéing, dé syftet med innehavet

ar langsiktigt. Vid anskaffningstidpunkten varderas
finansiella tillg&ingar till anskaffningsvarde med tilléigg
for direkta transaktionsutgifter. Nedskrivningsproévning
sker kontinuerligt enligt l&gsta vardets princip. Om
marknadsvardet understiger anskaffningsvardet och
nedgdngen beddms vara bestéende sker nedskrivning.
Alla tillg&ngar som innehas for riskspridning anses ingd
i en vardepappersportfolj (portfdljmetoden) oavsett

om placeringen forvaltas internt eller externt. Hela
vardepappersportfoljen betraktas dérmed som en post
vid vérdering enligt l&gsta vérdets princip. Onoterade
innehav ingdr inte i vardepappersportféljen utan
varderas post for post.

Placeringar i utléndsk valuta ér i balansrakningen
omrdknade med aktuell valutakurs den 31 december
(balansdagskurs). Langfristiga finansiella placeringar
varderas till anskaffningsvardet. De kortfristiga
placeringarna har varderats individuellt till det l&gsta av
bokfort vérde och marknadsvardet.

Fardiga varor och handelsvaror

Varulager varderas till anskaffningsvdrde med avdrag
for individuellt beddmd inkurans.

Fordringar och skulder

Om inget annat anges ovan vdrderas kortfristiga
fordringar till det ldgsta av dess anskaffningsvarde
och det belopp varmed de berdknas bli reglerade.
Langfristiga fordringar och l&ngfristiga skulder
varderas efter det forsta varderingstillfallet till
upplupet anskaffningsvérde. Ovriga skulder och
avsattningar varderas till de belopp varmed de
beréknas bli reglerade. Ovriga tillg&ngar redovisas till
anskaffningsvarde om inget annat anges ovan.

Fordringar och skulder i utldndsk valuta dr i
balansrdkningen omrdknade med aktuell valutakurs
den 31 december (balansdagskurs).
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Eventualforpliktelser

Som eventuella forpliktelser redovisas en majlig
forpliktelse till foljd av intraffade hdndelser och vars
forekomst endast kommer att bekraftas av att en
eller flera osakra hdndelser, som inte helt ligger inom
koncernens kontroll, intr&ffar eller uteblir, eller en
befintlig forpliktelse till féljd av intraffade handelser,
men som inte redovisas som skuld eller avsattning
eftersom det inte ar sannolikt att ett utfléde av resurser
kommer att krévas for att reglera forpliktelsen eller
forpliktelsens storlek inte kan berdknas med tillracklig
tilltforlitlighet.

Nyckeltalsdefinitioner

Verksamhetsresultat
Rorelsens huvudintdkter och fakturerade kostnader.

Resultat frén finansiella investeringar
Summering av de rader i resultatrdkningen som utgor
det finansiella nettot.

Soliditet

Justerat eget kapital (eget kapital och obeskattade
reserver med avdrag for uppskjuten skatt) i procent av
balansomslutning.

Likviditet

Omsattningstillg&ngar (exklusive lager och pdgdende
arbeten) dividerat med kortfristiga skulder.




Not 2 Uppskattningar och
bedémningar

Vid upprattande av &rs- och koncernredovisning enligt
K3 ska féretagsledning och styrelse beddma om det
foreligger osdkerhet i uppskattningar pé balansdagen
som innebdr en betydande risk fér en vasentlig justering
av de redovisade vardena for tillgdngar och skulder i
framtiden. Férutom vardering av férvaltningsfastigheter
enligt nedan s& foreligger inga uppskattningar och
beddmningar som vasentligt péverkar drs- och
koncernredovisningen.

Vardering av férvaltningsfastigheter
Varderingen per den 31 december 2022 av koncernens
férvaltningsfastigheter har skett enligt féljande:

en extern vardering for fastigheterna gjordes av
Cushman & Wakefield per den 31 december 2015. For
2022 och 2021 har vardet raknats upp med allmé&nna
vardefordndringen for fastigheter pd respektive ort och
ar.
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Verksamhetsberdttelse — 2022

Noter till resultat- och

o0 o
balansrakning

Belopp i tkr 31 december 2022 2021
Not 3 — Externt finansierade projekt

(i noten anges finansidrer)

Hyresgdstféreningen och koncernen

Olof Palmes Stiftelse (inkl minnesfond) 343 343
Gdavle Kommun 514 500
Goteborgs Stad 140 =
Medborgarskolan - 104
Vaxa = 110
Summa 997 1057
Not 4 — Ovriga verksamhetsintdkter

Koncernen

Hyresintakter 38 958 30196
Fakturerade kosthader 4720

Provisioner 5865 5282
Erhéllna bidrag 2 300 3145
Erhéllna bidrag och ersattningar for personal 8 926 3584
Resultat av férsaljning fastighet = =
Utbetalning dverskott Folksam 59 921 -
Ovriga verksamhetsintékter 1090 7277
Summa 121780 49 484
Hyresgdstféreningen

Fakturerade kostnader 4075 3495
Férsaljningsintdkter = =
Hyresintdkter 778 512
Erhéllina bidrag 2 300 3145
Erhéllina bidrag och ersattningar

for personal 3989 3569
Utbetalning av dverskott Folksam 59 921 =
Ovriga verksamhetsintékter 4929 1854
Summa 75993 12 575
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Belopp i tkr 31 december 2022 2021
Not 5 — Verksamhetskostnader

Koncernen

Lokaler: Hyror, lokalvard mm 68159 70 308
Forbrukning Kontormatrl, trycksaker mm 51632 52148
Resor, Biljetter, kost o logi mm 16 189 9 285
Information: medlemsbrev, kampanj mm 53 730 73484
Representation 133 114
Biobiljettinkdp 9138 4295
Telefoni och porto 16 648 16 291
Konsulttjanster och andra externa tjanster 76 093 55 363
Verksamhetskostnader lokala

hyresgdstféreningar 9727 4700
Summa 301449 285978
Hyresgdstféreningen

Lokaler: Hyror, lokalvérd mm 56 151 53192
Forbrukning: kontorsmtrl, trycksaker mm 51524 56 545
Resor: biljetter, kost och logi mm 15 811 9208
Information: medlemsbrev, kampanj mm 83533 72114
Representation 124 100
Telefoni och porto 16 525 16 231
Konsulttjanster och andra externa tjéinster 48 265 49 391
Verksamhetskostnader lokala

hyresgdstféreningar 37538 21581
Summa 309 471 278 362
Revisorernas arvoden

Koncernen

Revisionsuppdrag, Ernst & Young AB 1490 1678
Revisionsverksamhet utdver

revisionsuppdrag = =
Summa 1490 1678
Hyresgdstféreningen

Revisionsuppdrag, Ernst & Young AB 1164 1469
Annan revisionsverksamhet, Ernst & Young AB = =
Summa 1164 1469

Not 6 — Medeltalet anstdllda samt l6ner, andra ersattningar

och sociala kostnader

Medeltal anstdllda

Koncernen

Medelantalet anstallda kvinnor 449 442

Medelantalet anstdllda man 340 351

Totalt 789 793

Hyresgdstféreningen

Medelantalet anstallda kvinnor 445 438

Medelantalet anstdllda man 334 345
779 783

Totalt
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Noter till resultat- och

o0 o
balansrakning

Belopp i tkr 31 december 2022 2021
Not 6 — forts

Loéner och ersattningar

Koncernen

Léner och andra ersattningar

anstallda 402723 395385
- varav forbundschef och VD:ar 2237 1320
Arvoden* férbundsordférande

och styrelser 1295 1298
Sociala avgifter enligt lag och avtal

Anstdallda 154 272 157 134
Varav pensionskosthader 38 037 40 283

*Inklusive ersattning for forlorad arbetsfortjénst

Av pensionskostnaderna i koncernen avser 511 tkr (521 tkr) for-
bundschef och VD:ar i dotterbolagen. Pensionskostnader for
férbundsordférande uppgdr till 544 tkr (627 tkr). Ovriga ledamé-
ter i forbundsstyrelsen har inga pensionsférmdner.

Hyresgdstféreningen
Léner och andra ersattningar

anstallda 393 209 387762
- varav till féorbundschef 1338 1320
Arvode till férbundsordférande 1293 1298
Arvode* till férbundsstyrelse 1473 1855
Sociala avgifter enligt lag och avtal

Anstdllda 152 084 154 184
Varav pensionskostnader 37 366 39 412

*Inklusive ersattning for férlorad arbetsfortjanst

Av pensionskostnaderna i Hyresgdstforeningen avser 511 tkr (521
tkr) férbundschef. Pensionskostnader for férbundsordférande
uppgdr till 544 tkr (627 tkr). Ovriga ledaméter i férbundsstyrel-
sen har inga pensionsférmaner.

Loner till anstdllda inom Hyresgdstforeningen
Hyresgdstféreningens loner ska vara sddana att vi kan rekry-
tera och behdlla den kompetens vi behdver for att utfora vért
uppdrag. Vi har ambitionen att ha konkurrenskraftiga lGner
utan att vara léneledande.
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Belopp i tkr 31 december

Not 6 — forts
Ersattningar till ordférande, forbundschef och styrelse

Forbundsstyrelsens ordférande dr tillika ordférande i
Hyresgdastféreningen. Uppdraget dr ett heltidsuppdrag och
foreningens hdgsta fortroendeuppdrag. Den nuvarande
forbundsordféranden ar vald pé fyra ar, till och med juni ér
2023. Om uppdraget upphdr i fortid eller om ordféranden inte
valjs for en ny mandatperiod erhélls 90 % av arvodet under

tvé drs tid som ett avgéngsvederlag. Avrdkning sker i de fall
nytt arbete/uppdrag erhdlles. Avgéngsvederlag tilldmpas

ej om orsak till att uppdraget upphdr ar att ordféranden

grovt dsidosatt sina skyldigheter eller misskétt sitt uppdrag.
Trygghetsavtalet som gdller anstallda i Hyresgdstféreningen
omfattar inte ordféranden. Sarskilda pensionsférmdéner

finns ej. Pensionsvillkoren for férbundsordférande motsvarar
de som gdller for chefer i Hyresgdstféreningen med en
férmdnsbestémd pensionsplan enligt kollektivavtal.

Ovriga styrelsemedlemmars arvoden &r kopplade till
inkomstbasbeloppets utveckling och bestdr av ett drsarvode
med 5 550 kronor, ett sammantrddesarvode med 2 750 kr per
tillfalle och ett arvode vid deltagande i arbetsgrupper utdver
forbundsstyrelsen med 1350 kronor per tillfdlle. Férbundschefen
ar tillsvidareanstalld med ett férordnande till och med 31/12
2025. Férbundschefens pensionsvillkor féljer det kollektivavtal
som gdiller fér dvriga anstallda inom Hyresgdstféreningen, med
en pensionsdlder p& 65 ar. Om férordnandet bryts eller om det
inte forldngs erbjuds férbundschefen andra arbetsuppgifter,
om det anses skaligt. Valjer féorbundschefen att inte anta

de erbjudna arbetsuppgifterna, utan valjer att ldGmna
Hyresgdstforeningen, erhdlls en arslon i avgdngsvederlag. Om
orsaken ar grovt kontraktsbrott frén forbundschefens sida
upphor avtalet att galla utan négra férmaner.
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Noter till resultat- och
balansrakning

Belopp i tkr 31 december 2022 2021
Not 6 — forts

Konsfordelning styrelse

Koncernen

Kvinnor 16 16
Mdan 34 28
Totalt 50 44
Hyresgdstforeningen

Kvinnor 6 6
Mé&n 5 8
Totalt 11 1
Not 7 — Resultat frdn andelar i koncernféretag
Hyresgdstféreningen

Erhéllna resultatandelar frén AB Kv

Danmark nr 28 & Co KB 30295 -320
Summa 30 295 -320
Not 8 — Resultat fran évriga vardepapper och fordringar
Koncernen

Ovriga utdelningar 14 550 6075
Resultat vid férsaljningar 69 633 186 050
Summa 84183 192125
Hyresgdstféreningen

Ovriga utdelningar 14 550 8975
Resultat vid férsaljningar 72165 186 050
Summa 86 715 195 025
Not 9 — Ovriga rénteintékter och liknande poster

Koncernen

Ranteintdkter 3316 120
Summa 3316 120
Hyresgdstféreningen

Ranteintdkter 2067 120
Summa 2067 120
Not 10 — Rantekostnader och liknande poster

Koncernen

Rantekostnad -195 -30
Summa -195 -30
Hyresgdstféreningen

Rantekostnad -2 077 -6
Summa -2077 -6
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Not 11 — Arets skatt
Hyresgdstféreningen

Inkomstskatt 21821 34 619
Skatt hanforlig till tidigare ér -76 -83
Summa 21746 34536

Skattefordran/Skatteskuld

Inkomstskatt -21746 -34 619
Erlagd utlandsk skatt -19 22
Fastighetsskatt -54 -47

Sdrskild l6neskatt p&

pensionskostnhader = -7 496
Skatteskuld tidigare ér kvarstar -14 374

Inbetald prelimindrskatt under aret 25403 25403
Summa 10 790 16 737

*negativt belopp innebdr skatteskuld

Not 12 Exceptionella intdkter och kostnader

Koncernen har under 2022 natt en uppgdrelse i réttstvist dar
forlikning ingétts. Ddrmed har &terféring av tidigare ars av-
sdttning for pdgdende rdttstvist dterforts. Ataganden i for-
likningsavtalet har inte medfért ndgot utfléde av resurser for
koncernen

Verksamhetskostnader enligt

resultatrdkning 301445
Aterféring av pagdende rdttstvist 21703
Verksamhetskostnader

exkl exceptionell post 323147

Not 13 — Avsattning for uppskjuten skatt

Koncernen

2022 2021
Bokfort restvarde avseende byggnader
och mark fore justering enl K3 72 354 75338
Bokfort restvérde avseende byggnader
och mark efter justering enl K3 117 920 122 408
Tempordr skillnad -45 566 -47 070
Uppskjuten skatteskuld till foljd av
koncernmdssig justerad avskrivningstakt -9 387 -9 696
Uppskjuten skattefodran hanforlig t
ill underskottsavdrag 1320 1515
Summa -8066 -8 181

* Noten avser uppskjuten skatteskuld pé tempordra skillnader i byggnader
och mark samt uppskjuten skattefordran hanférligt till underskottsavdrag.
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Noter till resultat- och
L1 L]

balansrakning
Belopp i tkr 31 december 2022 2021
Not 14 — Skatt pd drets resultat
Koncernen
Aktuell skatt 23970 37 541
Uppskjuten skatt -114 -2 294
Redovisad skatt 23856 35 247
Avstamning av effektiv skattesats
Redovisat resultat fore skatt 121 647 159 100
Skatt pd& redovisat resultat enligt
skattesats 20,6% (20,6%) 25059 32775
Skatteeffekt av:
Ej avdragsgilla kostnader 2 3
Ej skattepliktig verksamhet 1201 9 110
Utnyttjat skattemdssigt underskott
frén tidigare ar = 1632
Justering av tidigare &rs taxering = =
Nya underskott ej aktiverade = =
Ej skatteliktig intakt -2 406 -8 273
Redovisad skatt 23856 35 247
Arets Skattesats 20 % 20 %

Underlaget drets uppskjutna skatt ar berdknat efter 2022 érs

skattesats 20,6%

Hyresgdstforeningen

Inkomstskatt 21822 34 619
Skatt hanforlig till tidigare &r -76 -83
Redovisad skatt 21745 34536
Avstamning av effektiv skattesats

Redovisat resultat fére skatt 111171 150 596
Skatt pd redovisat resultat enligt 22901 31023
skattesats 20,6% (20,6%)

Skatteeffekt av:

Ej avdragsgill kostnad = S
Ej skattepliktig verksamhet -1201 1201
Ej avdragsgilla kostnader dotterbolag 35 932
Ej skattepliktig intakt -2 390 -6 529
Redovisad skatt 21745 34536
Arets effektiva skattesats 20,6% 23%

Nominell skattesats for svenska aktiebolag ar 20,6% for

Ar 2022 och 2021.
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Belopp i tkr 31 december 2022 2021
Not 15 — Licenser, varumdrken och liknande
Hyresgdstforeningen

Ingdende anskaffningsvarde 2247 =
Omiklassificering = 1865
Nyanskaffningar 1091 382
Utgdende ackumulerade

anskaffningsvdrden 3338 2247
Ing&ende avskrivningar -843 =
Omklassificering = -373
Arets avskrivningar -603 -470
Utgdende ackumulerade avskrivningar -1446 -843
Utgdende restvdrde enligt balansrdkning 1891 1404
Licenser, varumdrken och liknande koncernen

Ingdende anskaffningsvarde 2247 -
Omiklassificering 1865
Nyanskaffningar 1348 382
Utgdende ackumulerade

anskaffhingsvarden 3595 2247
Ing&dende avskrivningar -843 =
Omiklassificering = -373
Arets avskrivningar -608 -470
Utgdende ackumulerade

avskrivningar -1451 -843
Utgdende restvdarde enligt balansrdkningen 2 144 1404
Not 16 — Byggnader och mark

Koncernen

Ingédende anskaffningsvarde byggnad 215 400 210 623
Ingé&ende anskaffningsvarde mark 17 205 17 205
Forsaljning fastighet = =
Aktivering = 4750
Utgdende ackumulerade

anskaffningsvdrden 232 605 232578
Ingé&iende avskrivningar -88 599 -81037
Aterféring avskrivhingar sald/utrangerad = =
fastighet

Arets avskrivningar -4 628 -7 562
Utgdende ackumulerade avskrivningar -93 227 -88 599
Utgdende restvdrde enligt balansrékning 139 378 143 979
Verkligt varde férvaltningsfastigheter 719 620 716 209
Bokforda varde forvaltningsfastigheter 86 649 91277

Vérderingen per den 31 december 2022 av koncernens forvalt-
ningsfastigheter har skett enligt féljande: en extern vardering
for fastigheterna gjordes av Cushman & Wakefield per den 31
december 2015. For 2022 och 2021 har vardet raknats upp med
allmanna vardeférandringen for fastigheter pé respektive ort

och ar enligt SCB:s fastighetsprisindex.
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Noter till resultat- och

balansrakning

Belopp i tkr 31 december 2021 2020
Hyresgdstféreningen

Fastigheter

Ingdende anskaffningsvarde byggnad 6515 6373
Ingdende anskaffningsvarde mark 1025 1025
Arets anskaffning 0 142
Utgdende ackumulerade

anskaffningsvarden 7 540 7540
Ing&ende avskrivningar -2158 -2 027
Arets avskrivningar -130 -131
Utgdende ackumulerade avskrivningar -2 288 -2158
Utgdende restvdrde enligt balansrdkning 5252 5382
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Noter till resultat- och

balansrakning

Belopp i tkr 31 december 2022 2021
Not 17 — Maskiner och inventarier

Koncernen

Datorer

Ingdende anskaffningsvarde 6879 6715
Inkép 312 569
Utrangering = -405
Utgdende ackumulerade

anskaffningsvérden 7191 6879
Ing&ende avskrivningar -5726 -5173
Utrangering = 307
Arets avskrivningar enligt plan -661 -860
Utgdende ackumulerade avskrivningar -6 387 -5726
Utgdende restvarde datorer 804 1153
Inventarier

Ing&dende anskaffningsvérde 37 864 35250
Inkdp 958 5292
Utrangeringar -7 -2
Utgdende ackumulerade

anskaffningsvdrden 38752 37 864
Ingé&iende avskrivningar -27 862 -27 421
Utrangering = 2 663
Arets avskrivningar enligt plan -2928 -3104
Utgdende ackumulerade avskrivningar -30790 -27 862
Utgdende restvdrde inventarier 7962 10 002
Utgdende restvarde enligt balansrdkning 8766 11155
Hyresgdstféreningen

Datorer

Ingé&iende anskaffningsvarde 5561 5346
Inkép 312 569
Utrangering 0 -354
Utgdende ackumulerade

anskaffningsvérden 5873 5 561
Ing&ende avskrivningar -4 850 -4 540
Utrangering 0 351
Arets avskrivningar enligt plan -468 -661
Utgdende ackumulerade avskrivhingar -5 318 -4 850
Utgdende restvdarde datorer 595 4l

Transaktion 0922211555749203631%
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Belopp i tkr 31 december 2022 2021
Not 17 — forts

Inventarier

Ingéiende anskaffningsvarde 26722 21528
Inkép 661 5292
Utrangering 0 -97
Utgdende ackumulerade

anskaffningsvarden 27 383 26723
Ing&ende avskrivningar -19 911 -17 560
Utrangering 0 2
Arets avskrivningar enligt plan -2227 -2 354
Utgdende ackumulerade avskrivningar -22139 -19 912
Utgdende restvdrde inventarier 5245 6811
Utgdende restvarde enligt balansrdkning 5800 7522
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Noter till resultat- och
balansrakning

Belopp i tkr 31 december 2022

Not 18 — Aktier och andelar i koncernféretag
Hyresgdstféreningen

Andelar i koncernféretag
Ing&dende anskaffningsvarde
Utgdende ackumulerade anskaffningsvérden

1522
1522

Belopp i tkr 31 december

Foretagets namn

Fastighets AB Norrlandsgatan nr 7
AB Kvarteret Danmark nr 28
Kvarteret Danmark nr 28 & Co KB
Hyresgdastféreningen Plus AB
Tidningen Hem & Hyra AB
Hyresgdstféreningen Media AB
Boinstitutet i Sverige AB

Kvarteret Danmark Fastigheter AB
AB Hallby 1:40

Sdte for samtliga dr Stockholm férutom
Hallby 1:40 med sdte i Vanersborg

Eget kapital 2021-01-01 Eget Bokfort
och drets resultat 2021 kapital varde
Fast AB Norrlandsgatan nr 7 58 816 50

AB Kvarteret Danmark nr 28 99 50

Hyresgdastféreningen Plus AB 11246 100
Tidningen Hem & Hyra AB 4 899 100
Hyresgdastféreningen Media AB 718 100
Boinstitutet i Sverige AB 72 72
Kvarteret Danmark 198 355 1000
Fastigheter AB
AB Hallby 1:40 554 50
Summa 1522
Andels Bokfort
resultat vdarde
Kvarteret Danmark nr 28 & CoKB 168 060 192 302
Summa 168 060 192 302
Agarandel i samtliga &r 100%
Not 19 — Andelar i intresseféretag
Koncernen och Hyresgdstforeningen
Belopp i tkr 31 december
Eget Bokfort
Aktier kapital varde
Hyresgdsternas Forlags AB 1619 70
Summa 1619 70

Organisationsnummer 556429-3313
Agarandel 50%. Styrelsens séte Stockholm
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2021

1522
1522

2022

Org.nr

556045-0834
556189-2653
916400-2330
556606-6964
556706-9009
556707-3001
556531-2187
559068-0129
559049-7060

Arets
resultat
7245

-1

786

906

55

0

143

216

Arets
kapital
30 295
30 295

2022

Arets
resultat
1119
1119

Belopp i tkr 31 december

Not 20 — Andra l&ngfristiga vdrdepappersinnehav
Koncernen och Hyresgdstféreningen

Specifikation o emittent Bokfort

vdrde
BAF Latam Credit Fund, hedgefond 4512
BAF Latam Trade Fund, hedgefond 3315
BROCC, obligation 5000

CTV Properties, utdelningsaktie M

Proventus IV, vinstandelslén 8148
Proventus PCP Alpha, vinstandelslan 7098
Proventus PCP I, vinstandelslé&n 4983
Angsd Logistik, utdelningsaktie 5 5%
Rdantebdrande placeringar 38746
Nordic Capital Partners FUND Il 10 321
Vardepappersfonder 10 321
Aarhus Karlshamn 551
Alfa Laval 1404
Assa Abloy B 577
Atlas Copco B 508
Bosjo Fastigheter 0
Humble 148
Investor B 764
Sandvik 1745
Storskogen 1575
Alleima 96
Aktier 7 368
Brown/American hallbarhetsfond 1619
Invesco Nasdaq 100 bérshandlad fond 1161
Lannebo Microcap |l 8 066
IKC Avkastningsfond, rantefond 10 000
Lannebo corporate bond, réntefond 10 000
Aktiefonder 30846
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2022

Marknad-
svarde

4512
3315
5000
888

8 992
7928
4984
378

35 997

9 600
9 600

3557
6022
4027
4444
80
684
4714
4710
2235
192
30 664

9 092

8 350
47 311

64753




Noter till resultat- och

balansrakning
Belopp i tkr 31 december 2022
Not 20 - forts
Specifikation o emittent Bokfort Marknad-
varde svdrde
Etisk Emerging Markets A 24 693
Foretagsobl Hallbar A 5292 24 820
FRN Héallbar A 72 355 71142
Global Hallbar A 68 651 67153
Global Smébolag Hallbar A 7188 6 450
Rantef.Kompass Hallbar A 65 021 62165
Smdbolagsfond A 5438
Sverige Marknad Haéllbar A 43756 45 623
Vardepapper Ohman 286 957 282 791
Global Impact A7 137 7758 8 41
Transition Sweden MEGA ] 63586 55169
Transition Global MEGA J 76 309 74793
Obligation A 37783 35083
Rantefond Kort A 35731 35 665
Corporate Bond Europe IG A 80183 70030
Vardepapper Swedbank 301350 279 151
Belopp i tkr 31 december
Not 21 — Operationell leasing
Koncernen
2022 Op. Leasing- Tota lop.
leasing Givare leasing
Ar1 13816 -21854 -8 037
Ar2-5 15966 -39092  -23126
Summa 29782 -60946 -31163
Koncernen
2021 Op. Leasing- Tota lop.
leasing Givare leasing
Ar1 24 486 -20 388 4 459
Ar2-5 42482 -35032 7449
Summa 67 328 -55420 11908
Hyresgdstforeningen
2022 Op. Leasing- Tota lop.
leasing Givare leasing
Ar1 21854 - 21854
Ar2-5 39092 - 39092
Summa 60946 - 60946

Transaktion 0922211555749203631%
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Belopp i tkr 31 december 2022
Not 20 - forts
Specifikation o emittent Bokfort Marknad-
varde svdrde
Cubera IX Private Equity 10 469 13783
Luminar Ventures Private Equity 9038 20 415
Obligo Global Infrastruktur |l 8781 11071
Rhenman & Partners Healthcare Equity 4754 12 859
SEB Private Equity 5275 10 955
Standard Life Private Equity 10 908 18 426
Alternativa placeringar 49 225 87 509
Ovriga andelar 110 0
Summa 110 0
Summa 724923 790 465
Hyresgdstféreningen
2021 Op. Leasing-  Tota lop.
leasing Givare leasing
Ar1 32676 - 32676
Ar2-5 66510 - 66510
Summa 99 186 99 186
Kostnadsforda leasingavgifter
2022 2021
Koncernen 51892 50752
Hyresgdstféreningen 50702 49 808

Samtliga vésentliga leasingtagaravtal dr hyresavtal lokaler.

Ett antal nya s&dana har tecknats under dret.
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Verksamhetsberdttelse — 2022

Noter till resultat- och

balansrakning

Belopp i tkr 31 december 2022 2021
Not 22 — Férutbetalda kostnader och upplupna intékter
Koncernen

Férutbetalda hyror 10154 9883
Forutbetalda forsakringspremier 282 202
Forutbetalda leasingavgifter 674 o7
Upplupna hyressdttningsavgifter 0 7008
Upplupna boinflytande- och fritidsmedel 327 -
Upplupna provisioner 2456 2195
Férutbetalda kostnader avseende

datadrift 4161 2 256
Upplupna hyresintdkter 52219 40765
Ovriga poster 1793 993
Summa 72066 63399
Hyresgdstféreningen

Forutbetalda hyror 9803 9187
Forutbetalda leasingavgifter 558 o7
Upplupna rantor 79
Upplupna hyressdttningsavgifter = 7008
Upplupna boinflytande- och fritidsmedel 327 -
Férutbetalda kostnader avseende

datadrift 4161 2256
Ovriga poster 1627 718
Summa 16555 19266
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Belopp i tkr 31 december 2022 2021
Not 23- Kortfristiga placeringar

Koncernen och Hyresgdstféreningen

Swedbbank fastrédntekonto 3 méanader 20 000 0
Swedbank fastréintekonto 6 ménader 30000 0
Summa: 50 000 0
Not 24 — Kassa och bank

Hyresgdstféreningen

Kassa och bank 124 622 194 890
Summa 124 622 194 890
Koncernen

Kassa och bank 124 638 194 909
Summa 124 638 194 909
Not 25 — Upplupna kostnader och forutbetalda intékter
Koncernen

Upplupna l&ner 4009 4053
Semesterléneskuld 37012 35040
Sociala avgifter 12850 12205
Forutbetalda medlemsavgifter 47770 46226
Forutbetalda hyresintdkter 5088 3912
Reservering pdgdende tvist - 21705
Ovriga poster 4038 3486
Summa 110767 126 627
Hyresgdstféreningen

Upplupna l&ner 4007 3403
Semesterléneskuld 36294 34719
Sociala avgifter 12 625 11981
Forutbetalda medlemsavgifter 47770 46226
Upplupna skatter 54

Ovriga poster 5621 2583
Summa 106 371 98 912




Verksamhetsberdttelse — 2022

Belopp i tkr 31 december 2022 2021
Not 26 — Stallda sakerheter 2022 2021
Sparrad placering 4 339 4329
Not 27 — Eventuella forpliktelser 2022 2021
Borgensforbindelse for anstdalldas billdn 919 1246

Not 28 — Vinstdisposition
Hyresgdstféreningen

Ingdende balans Eget kapital 778 921841 662 861598
Arets resultat 89425027 116 060 244
Utgdende balans Eget kapital 868 346 868 778 921841
Balanseras i ny rakning 868 346 868 778 921841
Not 29

Vasentliga hdndelser efter balansdagen:

Hyrestvisten och den skadesténdstvist med Hotell Fridhems-
plan som har funnits i dotterbolaget AB Kvarteret Danmark nr
28 & Co KB &r nu 8st. Fastigheten Lavetten nr 14 séldes den 28e
februari 2023. | detta bolag har nettoomsdattningen varierat
mer &n 30% hanforligt till att hyres- och skadesténdstvisterna
nu ar l6sta, d& man har aterforst tidigare Ars avsdttning.

| dvrigt har inga vésentliga hdndelser efter balansdagen note-
rats.
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Verksamhetsberdttelse — 2022

Underskrifter

Stockholm. Arsredovisningen ar péskriven den dag
som framgdr av var elektroniska underskrift.

(b

Matrie Linder,

Forbun farande Pia Fridstrom
fe v

Hans Eklund Kristina Bergman
Veronica Sdllemark imon Safari
Legha - Jens Nilsson

fle[ctl?r‘zﬁﬁi ! \‘\N\ﬁ\{> n Andersson

Ola Palmgren

Var rzisionsierdttels; har l@dmnats den dag som framgér av var elektroniska underskrift.

Linn m Lindgren

Aukforisen
Per-Inge Ahlbd&ck Tarmo Makslahti
Fortroendevald revisor Foértroendevald revisor

Transaktion 09222115557492036819 Signerat M| PPAHBYKB
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Revisionsberiattelse
Till foreningsstamman i Hyresgastforeningen, org.nr 802001-5106

Rapport om arsredovisningen och koncernredovis-
ningen
Uttalanden

Vi har utfért en revision av arsredovisningen och koncernredovis-ningen for
rakenskapsaret 2022. Féreningens arsredovisning och koncernredovisning ingar
pa sidorna 60-84 i detta dokument.

Enligt var uppfattning har arsredovisningen och koncernredovisningen
uppréttats i enlighet med arsredovisningslagen och ger en i alla vasentliga
avseenden rattvisande bild av moderféreningens och koncernens finansiella
stallning per den 31 december 2022 och av dess finansiella resultat och
kassafléde for aret enligt arsredovisningslagen. Férvaltningsberattelsen ar
forenlig med arsredovisningens och koncernredovisningens 6vriga delar.

Vi tillstyrker darfor att foreningsstimman faststaller resultatrakningen och
balansrakningen fér moderforeningen och koncernen.

Grund for uttalanden

Vi har utfort revisionen enligt god revisionssed i Sverige. Revisorernas ansvar
enligt denna sed beskrivs ndrmare i avsnitten De auktoriserade revisorernas
ansvar samt De fértroendevalda revisorernas ansvar.

Vi ar oberoende i férhéllande till féreningen enligt god revisorssed i Sverige. Vi
som auktoriserade revisorer har fullgjort vart yrkesetiska ansvar enligt dessa
krav.

Vi anser att de revisionsbevis vi har inhamtat ar tillrackliga och andamalsenliga
som grund fér vara uttalanden.

Annan information én d@rsredovisningen och koncernredovisningen

Detta dokument innehaller dven annan information an arsredovisningen och
koncernredovisningen och aterfinns pa sidorna 1-59. Det &r styrelsen som har
ansvaret for denna andra information.

Vart uttalande avseende arsredovisningen och koncernredovisningen omfattar
inte denna information och vi gor inget uttalande med bestyrkande avseende
denna andra information.

| samband med var revision av arsredovisningen och koncernredovisningen ar
det vart ansvar att ldsa den information som identifieras ovan och éverviaga om
informationen i védsentlig utstrackning &r oférenlig med arsredovisningen och
koncernredovisningen. Vid denna genomgang beaktar vi dven den kunskap vi i
Ovrigt inhamtat under revisionen samt bedémer om informationen i Gvrigt
verkar innehalla vasentliga felaktigheter.

Om vi, baserat pa det arbete som har utférts avseende denna information, drar
slutsatsen att den andra informationen innehaller en vasentlig felaktighet, ar vi
skyldiga att rapportera detta. Vi har inget att rapportera i det avseendet.

Styrelsens ansvar

Det &r styrelsen som har ansvaret for att arsredovisningen och koncernredo-
visningen uppréttas och att de ger en rattvisande bild enligt arsredovisnings-
lagen. Styrelsen ansvarar dven for den interna kontroll som de bedémer ar
nédvandig for att uppratta en arsredovisning och koncernredovisning som inte
innehaller nagra vasentliga felaktigheter, vare sig dessa beror pa oegentligheter
eller misstag.

Vid upprattandet av arsredovisningen och koncernredovisningen ansvarar
styrelsen for bedomningen av foreningens formaga att fortsatta verksamheten.
De upplyser, nar sa ar tillampligt, om férhallanden som kan paverka férmagan
att fortsatta verksamheten och att anvdnda antagandet om fortsatt drift.
Antagandet om fortsatt drift tillampas dock inte om styrelsen avser att likvidera
féreningen, upphéra med verksamheten eller inte har nagot realistiskt
alternativ till att gora nagot av detta.

Transaktion 09222115557492036319

De auktoriserade revisorernas ansvar

Vi har att utfora revisionen enligt International Standards on Auditing (ISA) och
god revisionssed i Sverige.

Vart mal ar att uppna en rimlig grad av sakerhet om att arsredovisningen och
koncernredovisningen som helhet inte innehaller nagra véasentliga felaktigheter,
vare sig dessa beror pa oegentligheter eller misstag. Rimlig sakerhet ar en hog
grad av sdkerhet, men ar ingen garanti for att en revision som utfors enligt ISA
och god revisionssed i Sverige alltid kommer att upptdcka en vasentlig
felaktighet om en sadan finns. Felaktigheter kan uppstd pa grund av
oegentligheter eller misstag och anses vara vasentliga om de enskilt eller
tillsammans rimligen kan férvantas paverka de ekonomiska beslut som
anvandare fattar med grund i arsredovisningen och koncernredovisningen.

Som del av en revision enligt ISA anvander vi professionellt omdome och har en
professionellt skeptisk installning under hela revisionen. Dessutom:

e identifierar och bedémer vi riskerna for vasentliga felaktigheter i
arsredovisningen och koncernredovisningen, vare sig dessa beror pa
oegentligheter eller misstag, utformar och utfér granskningsatgérder
bland annat utifrdn dessa risker och inhdmtar revisionsbevis som &r
tillrackliga och andamalsenliga fér att utgéra en grund fér vara uttalanden.
Risken for att inte upptdcka en vdsentlig felaktighet till foljd av
oegentligheter &r hogre an for en viasentlig felaktighet som beror pa
misstag, eftersom oegentligheter kan innefatta agerande i maskopi, for-
falskning, avsiktliga utelamnanden, felaktig information eller &sido-
sdttande av intern kontroll.

e skaffar vi oss en forstaelse av den del av foreningens interna kontroll som
har betydelse for var revision for att utforma granskningsatgarder som ar
Idmpliga med hansyn till omstandigheterna, men inte for att uttala oss om
effektiviteten i den interna kontrollen.

e utvdrderar vi lampligheten i de redovisningsprinciper som anvands och
rimligheten i styrelsens uppskattningar i redovisningen och tillhérande
upplysningar.

e  drarvienslutsats om lampligheten i att styrelsen anvander antagandet om
fortsatt  drift vid upprattandet av  &rsredovisningen  och
koncernredovisningen. Vi drar ocksa en slutsats, med grund i de inhdmtade
revisionsbevisen, om det finns nagon vasentlig osakerhetsfaktor som avser
sadana handelser eller férhallanden som kan leda till betydande tvivel om
foreningens formaga att fortsatta verksamheten. Om vi drar slutsatsen att
det finns en visentlig osakerhetsfaktor, maste vi i revisionsberattelsen
fasta uppmarksamheten pa upplysningarna i arsredovisningen om den
vdsentliga osdkerhetsfaktorn eller, om sadana upplysningar &r otillrackliga,
modifiera uttalandet om &rsredovisningen och koncernredovisningen.
Vara slutsatser baseras pa de revisionsbevis som inhdmtas fram till
datumet for revisionsberattelsen. Dock kan framtida handelser eller
forhallanden goéra att en férening inte langre kan fortsatta verksamheten.

e utvadrderar vi den 6vergripande presentationen, strukturen och innehallet
i arsredovisningen och koncernredovisningen, daribland upplysningarna,
och om arsredovisningen och koncernredovisningen aterger de
underliggande transaktionerna och hdndelserna pa ett satt som ger en
rattvisande bild.

e inhdamtar vi tillrdckliga och dndamalsenliga revisionsbevis avseende den
finansiella informationen fér enheterna eller affarsaktiviteterna inom
koncernen for att gora ett uttalande avseende koncernredovisningen. Vi
ansvarar for styrning, 6vervakning och utférande av koncernrevisionen. Vi
&r ansvariga for vara uttalanden.

Vi maste informera styrelsen om bland annat revisionens planerade omfattning
och inriktning samt tidpunkten for den. Vi maste ocksa informera om
betydelsefulla iakttagelser under revisionen, déribland de eventuella betydande
brister i den interna kontrollen som vi identifierat.

De fortroendevalda revisorernas ansvar

Vi har att utfora en revision enligt revisionslagen och darmed enligt god
revisionssed i Sverige. Vart mal &r att uppna en rimlig grad av sidkerhet om att
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arsredovisningen och koncernredovisningen har uppréttats i enlighet med
arsredovisningslagen och om arsredovisningen och koncernredovisningen ger
en rattvisande bild av féreningens och koncernens resultat och stéllning.

Rapport om andra krav enligt lagar och andra
forfattningar

Uttalande

Utdver var revision av arsredovisningen och koncernredovisningen har vi dven
utfort en revision av styrelsens forvaltning av Hyresgastforeningen for
rakenskapsaret 2022.

Vi tillstyrker att foreningsstamman beviljar styrelsens ledaméter ansvarsfrinet
for rakenskapsaret.

Grund fér uttalande

Vi har utfort revisionen enligt god revisionssed i Sverige.

Vart ansvar enligt denna beskrivs ndrmare i avsnittet Revisorns ansvar. Vi &r
oberoende i forhallande till féreningen enligt god revisorssed i Sverige. Vi som
auktoriserade revisorer har i ovrigt fullgjort vart yrkesetiska ansvar enligt dessa
krav.

Vi anser att de revisionsbevis vi har inhamtat ar tillrackliga och andamalsenliga
som grund fér vart uttalande.

Styrelsens ansvar

Det ar styrelsen som har ansvaret for forvaltningen.
Revisorns ansvar

Vart mal betraffande revisionen av foérvaltningen, och ddrmed vart uttalande
om ansvarsfrihet, ar att inhamta revisionsbevis for att med en rimlig grad av
sdkerhet kunna bedéma om nagon styrelseledamot i nagot vasentligt avseende
foretagit nagon atgard eller gjort sig skyldig till nagon férsummelse som kan
foranleda ersattningsskyldighet mot féreningen.
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Rimlig sakerhet ar en hog grad av sakerhet, men ingen garanti for att en revision
som utférs enligt god revisionssed i Sverige alltid kommer att upptécka atgarder
eller forsummelser som kan foranleda ersattningsskyldighet mot foreningen.

Som en del av en revision enligt god revisionssed i Sverige anvander de
auktoriserade revisorerna professionellt omdéme och har en professionellt
skeptisk instdllning under hela revisionen. Granskningen av forvaltningen
grundar sig framst pa revisionen av rakenskaperna. Vilka tillkommande gransk-
ningsatgarder som utfors baseras pa de auktoriserade revisorernas pro-
fessionella bedémning och 6vriga valda revisorers bedomning med utgangs-
punkt i risk och vasentlighet. Det innebéar att vi fokuserar granskningen pa
sadana atgarder, omraden och forhallanden som &r vasentliga for
verksamheten och dar avsteg och dvertradelser skulle ha sarskild betydelse for
féreningens situation. Vi gar igenom och prévar fattade beslut, beslutsunderlag,
vidtagna atgarder och andra foérhallanden som &r relevanta for vart uttalande
om ansvarsfrihet.

Stockholm den dag som framgar av var elektroniska signatur

Ernst & Young AB

Linn Haslum Lindgren
Auktoriserad revisor

Per-Inge Ahlbdck
Fortroendevald revisor

Tarmo Makslahti
Fortroendevald revisor
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.



7. References

[PDF]

Document management — Portable document format — Part 1: PDF 1.7

ISO 32000-1:2008, International Organization for Standardization, 2008

[TSP]

Internet X.509 Public Key Infrastructure: Time-Stamp Protocol (TSP)

RFC 3161, Internet Engineering Task Force, 2001

[CMS]

Cryptographic Message Syntax

RFC 2630, Internet Engineering Task Force, 1999

[ASN]

Information technology — Abstract Syntax Notation One (ASN.1): Specification of basic notation

ITU-T X.680, International Telecommunication Union, 2002

[DER]

Information technology — ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)

ITU-T X.690, International Telecommunication Union, 2002

[BASE]

The Base16, Base32, and Base64 Data Encodings

RFC 4648, Internet Engineering Task Force, 2006

[SHA]

Secure Hash Standard (SHS)

FIPS 180-4, National Institute of Standards and Technology, 2012

[RIPE]

Information technology — Security techniques — Hash-functions — Part 3: Dedicated hash-functions

ISO/IEC 10118-3:2004, International Organization for Standardization, 2004

[POSIX]

Standard for Information Technology — Portable Operating System Interface (POSIX)

IEEE 1003.1-2008, The Institute of Electrical & Electronics Engineers, 2008

[CRC]

Error-correcting procedures for DCEs using asynchronous-to-synchronous conversion

ITU-T V.42, International Telecommunication Union, 2002


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2023-05-04 11:11:55.944981 UTC ±3 ms

    		2023-05-04 11:09:50.783709 UTC

    		

      194.103.85.12

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Sofia Ahlqvist Rudendal (SAR) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2023-05-05 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2023-05-04 11:11:55.944981 UTC ±3 ms

    		2023-05-04 11:09:50.783709 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (linn.haslum.lindgren@se.ey.com) to Linn Haslum Lindgren (LHL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,

Vänligen finn bifigat Hyresgästföreningens årsredovisning 2023 för signering. 

      


    

  



  

  

    		2023-05-04 11:11:55.944981 UTC ±3 ms

    		2023-05-04 11:09:50.783709 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (per.inge.ahlback@hyresgastforeningen.se) to Per-Inge Ahlbäck (PA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,

Vänligen finn bifigat Hyresgästföreningens årsredovisning 2023 för signering. 

      


    

  



  

  

    		2023-05-04 11:11:55.944981 UTC ±3 ms

    		2023-05-04 11:09:50.783709 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (tarmo.makslahti@hyresgastforeningen.se) to Tarmo Makslahti (TM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,

Vänligen finn bifigat Hyresgästföreningens årsredovisning 2023 för signering. 

      


    

  



  

  

    		2023-05-04 11:12:04.361941 UTC ±3 ms

    		2023-05-04 11:09:50.783709 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Linn Haslum Lindgren (LHL) was delivered.

      


    

  



  

  

    		2023-05-04 11:12:04.384931 UTC ±3 ms

    		2023-05-04 11:09:50.783709 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Tarmo Makslahti (TM) was delivered.

      


    

  



  

  

    		2023-05-04 11:12:11.343226 UTC ±4 ms

    		2023-05-04 11:09:50.783709 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent via email to Per-Inge Ahlbäck (PA) could not be delivered and continued attempts were cancelled.

      


    

  



  

  

    		2023-05-04 11:14:41.074769 UTC ±7 ms

    		2023-05-04 11:09:50.783709 UTC

    		

      194.103.85.12

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36

      

    

    		

      

        The user Sofia Ahlqvist Rudendal (SAR) changed the email address for the party from per.inge.ahlback@hyresgastforeningen.se to per.inge.ahlback@telia.com.

      


    

  



  

  

    		2023-05-04 11:14:41.074769 UTC ±7 ms

    		2023-05-04 11:09:50.783709 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (per.inge.ahlback@telia.com) to Per-Inge Ahlbäck (PA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,

Vänligen finn bifigat Hyresgästföreningens årsredovisning 2023 för signering. 

      


    

  



  

  

    		2023-05-04 11:14:45.743136 UTC ±7 ms

    		2023-05-04 11:09:50.783709 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Per-Inge Ahlbäck (PA) was delivered.

      


    

  



  

  

    		2023-05-04 11:18:20.168287 UTC ±11 ms

    		2023-05-04 11:09:50.783709 UTC

    		

      147.161.188.104

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.68

      

    

    		

      

        The party Linn Haslum Lindgren (LHL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-04 11:21:22.319696 UTC ±15 ms

    		2023-05-04 11:09:50.783709 UTC

    		

      147.161.188.104

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.68

      

    

    		

      

        The party Linn Haslum Lindgren (LHL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-04 11:50:09.762869 UTC ±50 ms

    		2023-05-04 11:09:50.783709 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to per.inge.ahlback@telia.com was opened.

      


    

  



  

  

    		2023-05-04 11:50:18.001189 UTC ±50 ms

    		2023-05-04 11:09:50.783709 UTC

    		

      178.73.198.2

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Per-Inge Ahlbäck (PA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-04 11:52:01.552811 UTC ±52 ms

    		2023-05-04 11:09:50.783709 UTC

    		

      188.126.80.49

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Per-Inge Ahlbäck (PA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-04 12:20:32.247597 UTC ±36 ms

    		2023-05-04 12:09:52.606656 UTC

    		

      147.161.188.104

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.68

      

    

    		

      

        The party Linn Haslum Lindgren (LHL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-04 12:31:13.301049 UTC ±70 ms

    		2023-05-04 12:09:52.606656 UTC

    		

      147.161.188.104

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.68

      

    

    		

      

        The party Linn Haslum Lindgren (LHL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-04 13:23:27.899606 UTC ±44 ms

    		2023-05-04 13:09:54.796655 UTC

    		

      147.161.188.104

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.68

      

    

    		

      

        The signatory Linn Haslum Lindgren (LHL) changed the text in the text field “ID number” from 

  blank

 to 

  “197710060505”

.  

      


    

  



  

  

    		2023-05-04 13:23:27.899606 UTC ±44 ms

    		2023-05-04 13:09:54.796655 UTC

    		

      147.161.188.104

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.68

      

    

    		

      

        The signatory Linn Haslum Lindgren (LHL) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		84		0.009		0.209



 

      


    

  



  

  

    		2023-05-04 13:23:27.899606 UTC ±44 ms

    		2023-05-04 13:09:54.796655 UTC

    		

      147.161.188.104

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.68

      

    

    		

      

        The signatory Linn Haslum Lindgren (LHL) signed in the signature box “signature 2”.
[image: signature]fo i Y







The box’s placement in the Main Document:		Page		X		Y

		84		0.031		0.705



 

      


    

  



  

  

    		2023-05-04 13:23:41.524755 UTC ±45 ms

    		2023-05-04 13:09:54.796655 UTC

    		

      147.161.188.104

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.68

      

    

    		

      

        The document was signed by Linn Haslum Lindgren (LHL) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Verksamhetsberättelse 2023" med transaktionsnummer 9222115557492131819.










Data returned from 

  CGI

:

  
Name: Linn Maria Lindgren

  
ID number: 

  197710060505



  
IP: 94.234.101.27






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-05-04 13:34:03.484715 UTC ±78 ms

    		2023-05-04 13:09:54.796655 UTC

    		

      90.231.14.67

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36

      

    

    		

      

        The party Tarmo Makslahti (TM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-04 13:35:00.28457 UTC ±81 ms

    		2023-05-04 13:09:54.796655 UTC

    		

      90.231.14.67

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36

      

    

    		

      

        The party Tarmo Makslahti (TM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-04 13:51:36.606992 UTC ±135 ms

    		2023-05-04 13:09:54.796655 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to tarmo.makslahti@hyresgastforeningen.se was opened.

      


    

  



  

  

    		2023-05-04 15:50:32.654534 UTC ±69 ms

    		2023-05-04 15:09:59.347691 UTC

    		

      90.231.14.67

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36

      

    

    		

      

        The party Tarmo Makslahti (TM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-04 16:08:07.567559 UTC ±98 ms

    		2023-05-04 15:09:59.347691 UTC

    		

      90.231.14.67

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36

      

    

    		

      

        The party Tarmo Makslahti (TM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-04 16:09:05.86775 UTC ±99 ms

    		2023-05-04 15:09:59.347691 UTC

    		

      90.231.14.67

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36

      

    

    		

      

        The party Tarmo Makslahti (TM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-04 16:27:59.115845 UTC ±33 ms

    		2023-05-04 16:10:01.75093 UTC

    		

      85.202.81.148

      

        Mozilla/5.0 (Linux; Android 13; SM-G990B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Tarmo Makslahti (TM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-04 16:28:01.039976 UTC ±33 ms

    		2023-05-04 16:10:01.75093 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to tarmo.makslahti@hyresgastforeningen.se was opened.

      


    

  



  

  

    		2023-05-04 16:31:07.776385 UTC ±38 ms

    		2023-05-04 16:10:01.75093 UTC

    		

      85.202.81.148

      

        Mozilla/5.0 (Linux; Android 13; SM-G990B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Tarmo Makslahti (TM) changed the text in the text field “ID number” from 

  blank

 to 

  “195512252593”

.  

      


    

  



  

  

    		2023-05-04 16:31:07.776385 UTC ±38 ms

    		2023-05-04 16:10:01.75093 UTC

    		

      85.202.81.148

      

        Mozilla/5.0 (Linux; Android 13; SM-G990B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Tarmo Makslahti (TM) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		84		0.012		0.275



 

      


    

  



  

  

    		2023-05-04 16:31:07.776385 UTC ±38 ms

    		2023-05-04 16:10:01.75093 UTC

    		

      85.202.81.148

      

        Mozilla/5.0 (Linux; Android 13; SM-G990B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Tarmo Makslahti (TM) signed in the signature box “signature 2”.
[image: signature]Tou oLk







The box’s placement in the Main Document:		Page		X		Y

		84		0.355		0.783



 

      


    

  



  

  

    		2023-05-04 16:31:12.835645 UTC ±38 ms

    		2023-05-04 16:10:01.75093 UTC

    		

      85.202.81.148

      

        Mozilla/5.0 (Linux; Android 13; SM-G990B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Tarmo Makslahti (TM) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Verksamhetsberättelse 2023" med transaktionsnummer 9222115557492131819.










Data returned from 

  CGI

:

  
Name: TARMO MAKSLAHTI

  
ID number: 

  195512252593



  
IP: 85.202.81.148






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-05-05 22:11:01.923591 UTC ±76 ms

    		2023-05-05 21:11:12.756618 UTC

    		

      

      

        

      

    

    		

      

        The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

      


    

  



  

  

    		2023-05-09 05:47:55.681783 UTC ±41 ms

    		2023-05-09 05:14:33.683194 UTC

    		

      194.103.85.12

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36

      

    

    		

      

        The user Sofia Ahlqvist Rudendal (SAR) prolonged the signing due date.

      


    

  



  

  

    		2023-05-09 05:48:39.102137 UTC ±42 ms

    		2023-05-09 05:14:33.683194 UTC

    		

      194.103.85.12

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Per-Inge Ahlbäck (PA) at the request of the user Sofia Ahlqvist Rudendal (SAR). The reminder message from the user Sofia Ahlqvist Rudendal (SAR) was: 
 Hej, 

Vi väntar på din signatur på Hyresgästföreningens ÅR. Tacksam om du vill signera dokumentet omgående. 



Tack på förhand,



Mvh

Sofia Ahlqvist Rudendal.

      


    

  



  

  

    		2023-05-09 05:48:46.946651 UTC ±42 ms

    		2023-05-09 05:14:33.683194 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Per-Inge Ahlbäck (PA) was delivered.

      


    

  



  

  

    		2023-05-09 06:11:21.144666 UTC ±67 ms

    		2023-05-09 05:14:33.683194 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to per.inge.ahlback@telia.com was opened.

      


    

  



  

  

    		2023-05-09 06:11:21.561938 UTC ±67 ms

    		2023-05-09 05:14:33.683194 UTC

    		

      188.126.80.56

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Per-Inge Ahlbäck (PA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-09 13:25:17.666765 UTC ±17 ms

    		2023-05-09 13:14:51.955549 UTC

    		

      46.21.99.19

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Per-Inge Ahlbäck (PA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-10 12:10:49.21522 UTC ±54 ms

    		2023-05-10 11:15:41.902062 UTC

    		

      194.103.85.12

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36 Edg/113.0.1774.35

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Per-Inge Ahlbäck (PA) at the request of the user Sofia Ahlqvist Rudendal (SAR). The reminder message from the user Sofia Ahlqvist Rudendal (SAR) was: 
 Hej Per-Inge! Vi behöver ha in din signatur på ÅR, vi sitter och väntar på den för att kunna skicka iväg färdigställd ÅR till print och revisorer. 

Tack på förhand!



Mvh

Sofia Ahlqvist Rudendal

Hyresgästföreningen.

      


    

  



  

  

    		2023-05-10 12:10:56.647724 UTC ±54 ms

    		2023-05-10 11:15:41.902062 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Per-Inge Ahlbäck (PA) was delivered.

      


    

  



  

  

    		2023-05-10 12:35:53.881927 UTC ±70 ms

    		2023-05-10 12:15:43.891443 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to per.inge.ahlback@telia.com was opened.

      


    

  



  

  

    		2023-05-10 12:35:55.747772 UTC ±70 ms

    		2023-05-10 12:15:43.891443 UTC

    		

      46.246.105.23

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Per-Inge Ahlbäck (PA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-10 12:38:15.151102 UTC ±78 ms

    		2023-05-10 12:15:43.891443 UTC

    		

      46.246.105.23

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Per-Inge Ahlbäck (PA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-10 12:39:02.548894 UTC ±81 ms

    		2023-05-10 12:15:43.891443 UTC

    		

      46.246.105.23

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Per-Inge Ahlbäck (PA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-10 12:40:10.454714 UTC ±85 ms

    		2023-05-10 12:15:43.891443 UTC

    		

      46.246.105.23

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Per-Inge Ahlbäck (PA) changed the text in the text field “ID number” from 

  blank

 to 

  “194809017553”

.  

      


    

  



  

  

    		2023-05-10 12:40:10.454714 UTC ±85 ms

    		2023-05-10 12:15:43.891443 UTC

    		

      46.246.105.23

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Per-Inge Ahlbäck (PA) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		84		0.430		0.225



 

      


    

  



  

  

    		2023-05-10 12:40:10.454714 UTC ±85 ms

    		2023-05-10 12:15:43.891443 UTC

    		

      46.246.105.23

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Per-Inge Ahlbäck (PA) signed in the signature box “signature 2”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		84		0.033		0.781



 

      


    

  



  

  

    		2023-05-10 12:40:15.615567 UTC ±85 ms

    		2023-05-10 12:15:43.891443 UTC

    		

      46.246.105.23

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Per-Inge Ahlbäck (PA) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Verksamhetsberättelse 2023" med transaktionsnummer 9222115557492131819.










Data returned from 

  CGI

:

  
Name: PER-INGE AHLBÄCK

  
ID number: 

  194809017553



  
IP: 46.246.105.23






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-05-10 12:40:15.615567 UTC ±85 ms

    		2023-05-10 12:15:43.891443 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 






	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	  
	  
	
	
	  
	  
	






	

		
		0
	




	

	

	

	

	

	

	

	

	

		
		10
	




	

	

	

	

	

	

	

	

	

		
		20
	




	

	

	

	

	

	

	

	

	

		
		30
	




	

	

	

	

	

	

	

	

	

		
		40
	




	

	

	

	

	

	

	

	

	

		
		50
	




	

	

	

	

	

	

	

	

	

		
		60
	




	

	

	

	

	

	

	

	

	

		
		70
	




	

	

	

	

	

	

	

	

	

		
		80
	




	

	

	

	

	

	

	

	

	

		
		90
	




	

	

	

	

	

	

	

	

	

		
		100
	




	

		
		-0.01
	




	

	

	

	

	

	

	

	

	

		
		-0.008
	




	

	

	

	

	

	

	

	

	

		
		-0.006
	




	

	

	

	

	

	

	

	

	

		
		-0.004
	




	

	

	

	

	

	

	

	

	

		
		-0.002
	




	

	

	

	

	

	

	

	

	

		
		 0
	




	

	

	

	

	

	

	

	

	

		
		 0.002
	




	

	

	

	

	

	

	

	

	

		
		 0.004
	




	

	

	

	

	

	

	

	

	

		
		 0.006
	




	

	

	

	

	

	

	

	

	

		
		 0.008
	




	

	

	

	

	

	

	

	

	

		
		 0.01
	




	

	
		Probability [%]
	


	
		Clock error [s]
	



	empirical cdf



	
		empirical cdf
	


		


	
	estimated cdf

	
		estimated cdf
	


		


	
	difference

	
		difference
	


		


	





	







4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.04 ms

		standard deviation: 1.59 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈88.290%

		|e| < 5 ms: ≈99.828%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2023-03-29 19:49:01.577164 UTC and 2023-05-10 12:15:43.891443 UTC:







  		Time collected

  		Clock offset







  

    		2023-03-29 19:49:01.577164

    		-0.9 ms

  





  

    		2023-03-29 20:49:04.662138

    		-1.1 ms

  





  

    		2023-03-29 21:49:07.725296

    		0.0 ms

  





  

    		2023-03-29 22:49:10.521192

    		-0.1 ms

  





  

    		2023-03-29 23:49:13.520903

    		-0.9 ms

  





  

    		2023-03-30 00:49:15.859771

    		-2.3 ms

  





  

    		2023-03-30 01:49:19.078881

    		-1.1 ms

  





  

    		2023-03-30 02:49:21.947796

    		-1.2 ms

  





  

    		2023-03-30 03:49:24.855185

    		0.0 ms

  





  

    		2023-03-30 04:49:26.382404

    		-0.6 ms

  





  

    		2023-03-30 05:49:28.542559

    		-0.7 ms

  





  

    		2023-03-30 06:49:30.796677

    		-0.5 ms

  





  

    		2023-03-30 07:49:32.343819

    		-1.5 ms

  





  

    		2023-03-30 08:49:33.780236

    		-0.4 ms

  





  

    		2023-03-30 09:49:35.369554

    		1.7 ms

  





  

    		2023-03-30 10:49:36.866733

    		0.0 ms

  





  

    		2023-03-30 11:49:38.502316

    		2.1 ms

  





  

    		2023-03-30 12:49:40.457087

    		1.4 ms

  





  

    		2023-03-30 13:49:42.093625

    		0.9 ms

  





  

    		2023-03-30 14:49:44.109144

    		1.7 ms

  





  

    		2023-03-30 15:49:46.119951

    		1.3 ms

  





  

    		2023-03-30 16:49:47.699878

    		2.0 ms

  





  

    		2023-03-30 17:49:49.8857

    		-0.5 ms

  





  

    		2023-03-30 18:49:52.510816

    		-0.5 ms

  





  

    		2023-03-30 19:49:55.369408

    		-0.7 ms

  





  

    		2023-03-30 20:49:57.026721

    		0.4 ms

  





  

    		2023-03-30 21:50:00.312813

    		-0.8 ms

  





  

    		2023-03-30 22:50:01.729179

    		0.1 ms

  





  

    		2023-03-30 23:50:05.095386

    		-0.5 ms

  





  

    		2023-03-31 00:50:08.054561

    		-0.6 ms

  





  

    		2023-03-31 01:50:11.127097

    		-1.0 ms

  





  

    		2023-03-31 02:50:14.646802

    		-0.4 ms

  





  

    		2023-03-31 03:50:17.735554

    		-0.5 ms

  





  

    		2023-03-31 04:50:19.44654

    		0.2 ms

  





  

    		2023-03-31 05:50:22.652669

    		0.9 ms

  





  

    		2023-03-31 06:50:24.40998

    		0.6 ms

  





  

    		2023-03-31 07:50:28.670947

    		0.4 ms

  





  

    		2023-03-31 08:50:30.259531

    		0.2 ms

  





  

    		2023-03-31 09:50:31.656114

    		0.5 ms

  





  

    		2023-03-31 10:50:35.316384

    		-0.3 ms

  





  

    		2023-03-31 11:50:37.653204

    		0.3 ms

  





  

    		2023-03-31 12:50:39.08389

    		1.0 ms

  





  

    		2023-03-31 13:50:40.479179

    		-0.3 ms

  





  

    		2023-03-31 14:50:42.773094

    		0.1 ms

  





  

    		2023-03-31 15:50:45.083953

    		0.4 ms

  





  

    		2023-03-31 16:50:48.355994

    		0.0 ms

  





  

    		2023-03-31 17:50:51.835668

    		0.2 ms

  





  

    		2023-03-31 18:50:55.011398

    		-2.9 ms

  





  

    		2023-03-31 19:50:56.362821

    		-0.9 ms

  





  

    		2023-03-31 20:51:00.10237

    		-0.6 ms

  





  

    		2023-03-31 21:51:02.329095

    		-2.1 ms

  





  

    		2023-03-31 22:51:04.323629

    		-0.4 ms

  





  

    		2023-03-31 23:51:05.992322

    		-2.1 ms

  





  

    		2023-04-01 00:51:08.849369

    		-0.3 ms

  





  

    		2023-04-01 01:51:12.351572

    		-1.6 ms

  





  

    		2023-04-01 02:51:15.244356

    		-0.8 ms

  





  

    		2023-04-01 03:51:16.683954

    		-1.2 ms

  





  

    		2023-04-01 04:51:18.774346

    		-0.8 ms

  





  

    		2023-04-01 05:51:20.611964

    		1.3 ms

  





  

    		2023-04-01 06:51:23.57336

    		0.8 ms

  





  

    		2023-04-01 07:51:25.535183

    		1.8 ms

  





  

    		2023-04-01 08:51:27.280115

    		1.3 ms

  





  

    		2023-04-01 09:51:28.787844

    		-0.2 ms

  





  

    		2023-04-01 10:51:30.601823

    		0.1 ms

  





  

    		2023-04-01 11:51:32.030087

    		-0.4 ms

  





  

    		2023-04-01 12:51:33.988428

    		1.6 ms

  





  

    		2023-04-01 13:51:35.783644

    		-0.4 ms

  





  

    		2023-04-01 14:51:39.979407

    		-0.7 ms

  





  

    		2023-04-01 15:51:43.064293

    		-0.5 ms

  





  

    		2023-04-01 16:51:46.574174

    		0.4 ms

  





  

    		2023-04-01 17:51:49.568253

    		-0.7 ms

  





  

    		2023-04-01 18:51:53.135618

    		-1.4 ms

  





  

    		2023-04-01 19:51:55.058197

    		1.1 ms

  





  

    		2023-04-01 20:51:56.616327

    		-1.9 ms

  





  

    		2023-04-01 21:51:58.817241

    		2.0 ms

  





  

    		2023-04-01 22:52:00.277737

    		-0.2 ms

  





  

    		2023-04-01 23:52:03.487389

    		-0.3 ms

  





  

    		2023-04-02 00:52:06.866796

    		-0.2 ms

  





  

    		2023-04-02 01:52:09.848932

    		-0.3 ms

  





  

    		2023-04-02 02:52:12.675908

    		-1.9 ms

  





  

    		2023-04-02 03:52:14.072396

    		-0.1 ms

  





  

    		2023-04-02 04:52:16.01047

    		-1.5 ms

  





  

    		2023-04-02 05:52:17.49748

    		-2.1 ms

  





  

    		2023-04-02 06:52:20.514626

    		-0.2 ms

  





  

    		2023-04-02 07:52:22.516716

    		0.8 ms

  





  

    		2023-04-02 08:52:24.029875

    		0.8 ms

  





  

    		2023-04-02 09:52:27.459066

    		0.4 ms

  





  

    		2023-04-02 10:52:28.911351

    		0.9 ms

  





  

    		2023-04-02 11:52:30.555065

    		0.3 ms

  





  

    		2023-04-02 12:52:31.953831

    		0.8 ms

  





  

    		2023-04-02 13:52:33.979168

    		0.2 ms

  





  

    		2023-04-02 14:52:35.851986

    		0.4 ms

  





  

    		2023-04-02 15:52:38.205536

    		1.6 ms

  





  

    		2023-04-02 16:52:40.981429

    		1.0 ms

  





  

    		2023-04-02 17:52:43.019123

    		0.9 ms

  





  

    		2023-04-02 18:52:44.681749

    		0.7 ms

  





  

    		2023-04-02 19:52:46.207983

    		0.1 ms

  





  

    		2023-04-02 20:52:49.98712

    		-0.9 ms

  





  

    		2023-04-02 21:52:53.211696

    		-0.2 ms

  





  

    		2023-04-02 22:52:56.00642

    		-0.2 ms

  





  

    		2023-04-02 23:52:57.978773

    		-1.1 ms

  





  

    		2023-04-03 00:52:59.361032

    		-0.4 ms

  





  

    		2023-04-03 01:53:01.204779

    		-1.5 ms

  





  

    		2023-04-03 02:53:03.362734

    		-1.4 ms

  





  

    		2023-04-03 03:53:04.95085

    		-0.2 ms

  





  

    		2023-04-03 04:53:07.232844

    		-0.7 ms

  





  

    		2023-04-03 05:53:09.0678

    		1.0 ms

  





  

    		2023-04-03 06:53:10.677794

    		1.1 ms

  





  

    		2023-04-03 07:53:13.23667

    		0.5 ms

  





  

    		2023-04-03 08:53:14.763252

    		0.1 ms

  





  

    		2023-04-03 09:53:17.41572

    		-0.4 ms

  





  

    		2023-04-03 10:53:19.362131

    		1.1 ms

  





  

    		2023-04-03 11:53:20.798277

    		0.0 ms

  





  

    		2023-04-03 12:53:23.265932

    		0.5 ms

  





  

    		2023-04-03 13:53:25.060794

    		1.5 ms

  





  

    		2023-04-03 14:53:26.664868

    		0.3 ms

  





  

    		2023-04-03 15:53:28.64723

    		1.6 ms

  





  

    		2023-04-03 16:53:32.050126

    		1.9 ms

  





  

    		2023-04-03 17:53:34.869943

    		2.3 ms

  





  

    		2023-04-03 18:53:37.841462

    		-11.0 ms

  





  

    		2023-04-03 19:53:40.710356

    		-0.3 ms

  





  

    		2023-04-03 20:53:43.96358

    		-0.9 ms

  





  

    		2023-04-03 21:53:47.06432

    		0.2 ms

  





  

    		2023-04-03 22:53:49.798491

    		1.6 ms

  





  

    		2023-04-03 23:53:52.130613

    		13.3 ms

  





  

    		2023-04-04 00:53:55.21899

    		0.5 ms

  





  

    		2023-04-04 01:53:56.852678

    		7.9 ms

  





  

    		2023-04-04 02:53:58.715589

    		-7.4 ms

  





  

    		2023-04-04 03:54:00.200283

    		-5.5 ms

  





  

    		2023-04-04 04:54:01.912092

    		-0.7 ms

  





  

    		2023-04-04 05:54:05.009435

    		-11.6 ms

  





  

    		2023-04-04 06:54:06.698052

    		0.4 ms

  





  

    		2023-04-04 07:54:09.110304

    		-16.9 ms

  





  

    		2023-04-04 08:54:10.67647

    		1.1 ms

  





  

    		2023-04-04 09:54:12.474001

    		0.7 ms

  





  

    		2023-04-04 10:54:14.245805

    		-2.1 ms

  





  

    		2023-04-04 11:54:15.779554

    		0.2 ms

  





  

    		2023-04-04 12:54:18.228769

    		-0.5 ms

  





  

    		2023-04-04 13:54:20.261299

    		1.1 ms

  





  

    		2023-04-04 14:54:22.403258

    		0.0 ms

  





  

    		2023-04-04 15:54:24.047294

    		1.8 ms

  





  

    		2023-04-04 16:54:27.000864

    		11.8 ms

  





  

    		2023-04-04 17:54:29.343921

    		13.1 ms

  





  

    		2023-04-04 18:54:32.432615

    		5.1 ms

  





  

    		2023-04-04 19:54:34.633958

    		1.1 ms

  





  

    		2023-04-04 20:54:36.458594

    		-1.0 ms

  





  

    		2023-04-04 21:54:39.004516

    		-1.3 ms

  





  

    		2023-04-04 22:54:42.064706

    		-2.8 ms

  





  

    		2023-04-04 23:54:45.279536

    		-0.7 ms

  





  

    		2023-04-05 00:54:48.13642

    		-0.4 ms

  





  

    		2023-04-05 01:54:50.895727

    		-0.3 ms

  





  

    		2023-04-05 02:54:53.860062

    		-2.4 ms

  





  

    		2023-04-05 03:54:57.856828

    		1.3 ms

  





  

    		2023-04-05 04:55:00.943915

    		-0.7 ms

  





  

    		2023-04-05 05:55:03.86929

    		-0.5 ms

  





  

    		2023-04-05 06:55:05.839262

    		4.1 ms

  





  

    		2023-04-05 07:55:07.467653

    		-6.9 ms

  





  

    		2023-04-05 08:55:09.841851

    		1.1 ms

  





  

    		2023-04-05 09:55:11.677834

    		1.2 ms

  





  

    		2023-04-05 10:55:13.67596

    		1.5 ms

  





  

    		2023-04-05 11:55:15.285795

    		-6.5 ms

  





  

    		2023-04-05 12:55:17.741854

    		-2.3 ms

  





  

    		2023-04-05 13:55:20.238977

    		1.1 ms

  





  

    		2023-04-05 14:55:21.673419

    		-0.6 ms

  





  

    		2023-04-05 15:55:23.636027

    		-1.2 ms

  





  

    		2023-04-05 16:55:26.373652

    		-2.0 ms

  





  

    		2023-04-05 17:55:28.078285

    		0.2 ms

  





  

    		2023-04-05 18:55:29.640799

    		-3.0 ms

  





  

    		2023-04-05 19:55:32.850492

    		-1.9 ms

  





  

    		2023-04-05 20:55:36.338772

    		-1.5 ms

  





  

    		2023-04-05 21:55:39.778738

    		2.2 ms

  





  

    		2023-04-05 22:55:42.588841

    		-0.7 ms

  





  

    		2023-04-05 23:55:46.117032

    		-1.4 ms

  





  

    		2023-04-06 00:55:49.549348

    		-2.7 ms

  





  

    		2023-04-06 01:55:52.652855

    		-1.6 ms

  





  

    		2023-04-06 02:55:56.478074

    		-0.8 ms

  





  

    		2023-04-06 03:55:59.681425

    		-1.4 ms

  





  

    		2023-04-06 04:56:01.428073

    		-1.1 ms

  





  

    		2023-04-06 05:56:03.436502

    		0.5 ms

  





  

    		2023-04-06 06:56:06.515282

    		2.0 ms

  





  

    		2023-04-06 07:56:09.532652

    		3.4 ms

  





  

    		2023-04-06 08:56:12.859969

    		-23.5 ms

  





  

    		2023-04-06 09:56:14.906976

    		0.2 ms

  





  

    		2023-04-06 10:56:16.741507

    		1.3 ms

  





  

    		2023-04-06 11:56:18.402385

    		0.3 ms

  





  

    		2023-04-06 12:56:20.402031

    		-5.7 ms

  





  

    		2023-04-06 13:56:22.561964

    		1.8 ms

  





  

    		2023-04-06 14:56:24.404193

    		-0.3 ms

  





  

    		2023-04-06 15:56:25.783783

    		-1.0 ms

  





  

    		2023-04-06 16:56:27.545395

    		1.0 ms

  





  

    		2023-04-06 17:56:29.008529

    		2.0 ms

  





  

    		2023-04-06 18:56:31.429415

    		1.1 ms

  





  

    		2023-04-06 19:56:34.462263

    		0.8 ms

  





  

    		2023-04-06 20:56:37.569067

    		0.4 ms

  





  

    		2023-04-06 21:56:41.121148

    		-1.9 ms

  





  

    		2023-04-06 22:56:44.466487

    		-3.2 ms

  





  

    		2023-04-06 23:56:48.105339

    		-3.6 ms

  





  

    		2023-04-07 00:56:50.894419

    		-3.7 ms

  





  

    		2023-04-07 01:56:53.794413

    		-3.0 ms

  





  

    		2023-04-07 02:56:56.908691

    		-0.8 ms

  





  

    		2023-04-07 03:56:59.695865

    		0.0 ms

  





  

    		2023-04-07 04:57:02.371232

    		-0.5 ms

  





  

    		2023-04-07 05:57:05.317173

    		0.1 ms

  





  

    		2023-04-07 06:57:08.305757

    		0.5 ms

  





  

    		2023-04-07 07:57:11.33675

    		0.3 ms

  





  

    		2023-04-07 08:57:14.327492

    		-0.4 ms

  





  

    		2023-04-07 09:57:17.553612

    		1.9 ms

  





  

    		2023-04-07 10:57:20.467493

    		2.6 ms

  





  

    		2023-04-07 11:57:23.506186

    		1.5 ms

  





  

    		2023-04-07 12:57:25.644652

    		0.7 ms

  





  

    		2023-04-07 13:57:28.533543

    		0.6 ms

  





  

    		2023-04-07 14:57:31.744982

    		-0.1 ms

  





  

    		2023-04-07 15:57:34.411584

    		0.1 ms

  





  

    		2023-04-07 16:57:36.626577

    		-3.0 ms

  





  

    		2023-04-07 17:57:40.435505

    		-0.8 ms

  





  

    		2023-04-07 18:57:44.14847

    		1.2 ms

  





  

    		2023-04-07 19:57:47.231613

    		0.8 ms

  





  

    		2023-04-07 20:57:49.999449

    		0.1 ms

  





  

    		2023-04-07 21:57:53.540783

    		-1.1 ms

  





  

    		2023-04-07 22:57:56.875217

    		-1.5 ms

  





  

    		2023-04-07 23:57:59.320981

    		0.2 ms

  





  

    		2023-04-08 00:58:01.961532

    		-0.1 ms

  





  

    		2023-04-08 01:58:03.93714

    		-3.2 ms

  





  

    		2023-04-08 02:58:06.923838

    		-1.3 ms

  





  

    		2023-04-08 03:58:09.68659

    		1.2 ms

  





  

    		2023-04-08 04:58:12.981836

    		1.7 ms

  





  

    		2023-04-08 05:58:15.875832

    		-0.9 ms

  





  

    		2023-04-08 06:58:19.228958

    		0.4 ms

  





  

    		2023-04-08 07:58:21.952672

    		1.4 ms

  





  

    		2023-04-08 08:58:25.371756

    		1.7 ms

  





  

    		2023-04-08 09:58:28.483019

    		0.6 ms

  





  

    		2023-04-08 10:58:30.781892

    		0.6 ms

  





  

    		2023-04-08 11:58:33.903897

    		1.1 ms

  





  

    		2023-04-08 12:58:35.352992

    		-0.4 ms

  





  

    		2023-04-08 13:58:37.261186

    		0.3 ms

  





  

    		2023-04-08 14:58:39.046738

    		-0.6 ms

  





  

    		2023-04-08 15:58:40.630791

    		-1.3 ms

  





  

    		2023-04-08 16:58:43.336963

    		0.0 ms

  





  

    		2023-04-08 17:58:44.955216

    		0.3 ms

  





  

    		2023-04-08 18:58:46.897562

    		0.4 ms

  





  

    		2023-04-08 19:58:50.032766

    		-0.2 ms

  





  

    		2023-04-08 20:58:52.893802

    		0.1 ms

  





  

    		2023-04-08 21:58:55.9942

    		-0.2 ms

  





  

    		2023-04-08 22:58:58.79454

    		-0.4 ms

  





  

    		2023-04-08 23:59:01.649397

    		0.5 ms

  





  

    		2023-04-09 00:59:04.702008

    		-0.6 ms

  





  

    		2023-04-09 01:59:08.074465

    		1.1 ms

  





  

    		2023-04-09 02:59:11.697513

    		0.8 ms

  





  

    		2023-04-09 03:59:14.916192

    		-0.9 ms

  





  

    		2023-04-09 04:59:17.591269

    		-0.1 ms

  





  

    		2023-04-09 05:59:20.910266

    		0.7 ms

  





  

    		2023-04-09 06:59:23.975488

    		1.2 ms

  





  

    		2023-04-09 07:59:27.491471

    		1.3 ms

  





  

    		2023-04-09 08:59:28.940324

    		1.2 ms

  





  

    		2023-04-09 09:59:31.129893

    		0.1 ms

  





  

    		2023-04-09 10:59:34.515722

    		3.1 ms

  





  

    		2023-04-09 11:59:37.200878

    		2.5 ms

  





  

    		2023-04-09 12:59:40.126996

    		0.0 ms

  





  

    		2023-04-09 13:59:43.031875

    		-0.2 ms

  





  

    		2023-04-09 14:59:46.161744

    		0.8 ms

  





  

    		2023-04-09 15:59:47.598992

    		0.3 ms

  





  

    		2023-04-09 16:59:49.269785

    		1.7 ms

  





  

    		2023-04-09 17:59:51.10599

    		0.5 ms

  





  

    		2023-04-09 18:59:52.899421

    		0.3 ms

  





  

    		2023-04-09 19:59:55.727606

    		0.5 ms

  





  

    		2023-04-09 20:59:59.632503

    		-2.1 ms

  





  

    		2023-04-09 22:00:02.878598

    		-1.1 ms

  





  

    		2023-04-09 23:00:05.398588

    		-0.7 ms

  





  

    		2023-04-10 00:00:06.907806

    		0.4 ms

  





  

    		2023-04-10 01:00:08.396561

    		0.4 ms

  





  

    		2023-04-10 02:00:10.579229

    		1.1 ms

  





  

    		2023-04-10 03:00:13.102548

    		0.3 ms

  





  

    		2023-04-10 04:00:14.635482

    		-0.2 ms

  





  

    		2023-04-10 05:00:17.305767

    		-0.1 ms

  





  

    		2023-04-10 06:00:19.355699

    		-0.7 ms

  





  

    		2023-04-10 07:00:21.511169

    		-0.2 ms

  





  

    		2023-04-10 08:00:24.755173

    		-0.1 ms

  





  

    		2023-04-10 09:00:27.680199

    		0.1 ms

  





  

    		2023-04-10 10:00:30.234026

    		1.2 ms

  





  

    		2023-04-10 11:00:31.919191

    		-0.2 ms

  





  

    		2023-04-10 12:00:33.56266

    		0.2 ms

  





  

    		2023-04-10 13:00:36.549945

    		0.9 ms

  





  

    		2023-04-10 14:00:38.738892

    		0.1 ms

  





  

    		2023-04-10 15:00:40.723488

    		0.8 ms

  





  

    		2023-04-10 16:00:44.160544

    		-1.2 ms

  





  

    		2023-04-10 17:00:45.752706

    		0.0 ms

  





  

    		2023-04-10 18:00:47.406291

    		0.2 ms

  





  

    		2023-04-10 19:00:49.96952

    		-0.8 ms

  





  

    		2023-04-10 20:00:53.87316

    		0.0 ms

  





  

    		2023-04-10 21:00:55.368098

    		0.0 ms

  





  

    		2023-04-10 22:00:56.936674

    		0.8 ms

  





  

    		2023-04-10 23:00:59.443922

    		-0.5 ms

  





  

    		2023-04-11 00:01:01.695771

    		-1.1 ms

  





  

    		2023-04-11 01:01:05.638877

    		-8.1 ms

  





  

    		2023-04-11 02:01:08.216229

    		-2.2 ms

  





  

    		2023-04-11 03:01:09.809959

    		-7.2 ms

  





  

    		2023-04-11 04:01:13.51438

    		-7.0 ms

  





  

    		2023-04-11 05:01:16.623704

    		-0.9 ms

  





  

    		2023-04-11 06:01:18.300688

    		0.0 ms

  





  

    		2023-04-11 07:01:20.639172

    		0.9 ms

  





  

    		2023-04-11 08:01:22.129525

    		3.7 ms

  





  

    		2023-04-11 09:01:23.752069

    		0.7 ms

  





  

    		2023-04-11 10:01:25.644432

    		0.1 ms

  





  

    		2023-04-11 11:01:27.174979

    		1.2 ms

  





  

    		2023-04-11 12:01:28.817817

    		0.1 ms

  





  

    		2023-04-11 13:01:30.784351

    		1.6 ms

  





  

    		2023-04-11 14:01:32.351396

    		0.5 ms

  





  

    		2023-04-11 15:01:34.64683

    		-0.4 ms

  





  

    		2023-04-11 16:01:37.675126

    		0.9 ms

  





  

    		2023-04-11 17:01:39.157197

    		1.8 ms

  





  

    		2023-04-11 18:01:42.108057

    		1.4 ms

  





  

    		2023-04-11 19:01:43.657856

    		0.6 ms

  





  

    		2023-04-11 20:01:45.401415

    		-0.9 ms

  





  

    		2023-04-11 21:01:48.389615

    		-1.8 ms

  





  

    		2023-04-11 22:01:51.712424

    		-1.9 ms

  





  

    		2023-04-11 23:01:55.45895

    		-1.8 ms

  





  

    		2023-04-12 00:01:59.290508

    		-1.2 ms

  





  

    		2023-04-12 01:02:01.443462

    		-0.1 ms

  





  

    		2023-04-12 02:02:04.32421

    		0.7 ms

  





  

    		2023-04-12 03:02:07.357289

    		0.4 ms

  





  

    		2023-04-12 04:02:09.552404

    		0.6 ms

  





  

    		2023-04-12 05:02:11.960698

    		0.1 ms

  





  

    		2023-04-12 06:02:13.81633

    		-0.6 ms

  





  

    		2023-04-12 07:02:16.449069

    		0.5 ms

  





  

    		2023-04-12 08:02:18.840017

    		1.5 ms

  





  

    		2023-04-12 09:02:20.755862

    		0.5 ms

  





  

    		2023-04-12 10:02:22.261366

    		-0.2 ms

  





  

    		2023-04-12 11:02:24.25328

    		-0.9 ms

  





  

    		2023-04-12 12:02:25.849443

    		-0.1 ms

  





  

    		2023-04-12 13:02:27.45218

    		1.4 ms

  





  

    		2023-04-12 14:02:29.10877

    		2.6 ms

  





  

    		2023-04-12 15:02:30.783095

    		2.0 ms

  





  

    		2023-04-12 16:02:33.031322

    		0.6 ms

  





  

    		2023-04-12 17:02:35.98166

    		0.5 ms

  





  

    		2023-04-12 18:02:37.554668

    		-0.1 ms

  





  

    		2023-04-12 19:02:39.850654

    		-1.0 ms

  





  

    		2023-04-12 20:02:41.260261

    		-0.1 ms

  





  

    		2023-04-12 21:02:43.07074

    		-0.7 ms

  





  

    		2023-04-12 22:02:45.865105

    		-0.5 ms

  





  

    		2023-04-12 23:02:49.44551

    		-0.3 ms

  





  

    		2023-04-13 00:02:52.448633

    		-0.6 ms

  





  

    		2023-04-13 01:02:54.053535

    		-1.1 ms

  





  

    		2023-04-13 02:02:56.879793

    		-0.8 ms

  





  

    		2023-04-13 03:03:00.060133

    		-0.9 ms

  





  

    		2023-04-13 04:03:02.918826

    		-0.4 ms

  





  

    		2023-04-13 05:03:06.755841

    		-0.8 ms

  





  

    		2023-04-13 06:03:09.956122

    		-0.3 ms

  





  

    		2023-04-13 07:03:13.407763

    		-0.3 ms

  





  

    		2023-04-13 08:03:15.454891

    		-1.2 ms

  





  

    		2023-04-13 09:03:17.015795

    		-0.2 ms

  





  

    		2023-04-13 10:03:18.512412

    		0.9 ms

  





  

    		2023-04-13 11:03:19.909082

    		1.0 ms

  





  

    		2023-04-13 12:03:22.445422

    		2.3 ms

  





  

    		2023-04-13 13:03:24.203431

    		3.1 ms

  





  

    		2023-04-13 14:03:26.30076

    		3.1 ms

  





  

    		2023-04-13 15:03:28.645558

    		0.3 ms

  





  

    		2023-04-13 16:03:30.362506

    		-0.4 ms

  





  

    		2023-04-13 17:03:32.643801

    		-1.9 ms

  





  

    		2023-04-13 18:03:35.150141

    		-1.1 ms

  





  

    		2023-04-13 19:03:36.702546

    		-0.7 ms

  





  

    		2023-04-13 20:03:39.593987

    		-0.9 ms

  





  

    		2023-04-13 21:03:43.043168

    		-0.8 ms

  





  

    		2023-04-13 22:03:44.574883

    		-0.2 ms

  





  

    		2023-04-13 23:03:47.250319

    		-4.6 ms

  





  

    		2023-04-14 00:03:50.870203

    		-2.8 ms

  





  

    		2023-04-14 01:03:53.964338

    		-1.1 ms

  





  

    		2023-04-14 02:03:57.75094

    		-0.9 ms

  





  

    		2023-04-14 03:04:01.285636

    		0.2 ms

  





  

    		2023-04-14 04:04:04.766869

    		-0.2 ms

  





  

    		2023-04-14 05:04:08.600618

    		-0.8 ms

  





  

    		2023-04-14 06:04:10.061169

    		-1.7 ms

  





  

    		2023-04-14 07:04:13.642105

    		-1.1 ms

  





  

    		2023-04-14 08:04:17.132925

    		-0.4 ms

  





  

    		2023-04-14 09:04:20.831286

    		0.9 ms

  





  

    		2023-04-14 10:04:23.810136

    		1.7 ms

  





  

    		2023-04-14 11:04:26.146014

    		2.1 ms

  





  

    		2023-04-14 12:04:28.439538

    		0.4 ms

  





  

    		2023-04-14 13:04:29.971275

    		0.8 ms

  





  

    		2023-04-14 14:04:31.924486

    		1.2 ms

  





  

    		2023-04-14 15:04:33.324448

    		0.8 ms

  





  

    		2023-04-14 16:04:34.901681

    		2.9 ms

  





  

    		2023-04-14 17:04:37.395748

    		-0.3 ms

  





  

    		2023-04-14 18:04:39.882109

    		-0.6 ms

  





  

    		2023-04-14 19:04:43.379828

    		-0.1 ms

  





  

    		2023-04-14 20:04:46.347146

    		0.2 ms

  





  

    		2023-04-14 21:04:49.479065

    		0.2 ms

  





  

    		2023-04-14 22:04:52.987651

    		-1.8 ms

  





  

    		2023-04-14 23:04:55.838858

    		-2.4 ms

  





  

    		2023-04-15 00:04:58.106594

    		-1.5 ms

  





  

    		2023-04-15 01:05:01.530549

    		-1.6 ms

  





  

    		2023-04-15 02:05:04.19936

    		-1.9 ms

  





  

    		2023-04-15 03:05:07.297925

    		0.0 ms

  





  

    		2023-04-15 04:05:10.476772

    		1.1 ms

  





  

    		2023-04-15 05:45:14.215094

    		0.4 ms

  





  

    		2023-04-15 06:50:28.856537

    		2.0 ms

  





  

    		2023-04-15 07:50:30.244565

    		1.0 ms

  





  

    		2023-04-15 08:50:32.65341

    		1.2 ms

  





  

    		2023-04-15 09:50:35.767782

    		1.0 ms

  





  

    		2023-04-15 10:50:37.630934

    		0.6 ms

  





  

    		2023-04-15 11:50:39.824014

    		1.4 ms

  





  

    		2023-04-15 12:50:41.457854

    		1.3 ms

  





  

    		2023-04-15 13:50:44.063664

    		0.3 ms

  





  

    		2023-04-15 14:50:45.460516

    		-1.5 ms

  





  

    		2023-04-15 15:50:47.172753

    		0.0 ms

  





  

    		2023-04-15 16:50:48.71266

    		-0.1 ms

  





  

    		2023-04-15 17:50:50.819037

    		-0.6 ms

  





  

    		2023-04-15 18:50:52.4034

    		0.6 ms

  





  

    		2023-04-15 19:50:55.887146

    		0.4 ms

  





  

    		2023-04-15 20:50:59.749843

    		-0.5 ms

  





  

    		2023-04-15 21:51:03.063115

    		0.4 ms

  





  

    		2023-04-15 22:51:05.49693

    		0.6 ms

  





  

    		2023-04-15 23:51:09.167265

    		0.3 ms

  





  

    		2023-04-16 00:51:11.387846

    		-0.3 ms

  





  

    		2023-04-16 01:51:14.000612

    		-0.6 ms

  





  

    		2023-04-16 02:51:17.21642

    		0.3 ms

  





  

    		2023-04-16 03:51:20.342194

    		0.9 ms

  





  

    		2023-04-16 04:51:23.414937

    		0.3 ms

  





  

    		2023-04-16 05:51:26.213667

    		-0.2 ms

  





  

    		2023-04-16 06:51:29.6501

    		1.7 ms

  





  

    		2023-04-16 07:51:33.245376

    		4.5 ms

  





  

    		2023-04-16 08:51:36.377127

    		1.6 ms

  





  

    		2023-04-16 09:51:39.309739

    		0.4 ms

  





  

    		2023-04-16 10:51:40.92474

    		0.2 ms

  





  

    		2023-04-16 11:51:42.531235

    		0.8 ms

  





  

    		2023-04-16 12:51:45.015556

    		2.4 ms

  





  

    		2023-04-16 13:51:47.570578

    		1.2 ms

  





  

    		2023-04-16 14:51:48.964365

    		-0.6 ms

  





  

    		2023-04-16 15:51:51.082919

    		-0.9 ms

  





  

    		2023-04-16 16:51:52.526368

    		-0.5 ms

  





  

    		2023-04-16 17:51:53.991317

    		-2.0 ms

  





  

    		2023-04-16 18:51:56.452796

    		-1.4 ms

  





  

    		2023-04-16 19:51:59.344582

    		-2.8 ms

  





  

    		2023-04-16 20:52:02.772308

    		-1.8 ms

  





  

    		2023-04-16 21:52:06.083063

    		-1.8 ms

  





  

    		2023-04-16 22:52:09.015427

    		0.3 ms

  





  

    		2023-04-16 23:52:12.21753

    		0.0 ms

  





  

    		2023-04-17 00:52:15.057224

    		-4.5 ms

  





  

    		2023-04-17 01:52:17.959411

    		-6.2 ms

  





  

    		2023-04-17 02:52:20.894043

    		-4.4 ms

  





  

    		2023-04-17 03:52:24.505905

    		-2.2 ms

  





  

    		2023-04-17 04:52:27.835248

    		2.8 ms

  





  

    		2023-04-17 05:52:30.908944

    		-1.1 ms

  





  

    		2023-04-17 06:52:32.487913

    		1.0 ms

  





  

    		2023-04-17 07:52:34.739865

    		0.3 ms

  





  

    		2023-04-17 08:52:36.316084

    		0.9 ms

  





  

    		2023-04-17 09:52:38.037483

    		1.1 ms

  





  

    		2023-04-17 10:52:39.812773

    		1.6 ms

  





  

    		2023-04-17 11:52:41.264769

    		-1.1 ms

  





  

    		2023-04-17 12:52:43.193682

    		2.3 ms

  





  

    		2023-04-17 13:52:44.713522

    		1.5 ms

  





  

    		2023-04-17 14:52:47.031332

    		0.8 ms

  





  

    		2023-04-17 15:52:48.6213

    		-0.2 ms

  





  

    		2023-04-17 16:52:51.288446

    		-0.9 ms

  





  

    		2023-04-17 17:52:52.794313

    		-2.0 ms

  





  

    		2023-04-17 18:52:54.87947

    		-0.8 ms

  





  

    		2023-04-17 19:52:57.530935

    		-1.7 ms

  





  

    		2023-04-17 20:53:00.276515

    		-1.4 ms

  





  

    		2023-04-17 21:53:03.197203

    		-2.5 ms

  





  

    		2023-04-17 22:53:06.654696

    		-2.9 ms

  





  

    		2023-04-17 23:53:09.564968

    		-0.7 ms

  





  

    		2023-04-18 00:53:12.08106

    		0.1 ms

  





  

    		2023-04-18 01:53:14.078209

    		0.5 ms

  





  

    		2023-04-18 02:53:17.714795

    		0.6 ms

  





  

    		2023-04-18 03:53:21.29124

    		0.6 ms

  





  

    		2023-04-18 04:53:24.449518

    		0.5 ms

  





  

    		2023-04-18 05:53:27.650024

    		0.6 ms

  





  

    		2023-04-18 06:53:31.365686

    		-0.2 ms

  





  

    		2023-04-18 07:53:33.541253

    		1.1 ms

  





  

    		2023-04-18 08:53:35.923782

    		2.3 ms

  





  

    		2023-04-18 09:53:37.690538

    		1.7 ms

  





  

    		2023-04-18 10:53:39.774139

    		0.0 ms

  





  

    		2023-04-18 11:53:41.56977

    		0.4 ms

  





  

    		2023-04-18 12:53:43.041028

    		-1.1 ms

  





  

    		2023-04-18 13:53:44.904945

    		-1.2 ms

  





  

    		2023-04-18 14:53:46.60413

    		4.0 ms

  





  

    		2023-04-18 15:53:50.011087

    		1.2 ms

  





  

    		2023-04-18 16:53:52.492658

    		-0.6 ms

  





  

    		2023-04-18 17:53:55.257803

    		-0.9 ms

  





  

    		2023-04-18 18:53:58.852492

    		-1.9 ms

  





  

    		2023-04-18 19:54:01.55805

    		-3.5 ms

  





  

    		2023-04-18 20:54:04.520336

    		-2.9 ms

  





  

    		2023-04-18 21:54:07.398869

    		0.2 ms

  





  

    		2023-04-18 22:54:09.533089

    		3.2 ms

  





  

    		2023-04-18 23:54:11.377334

    		0.8 ms

  





  

    		2023-04-19 00:54:13.363155

    		1.0 ms

  





  

    		2023-04-19 01:54:16.457212

    		1.3 ms

  





  

    		2023-04-19 02:54:19.587814

    		-1.1 ms

  





  

    		2023-04-19 03:54:22.78132

    		1.5 ms

  





  

    		2023-04-19 04:54:26.209376

    		-1.1 ms

  





  

    		2023-04-19 05:54:29.547852

    		-0.4 ms

  





  

    		2023-04-19 06:54:33.283138

    		-2.0 ms

  





  

    		2023-04-19 07:54:35.296938

    		-0.4 ms

  





  

    		2023-04-19 08:54:37.409654

    		5.3 ms

  





  

    		2023-04-19 09:54:38.967961

    		6.1 ms

  





  

    		2023-04-19 10:54:40.429156

    		0.8 ms

  





  

    		2023-04-19 11:54:42.067286

    		4.8 ms

  





  

    		2023-04-19 12:54:43.541352

    		-0.7 ms

  





  

    		2023-04-19 13:54:46.785572

    		-0.4 ms

  





  

    		2023-04-19 14:54:48.999168

    		-0.7 ms

  





  

    		2023-04-19 15:54:50.424686

    		-2.4 ms

  





  

    		2023-04-19 16:54:52.405457

    		-0.9 ms

  





  

    		2023-04-19 17:54:55.286069

    		-3.8 ms

  





  

    		2023-04-19 18:54:58.079582

    		-2.2 ms

  





  

    		2023-04-19 19:54:59.504871

    		-6.7 ms

  





  

    		2023-04-19 20:55:01.998693

    		-0.7 ms

  





  

    		2023-04-19 21:55:05.575707

    		-3.4 ms

  





  

    		2023-04-19 22:55:08.824809

    		-4.3 ms

  





  

    		2023-04-19 23:55:12.159294

    		1.5 ms

  





  

    		2023-04-20 00:55:15.432546

    		0.2 ms

  





  

    		2023-04-20 01:55:18.795493

    		-0.9 ms

  





  

    		2023-04-20 02:55:22.035664

    		-0.5 ms

  





  

    		2023-04-20 03:55:24.73186

    		-3.9 ms

  





  

    		2023-04-20 04:55:27.941669

    		0.8 ms

  





  

    		2023-04-20 05:55:30.884583

    		0.6 ms

  





  

    		2023-04-20 06:55:32.510989

    		-1.1 ms

  





  

    		2023-04-20 07:55:34.694049

    		-0.2 ms

  





  

    		2023-04-20 08:55:36.344865

    		-0.6 ms

  





  

    		2023-04-20 09:55:38.384935

    		1.8 ms

  





  

    		2023-04-20 10:55:40.510859

    		0.5 ms

  





  

    		2023-04-20 11:55:42.108748

    		0.5 ms

  





  

    		2023-04-20 12:55:44.398218

    		2.0 ms

  





  

    		2023-04-20 13:55:46.664054

    		-0.1 ms

  





  

    		2023-04-20 14:55:48.368588

    		-2.0 ms

  





  

    		2023-04-20 15:55:50.139184

    		-0.6 ms

  





  

    		2023-04-20 16:55:51.993444

    		-2.4 ms

  





  

    		2023-04-20 17:55:54.877714

    		0.2 ms

  





  

    		2023-04-20 18:55:58.216204

    		0.4 ms

  





  

    		2023-04-20 19:56:00.888226

    		-0.8 ms

  





  

    		2023-04-20 20:56:03.802667

    		-0.3 ms

  





  

    		2023-04-20 21:56:06.26745

    		-0.8 ms

  





  

    		2023-04-20 22:56:09.250796

    		-0.1 ms

  





  

    		2023-04-20 23:56:11.615906

    		1.5 ms

  





  

    		2023-04-21 00:56:13.87375

    		-1.3 ms

  





  

    		2023-04-21 01:56:16.732602

    		-1.2 ms

  





  

    		2023-04-21 02:56:19.580877

    		0.9 ms

  





  

    		2023-04-21 03:56:22.547131

    		-0.2 ms

  





  

    		2023-04-21 04:56:25.330529

    		0.1 ms

  





  

    		2023-04-21 05:56:28.46935

    		0.4 ms

  





  

    		2023-04-21 06:56:30.467478

    		3.6 ms

  





  

    		2023-04-21 07:56:33.340789

    		2.2 ms

  





  

    		2023-04-21 08:56:34.849755

    		3.1 ms

  





  

    		2023-04-21 09:56:36.788277

    		5.1 ms

  





  

    		2023-04-21 10:56:38.608368

    		0.9 ms

  





  

    		2023-04-21 11:56:40.492017

    		1.8 ms

  





  

    		2023-04-21 12:56:42.388133

    		3.4 ms

  





  

    		2023-04-21 13:56:44.396023

    		1.7 ms

  





  

    		2023-04-21 14:56:46.543245

    		-1.2 ms

  





  

    		2023-04-21 15:56:48.655528

    		0.0 ms

  





  

    		2023-04-21 16:56:50.75093

    		0.8 ms

  





  

    		2023-04-21 17:56:52.643493

    		-0.4 ms

  





  

    		2023-04-21 18:56:54.404299

    		0.1 ms

  





  

    		2023-04-21 19:56:56.917766

    		-0.4 ms

  





  

    		2023-04-21 20:57:00.086082

    		-0.2 ms

  





  

    		2023-04-21 21:57:01.790352

    		0.6 ms

  





  

    		2023-04-21 22:57:04.022118

    		-0.5 ms

  





  

    		2023-04-21 23:57:07.885971

    		-0.5 ms

  





  

    		2023-04-22 00:57:09.37124

    		1.6 ms

  





  

    		2023-04-22 01:57:11.240738

    		0.8 ms

  





  

    		2023-04-22 02:57:14.455111

    		-0.8 ms

  





  

    		2023-04-22 03:57:17.416463

    		-0.4 ms

  





  

    		2023-04-22 04:57:20.347972

    		-0.8 ms

  





  

    		2023-04-22 05:57:23.48212

    		0.2 ms

  





  

    		2023-04-22 06:57:26.364046

    		-0.2 ms

  





  

    		2023-04-22 07:57:28.482617

    		0.5 ms

  





  

    		2023-04-22 08:57:30.33617

    		1.2 ms

  





  

    		2023-04-22 09:57:33.434162

    		0.2 ms

  





  

    		2023-04-22 10:57:36.148965

    		0.9 ms

  





  

    		2023-04-22 11:57:37.634713

    		2.4 ms

  





  

    		2023-04-22 12:57:39.557244

    		0.5 ms

  





  

    		2023-04-22 13:57:42.886852

    		-1.0 ms

  





  

    		2023-04-22 14:57:46.306804

    		0.0 ms

  





  

    		2023-04-22 15:57:48.037038

    		0.4 ms

  





  

    		2023-04-22 16:57:49.803335

    		-1.0 ms

  





  

    		2023-04-22 17:57:51.866149

    		0.8 ms

  





  

    		2023-04-22 18:57:54.855783

    		1.9 ms

  





  

    		2023-04-22 19:57:57.5826

    		-0.4 ms

  





  

    		2023-04-22 20:58:00.761706

    		-0.2 ms

  





  

    		2023-04-22 21:58:03.643914

    		-0.3 ms

  





  

    		2023-04-22 22:58:06.170284

    		0.7 ms

  





  

    		2023-04-22 23:58:08.331602

    		0.3 ms

  





  

    		2023-04-23 00:58:10.528437

    		-0.1 ms

  





  

    		2023-04-23 01:58:12.877374

    		0.4 ms

  





  

    		2023-04-23 02:58:16.236585

    		0.8 ms

  





  

    		2023-04-23 03:58:18.733235

    		0.6 ms

  





  

    		2023-04-23 04:58:21.258353

    		-0.3 ms

  





  

    		2023-04-23 05:58:23.70967

    		-4.0 ms

  





  

    		2023-04-23 06:58:27.477014

    		-4.0 ms

  





  

    		2023-04-23 07:58:29.106847

    		-0.9 ms

  





  

    		2023-04-23 08:58:31.383054

    		1.1 ms

  





  

    		2023-04-23 09:58:33.012878

    		1.7 ms

  





  

    		2023-04-23 10:58:34.884547

    		2.5 ms

  





  

    		2023-04-23 11:58:36.671534

    		-0.7 ms

  





  

    		2023-04-23 12:58:39.66823

    		1.3 ms

  





  

    		2023-04-23 13:58:41.515946

    		-0.6 ms

  





  

    		2023-04-23 14:58:43.702504

    		1.6 ms

  





  

    		2023-04-23 15:58:45.984705

    		1.8 ms

  





  

    		2023-04-23 16:58:47.491793

    		0.2 ms

  





  

    		2023-04-23 17:58:50.54427

    		-1.5 ms

  





  

    		2023-04-23 18:58:54.023038

    		2.0 ms

  





  

    		2023-04-23 19:58:55.604559

    		-0.1 ms

  





  

    		2023-04-23 20:58:57.283624

    		1.5 ms

  





  

    		2023-04-23 21:58:59.54079

    		0.4 ms

  





  

    		2023-04-23 22:59:01.718984

    		0.6 ms

  





  

    		2023-04-23 23:59:03.933619

    		-1.5 ms

  





  

    		2023-04-24 00:59:05.992995

    		-2.8 ms

  





  

    		2023-04-24 01:59:08.509274

    		-0.9 ms

  





  

    		2023-04-24 02:59:11.215231

    		-0.2 ms

  





  

    		2023-04-24 03:59:14.450778

    		1.2 ms

  





  

    		2023-04-24 04:59:16.161311

    		1.7 ms

  





  

    		2023-04-24 05:59:17.796822

    		2.0 ms

  





  

    		2023-04-24 06:59:19.313845

    		0.5 ms

  





  

    		2023-04-24 07:59:20.701213

    		1.9 ms

  





  

    		2023-04-24 08:59:22.778274

    		2.7 ms

  





  

    		2023-04-24 09:59:24.533345

    		2.3 ms

  





  

    		2023-04-24 10:59:26.323665

    		3.1 ms

  





  

    		2023-04-24 11:59:27.887592

    		0.9 ms

  





  

    		2023-04-24 12:59:29.71626

    		1.3 ms

  





  

    		2023-04-24 13:59:31.867519

    		0.8 ms

  





  

    		2023-04-24 14:59:33.287297

    		0.3 ms

  





  

    		2023-04-24 15:59:36.200154

    		1.2 ms

  





  

    		2023-04-24 16:59:39.858454

    		-1.1 ms

  





  

    		2023-04-24 17:59:42.704021

    		2.6 ms

  





  

    		2023-04-24 18:59:44.042435

    		-0.1 ms

  





  

    		2023-04-24 19:59:45.628439

    		1.7 ms

  





  

    		2023-04-24 20:59:48.995744

    		-0.2 ms

  





  

    		2023-04-24 21:59:51.239982

    		0.4 ms

  





  

    		2023-04-24 22:59:52.92897

    		-2.5 ms

  





  

    		2023-04-24 23:59:55.765511

    		-1.4 ms

  





  

    		2023-04-25 00:59:59.65427

    		-3.6 ms

  





  

    		2023-04-25 02:00:02.443727

    		1.3 ms

  





  

    		2023-04-25 03:00:05.161607

    		-0.7 ms

  





  

    		2023-04-25 04:00:07.9879

    		-0.8 ms

  





  

    		2023-04-25 05:00:10.623663

    		-0.4 ms

  





  

    		2023-04-25 06:00:12.384307

    		-1.3 ms

  





  

    		2023-04-25 07:00:14.535216

    		2.3 ms

  





  

    		2023-04-25 08:00:16.193003

    		1.9 ms

  





  

    		2023-04-25 09:00:18.082845

    		2.0 ms

  





  

    		2023-04-25 10:00:19.579107

    		2.6 ms

  





  

    		2023-04-25 11:00:22.06642

    		0.1 ms

  





  

    		2023-04-25 12:00:23.625675

    		0.9 ms

  





  

    		2023-04-25 13:00:25.609901

    		3.5 ms

  





  

    		2023-04-25 14:00:27.772768

    		-0.4 ms

  





  

    		2023-04-25 15:00:29.600298

    		0.2 ms

  





  

    		2023-04-25 16:00:31.426076

    		0.9 ms

  





  

    		2023-04-25 17:00:33.145942

    		4.4 ms

  





  

    		2023-04-25 18:00:35.812276

    		4.0 ms

  





  

    		2023-04-25 19:00:37.285823

    		0.3 ms

  





  

    		2023-04-25 20:00:41.378651

    		1.3 ms

  





  

    		2023-04-25 21:00:44.461347

    		1.7 ms

  





  

    		2023-04-25 22:00:45.832655

    		-0.1 ms

  





  

    		2023-04-25 23:00:49.502235

    		-0.6 ms

  





  

    		2023-04-26 00:00:52.442034

    		-2.3 ms

  





  

    		2023-04-26 01:00:54.891459

    		-2.7 ms

  





  

    		2023-04-26 02:00:57.476659

    		-1.0 ms

  





  

    		2023-04-26 03:01:00.229457

    		-2.9 ms

  





  

    		2023-04-26 04:01:02.992463

    		-0.9 ms

  





  

    		2023-04-26 05:01:05.338426

    		-5.7 ms

  





  

    		2023-04-26 06:01:08.270804

    		-1.3 ms

  





  

    		2023-04-26 07:01:10.700056

    		0.8 ms

  





  

    		2023-04-26 08:01:13.153065

    		-3.4 ms

  





  

    		2023-04-26 09:01:16.010599

    		0.4 ms

  





  

    		2023-04-26 10:01:17.759828

    		1.4 ms

  





  

    		2023-04-26 11:01:20.139096

    		0.8 ms

  





  

    		2023-04-26 12:01:22.773836

    		0.3 ms

  





  

    		2023-04-26 13:01:25.235393

    		0.3 ms

  





  

    		2023-04-26 14:01:28.008988

    		-0.4 ms

  





  

    		2023-04-26 15:01:30.021175

    		-1.5 ms

  





  

    		2023-04-26 16:01:31.753907

    		-0.2 ms

  





  

    		2023-04-26 17:01:33.245587

    		-1.9 ms

  





  

    		2023-04-26 18:01:36.115508

    		3.4 ms

  





  

    		2023-04-26 19:01:38.814878

    		1.2 ms

  





  

    		2023-04-26 20:01:41.348513

    		1.8 ms

  





  

    		2023-04-26 21:01:44.907051

    		-1.5 ms

  





  

    		2023-04-26 22:01:47.747944

    		-1.7 ms

  





  

    		2023-04-26 23:01:50.430473

    		-3.4 ms

  





  

    		2023-04-27 00:02:12.827622

    		-0.9 ms

  





  

    		2023-04-27 01:02:17.606538

    		-0.4 ms

  





  

    		2023-04-27 02:02:20.014857

    		-0.4 ms

  





  

    		2023-04-27 03:02:22.478908

    		-0.5 ms

  





  

    		2023-04-27 04:02:24.759853

    		1.2 ms

  





  

    		2023-04-27 05:02:27.83663

    		1.7 ms

  





  

    		2023-04-27 06:02:30.568787

    		3.4 ms

  





  

    		2023-04-27 07:02:32.685372

    		-0.4 ms

  





  

    		2023-04-27 08:02:34.569052

    		1.1 ms

  





  

    		2023-04-27 09:02:36.197742

    		1.7 ms

  





  

    		2023-04-27 10:02:37.698447

    		-0.1 ms

  





  

    		2023-04-27 11:02:39.356829

    		0.4 ms

  





  

    		2023-04-27 12:02:41.25268

    		-4.4 ms

  





  

    		2023-04-27 13:02:44.533556

    		0.8 ms

  





  

    		2023-04-27 14:02:46.185595

    		1.5 ms

  





  

    		2023-04-27 15:02:47.994895

    		0.6 ms

  





  

    		2023-04-27 16:02:50.036972

    		-0.2 ms

  





  

    		2023-04-27 17:02:51.902689

    		2.0 ms

  





  

    		2023-04-27 18:02:54.167895

    		0.1 ms

  





  

    		2023-04-27 19:02:57.717098

    		0.2 ms

  





  

    		2023-04-27 20:03:00.856352

    		-1.6 ms

  





  

    		2023-04-27 21:03:03.98123

    		1.1 ms

  





  

    		2023-04-27 22:03:06.863775

    		1.3 ms

  





  

    		2023-04-27 23:03:10.194834

    		0.8 ms

  





  

    		2023-04-28 00:03:13.268404

    		-0.2 ms

  





  

    		2023-04-28 01:03:15.482642

    		-0.8 ms

  





  

    		2023-04-28 02:03:18.558642

    		0.2 ms

  





  

    		2023-04-28 03:03:21.524982

    		-1.3 ms

  





  

    		2023-04-28 04:03:24.807129

    		-4.1 ms

  





  

    		2023-04-28 05:03:28.162452

    		-0.3 ms

  





  

    		2023-04-28 06:03:30.950886

    		0.2 ms

  





  

    		2023-04-28 07:03:32.619039

    		-0.9 ms

  





  

    		2023-04-28 08:03:34.123853

    		-0.1 ms

  





  

    		2023-04-28 09:03:36.490728

    		-3.8 ms

  





  

    		2023-04-28 10:03:38.186124

    		2.5 ms

  





  

    		2023-04-28 11:03:40.115333

    		-3.0 ms

  





  

    		2023-04-28 12:03:42.022791

    		1.7 ms

  





  

    		2023-04-28 13:03:44.038034

    		1.4 ms

  





  

    		2023-04-28 14:03:46.874635

    		2.6 ms

  





  

    		2023-04-28 15:03:48.343232

    		-0.4 ms

  





  

    		2023-04-28 16:03:50.752374

    		0.3 ms

  





  

    		2023-04-28 17:03:53.192855

    		2.2 ms

  





  

    		2023-04-28 18:03:56.272301

    		0.4 ms

  





  

    		2023-04-28 19:03:58.004087

    		-1.6 ms

  





  

    		2023-04-28 20:03:59.847888

    		-4.3 ms

  





  

    		2023-04-28 21:04:02.879163

    		-0.5 ms

  





  

    		2023-04-28 22:04:06.448402

    		-1.2 ms

  





  

    		2023-04-28 23:04:10.038455

    		-1.6 ms

  





  

    		2023-04-29 00:04:12.777165

    		-1.8 ms

  





  

    		2023-04-29 01:04:15.601414

    		-4.5 ms

  





  

    		2023-04-29 02:04:18.081321

    		-0.3 ms

  





  

    		2023-04-29 03:04:20.401232

    		1.1 ms

  





  

    		2023-04-29 04:04:22.98306

    		-0.1 ms

  





  

    		2023-04-29 05:04:25.470032

    		-1.2 ms

  





  

    		2023-04-29 06:04:28.354305

    		-0.6 ms

  





  

    		2023-04-29 07:04:30.342647

    		0.7 ms

  





  

    		2023-04-29 08:04:33.388112

    		-0.7 ms

  





  

    		2023-04-29 09:04:34.991084

    		1.9 ms

  





  

    		2023-04-29 10:04:37.604111

    		1.4 ms

  





  

    		2023-04-29 11:04:39.101734

    		2.9 ms

  





  

    		2023-04-29 12:04:41.110046

    		1.1 ms

  





  

    		2023-04-29 13:04:43.937022

    		1.0 ms

  





  

    		2023-04-29 14:04:47.221342

    		-2.0 ms

  





  

    		2023-04-29 15:04:50.375886

    		0.2 ms

  





  

    		2023-04-29 16:04:51.911026

    		0.9 ms

  





  

    		2023-04-29 17:04:55.242087

    		-0.1 ms

  





  

    		2023-04-29 18:04:57.043543

    		-0.1 ms

  





  

    		2023-04-29 19:05:00.045404

    		2.6 ms

  





  

    		2023-04-29 20:05:02.822498

    		-1.8 ms

  





  

    		2023-04-29 21:05:04.951116

    		0.2 ms

  





  

    		2023-04-29 22:05:08.649305

    		-2.0 ms

  





  

    		2023-04-29 23:05:11.687321

    		-2.2 ms

  





  

    		2023-04-30 00:05:15.091394

    		1.3 ms

  





  

    		2023-04-30 01:05:17.675054

    		-1.0 ms

  





  

    		2023-04-30 02:05:20.189103

    		-0.1 ms

  





  

    		2023-04-30 03:05:23.138386

    		-2.8 ms

  





  

    		2023-04-30 04:05:25.573854

    		-3.3 ms

  





  

    		2023-04-30 05:05:27.801929

    		-4.0 ms

  





  

    		2023-04-30 06:05:29.622924

    		-1.7 ms

  





  

    		2023-04-30 07:05:32.517403

    		-3.6 ms

  





  

    		2023-04-30 08:05:34.227121

    		0.9 ms

  





  

    		2023-04-30 09:05:35.944711

    		1.6 ms

  





  

    		2023-04-30 10:05:39.691004

    		0.6 ms

  





  

    		2023-04-30 11:05:42.74816

    		1.7 ms

  





  

    		2023-04-30 12:05:44.536547

    		0.4 ms

  





  

    		2023-04-30 13:05:46.970701

    		-3.8 ms

  





  

    		2023-04-30 14:05:50.336447

    		0.4 ms

  





  

    		2023-04-30 15:05:53.34707

    		-0.8 ms

  





  

    		2023-04-30 16:05:56.762219

    		0.0 ms

  





  

    		2023-04-30 17:06:00.101866

    		-4.7 ms

  





  

    		2023-04-30 18:06:01.781853

    		2.4 ms

  





  

    		2023-04-30 19:06:03.902806

    		-1.0 ms

  





  

    		2023-04-30 20:06:07.345898

    		-1.3 ms

  





  

    		2023-04-30 21:06:10.352336

    		0.2 ms

  





  

    		2023-04-30 22:06:14.125468

    		-1.5 ms

  





  

    		2023-04-30 23:06:16.803666

    		1.1 ms

  





  

    		2023-05-01 00:06:19.649588

    		-0.6 ms

  





  

    		2023-05-01 01:06:22.413362

    		-3.2 ms

  





  

    		2023-05-01 02:06:25.456254

    		-3.6 ms

  





  

    		2023-05-01 03:06:28.058236

    		-3.2 ms

  





  

    		2023-05-01 04:06:30.803146

    		0.1 ms

  





  

    		2023-05-01 05:06:33.668089

    		-0.7 ms

  





  

    		2023-05-01 06:06:36.288727

    		1.7 ms

  





  

    		2023-05-01 07:06:39.128274

    		-0.3 ms

  





  

    		2023-05-01 08:06:42.448644

    		0.3 ms

  





  

    		2023-05-01 09:06:45.578107

    		-4.3 ms

  





  

    		2023-05-01 10:06:47.200272

    		1.8 ms

  





  

    		2023-05-01 11:06:49.587863

    		1.0 ms

  





  

    		2023-05-01 12:06:51.11167

    		-3.5 ms

  





  

    		2023-05-01 13:06:52.915462

    		0.7 ms

  





  

    		2023-05-01 14:06:54.736706

    		0.2 ms

  





  

    		2023-05-01 15:06:56.44432

    		-0.3 ms

  





  

    		2023-05-01 16:06:58.175666

    		-3.2 ms

  





  

    		2023-05-01 17:06:59.717537

    		1.3 ms

  





  

    		2023-05-01 18:07:01.372479

    		-1.0 ms

  





  

    		2023-05-01 19:07:03.74984

    		-1.2 ms

  





  

    		2023-05-01 20:07:06.70864

    		1.7 ms

  





  

    		2023-05-01 21:07:09.695432

    		0.0 ms

  





  

    		2023-05-01 22:07:13.473631

    		-4.2 ms

  





  

    		2023-05-01 23:07:16.35508

    		-5.2 ms

  





  

    		2023-05-02 00:07:19.768345

    		-1.3 ms

  





  

    		2023-05-02 01:07:22.095486

    		-1.7 ms

  





  

    		2023-05-02 02:07:23.785272

    		-0.9 ms

  





  

    		2023-05-02 03:07:27.146907

    		-0.1 ms

  





  

    		2023-05-02 04:07:30.324228

    		0.1 ms

  





  

    		2023-05-02 05:07:33.82777

    		-4.2 ms

  





  

    		2023-05-02 06:07:37.105854

    		-3.7 ms

  





  

    		2023-05-02 07:07:38.929495

    		1.4 ms

  





  

    		2023-05-02 08:07:41.712264

    		-3.5 ms

  





  

    		2023-05-02 09:07:43.929371

    		1.4 ms

  





  

    		2023-05-02 10:07:46.386057

    		2.8 ms

  





  

    		2023-05-02 11:07:48.218518

    		3.3 ms

  





  

    		2023-05-02 12:07:49.676032

    		5.6 ms

  





  

    		2023-05-02 13:07:51.365283

    		4.5 ms

  





  

    		2023-05-02 14:07:52.859298

    		0.7 ms

  





  

    		2023-05-02 15:07:55.098961

    		1.3 ms

  





  

    		2023-05-02 16:07:56.572885

    		0.8 ms

  





  

    		2023-05-02 17:07:58.852699

    		-0.2 ms

  





  

    		2023-05-02 18:08:01.919956

    		-1.1 ms

  





  

    		2023-05-02 19:08:05.86753

    		-1.2 ms

  





  

    		2023-05-02 20:08:09.45119

    		-2.3 ms

  





  

    		2023-05-02 21:08:10.953144

    		-4.4 ms

  





  

    		2023-05-02 22:08:13.276592

    		-11.4 ms

  





  

    		2023-05-02 23:08:15.737316

    		-1.5 ms

  





  

    		2023-05-03 00:08:19.112089

    		-2.5 ms

  





  

    		2023-05-03 01:08:20.746083

    		-1.0 ms

  





  

    		2023-05-03 02:08:24.692497

    		-5.8 ms

  





  

    		2023-05-03 03:08:28.10557

    		-0.9 ms

  





  

    		2023-05-03 04:08:30.771426

    		0.2 ms

  





  

    		2023-05-03 05:08:33.724953

    		-1.3 ms

  





  

    		2023-05-03 06:08:37.588767

    		1.7 ms

  





  

    		2023-05-03 07:08:40.79074

    		1.2 ms

  





  

    		2023-05-03 08:08:43.605228

    		3.9 ms

  





  

    		2023-05-03 09:08:46.021831

    		0.3 ms

  





  

    		2023-05-03 10:08:47.781479

    		1.7 ms

  





  

    		2023-05-03 11:08:49.67052

    		3.2 ms

  





  

    		2023-05-03 12:08:51.981789

    		3.7 ms

  





  

    		2023-05-03 13:08:55.339426

    		2.5 ms

  





  

    		2023-05-03 14:08:57.636176

    		1.4 ms

  





  

    		2023-05-03 15:08:59.995695

    		-1.2 ms

  





  

    		2023-05-03 16:09:01.744647

    		0.4 ms

  





  

    		2023-05-03 17:09:03.905936

    		-1.3 ms

  





  

    		2023-05-03 18:09:06.535001

    		-1.7 ms

  





  

    		2023-05-03 19:09:09.639869

    		8.2 ms

  





  

    		2023-05-03 20:09:12.670762

    		-0.2 ms

  





  

    		2023-05-03 21:09:14.917458

    		0.4 ms

  





  

    		2023-05-03 22:09:17.778707

    		-1.7 ms

  





  

    		2023-05-03 23:09:20.726058

    		-5.7 ms

  





  

    		2023-05-04 00:09:23.458902

    		-2.0 ms

  





  

    		2023-05-04 01:09:25.721976

    		-2.2 ms

  





  

    		2023-05-04 02:09:28.828226

    		-1.7 ms

  





  

    		2023-05-04 03:09:32.072359

    		-1.8 ms

  





  

    		2023-05-04 04:09:34.781427

    		-2.8 ms

  





  

    		2023-05-04 05:09:36.349176

    		-0.8 ms

  





  

    		2023-05-04 06:09:39.892177

    		0.1 ms

  





  

    		2023-05-04 07:09:43.462734

    		1.9 ms

  





  

    		2023-05-04 08:09:45.502935

    		-5.1 ms

  





  

    		2023-05-04 09:09:47.123111

    		2.3 ms

  





  

    		2023-05-04 10:09:48.932732

    		2.0 ms

  





  

    		2023-05-04 11:09:50.783709

    		0.7 ms

  





  

    		2023-05-04 12:09:52.606656

    		1.2 ms

  





  

    		2023-05-04 13:09:54.796655

    		0.0 ms

  





  

    		2023-05-04 14:09:56.551126

    		1.9 ms

  





  

    		2023-05-04 15:09:59.347691

    		2.0 ms

  





  

    		2023-05-04 16:10:01.75093

    		3.0 ms

  





  

    		2023-05-04 17:10:04.397577

    		-0.5 ms

  





  

    		2023-05-04 18:10:06.706922

    		-0.9 ms

  





  

    		2023-05-04 19:10:08.658758

    		-0.4 ms

  





  

    		2023-05-04 20:10:12.089617

    		-1.0 ms

  





  

    		2023-05-04 21:10:13.6558

    		0.8 ms

  





  

    		2023-05-04 22:10:16.165504

    		-3.9 ms

  





  

    		2023-05-04 23:10:18.104144

    		0.9 ms

  





  

    		2023-05-05 00:10:21.708884

    		0.1 ms

  





  

    		2023-05-05 01:10:25.173305

    		1.8 ms

  





  

    		2023-05-05 02:10:27.802905

    		-3.4 ms

  





  

    		2023-05-05 03:10:30.054776

    		-0.5 ms

  





  

    		2023-05-05 04:10:32.13372

    		-3.5 ms

  





  

    		2023-05-05 05:10:34.033488

    		-0.5 ms

  





  

    		2023-05-05 06:10:36.937479

    		0.8 ms

  





  

    		2023-05-05 07:10:38.482975

    		0.6 ms

  





  

    		2023-05-05 08:10:40.167652

    		1.4 ms

  





  

    		2023-05-05 09:10:42.87765

    		2.4 ms

  





  

    		2023-05-05 10:10:44.369304

    		3.6 ms

  





  

    		2023-05-05 11:10:46.352564

    		2.0 ms

  





  

    		2023-05-05 12:10:48.198372

    		1.4 ms

  





  

    		2023-05-05 13:10:49.825374

    		-4.3 ms

  





  

    		2023-05-05 14:10:51.962746

    		0.8 ms

  





  

    		2023-05-05 15:10:53.443276

    		0.4 ms

  





  

    		2023-05-05 16:10:55.814579

    		2.0 ms

  





  

    		2023-05-05 17:10:59.572089

    		1.8 ms

  





  

    		2023-05-05 18:11:03.254747

    		0.6 ms

  





  

    		2023-05-05 19:11:07.022972

    		-1.4 ms

  





  

    		2023-05-05 20:11:10.641532

    		-0.5 ms

  





  

    		2023-05-05 21:11:12.756618

    		-1.2 ms

  





  

    		2023-05-05 22:11:14.875119

    		-5.1 ms

  





  

    		2023-05-05 23:11:16.829167

    		-0.7 ms

  





  

    		2023-05-06 00:11:19.324042

    		-0.5 ms

  





  

    		2023-05-06 01:11:22.855002

    		-1.3 ms

  





  

    		2023-05-06 02:11:25.652198

    		-2.6 ms

  





  

    		2023-05-06 03:11:28.496942

    		-2.0 ms

  





  

    		2023-05-06 04:11:30.638754

    		-1.0 ms

  





  

    		2023-05-06 05:11:34.379593

    		-5.4 ms

  





  

    		2023-05-06 06:11:38.279217

    		-0.6 ms

  





  

    		2023-05-06 07:11:41.559431

    		-1.5 ms

  





  

    		2023-05-06 08:11:43.368438

    		0.1 ms

  





  

    		2023-05-06 09:11:45.143245

    		1.5 ms

  





  

    		2023-05-06 10:11:46.813691

    		0.1 ms

  





  

    		2023-05-06 11:11:48.466788

    		0.1 ms

  





  

    		2023-05-06 12:11:50.678411

    		0.9 ms

  





  

    		2023-05-06 13:11:53.661347

    		0.2 ms

  





  

    		2023-05-06 14:11:55.618552

    		-0.4 ms

  





  

    		2023-05-06 15:11:58.29832

    		0.4 ms

  





  

    		2023-05-06 16:11:59.98578

    		0.7 ms

  





  

    		2023-05-06 17:12:01.587437

    		2.4 ms

  





  

    		2023-05-06 18:12:03.298972

    		-0.2 ms

  





  

    		2023-05-06 19:12:05.795714

    		-0.7 ms

  





  

    		2023-05-06 20:12:08.410984

    		-0.9 ms

  





  

    		2023-05-06 21:12:11.743143

    		0.5 ms

  





  

    		2023-05-06 22:12:14.151584

    		0.1 ms

  





  

    		2023-05-06 23:12:17.205084

    		0.4 ms

  





  

    		2023-05-07 00:12:20.340677

    		0.4 ms

  





  

    		2023-05-07 01:12:23.262902

    		0.2 ms

  





  

    		2023-05-07 02:12:25.832973

    		0.4 ms

  





  

    		2023-05-07 03:12:28.401249

    		-0.8 ms

  





  

    		2023-05-07 04:12:30.107747

    		1.3 ms

  





  

    		2023-05-07 05:12:31.885288

    		-0.4 ms

  





  

    		2023-05-07 06:12:35.704726

    		-0.1 ms

  





  

    		2023-05-07 07:12:39.131949

    		-1.1 ms

  





  

    		2023-05-07 08:12:41.874268

    		0.2 ms

  





  

    		2023-05-07 09:12:44.399916

    		-1.5 ms

  





  

    		2023-05-07 10:12:47.664243

    		1.7 ms

  





  

    		2023-05-07 11:12:50.323512

    		0.3 ms

  





  

    		2023-05-07 12:12:51.789846

    		-1.7 ms

  





  

    		2023-05-07 13:12:54.691894

    		1.4 ms

  





  

    		2023-05-07 14:12:57.36576

    		8.9 ms

  





  

    		2023-05-07 15:13:00.053477

    		2.5 ms

  





  

    		2023-05-07 16:13:02.352784

    		1.5 ms

  





  

    		2023-05-07 17:13:04.049636

    		1.6 ms

  





  

    		2023-05-07 18:13:05.743579

    		-0.4 ms

  





  

    		2023-05-07 19:13:08.19399

    		1.0 ms

  





  

    		2023-05-07 20:13:10.409691

    		-4.5 ms

  





  

    		2023-05-07 21:13:14.063619

    		-0.4 ms

  





  

    		2023-05-07 22:13:17.004223

    		-1.6 ms

  





  

    		2023-05-07 23:13:19.912831

    		0.3 ms

  





  

    		2023-05-08 00:13:23.027786

    		-0.2 ms

  





  

    		2023-05-08 01:13:25.850671

    		-1.6 ms

  





  

    		2023-05-08 02:13:28.111365

    		0.1 ms

  





  

    		2023-05-08 03:13:31.605486

    		0.9 ms

  





  

    		2023-05-08 04:13:34.591789

    		2.4 ms

  





  

    		2023-05-08 05:13:37.962604

    		1.7 ms

  





  

    		2023-05-08 06:13:39.605847

    		2.7 ms

  





  

    		2023-05-08 07:13:41.383585

    		2.2 ms

  





  

    		2023-05-08 08:13:42.849976

    		1.9 ms

  





  

    		2023-05-08 09:13:44.72614

    		1.7 ms

  





  

    		2023-05-08 10:13:46.433768

    		-3.5 ms

  





  

    		2023-05-08 11:13:48.063148

    		-0.8 ms

  





  

    		2023-05-08 12:13:49.681624

    		-0.1 ms

  





  

    		2023-05-08 13:13:51.765846

    		4.3 ms

  





  

    		2023-05-08 14:13:53.98407

    		2.2 ms

  





  

    		2023-05-08 15:13:55.876822

    		2.9 ms

  





  

    		2023-05-08 16:13:58.560374

    		-0.6 ms

  





  

    		2023-05-08 17:13:59.986804

    		1.5 ms

  





  

    		2023-05-08 18:14:02.664252

    		0.0 ms

  





  

    		2023-05-08 19:14:04.875074

    		0.1 ms

  





  

    		2023-05-08 20:14:06.547552

    		0.8 ms

  





  

    		2023-05-08 21:14:10.134967

    		-3.4 ms

  





  

    		2023-05-08 22:14:13.7596

    		-1.5 ms

  





  

    		2023-05-08 23:14:16.791501

    		-1.5 ms

  





  

    		2023-05-09 00:14:20.186837

    		-1.7 ms

  





  

    		2023-05-09 01:14:22.921493

    		-1.5 ms

  





  

    		2023-05-09 02:14:25.751847

    		-3.3 ms

  





  

    		2023-05-09 03:14:27.948132

    		-1.4 ms

  





  

    		2023-05-09 04:14:30.367405

    		-3.1 ms

  





  

    		2023-05-09 05:14:33.683194

    		-3.2 ms

  





  

    		2023-05-09 06:14:37.55692

    		-2.7 ms

  





  

    		2023-05-09 07:14:40.715902

    		0.5 ms

  





  

    		2023-05-09 08:14:42.44012

    		-1.3 ms

  





  

    		2023-05-09 09:14:43.913083

    		-3.3 ms

  





  

    		2023-05-09 10:14:45.615519

    		1.5 ms

  





  

    		2023-05-09 11:14:48.117169

    		-3.4 ms

  





  

    		2023-05-09 12:14:50.20208

    		0.2 ms

  





  

    		2023-05-09 13:14:51.955549

    		-5.8 ms

  





  

    		2023-05-09 14:14:53.536796

    		0.6 ms

  





  

    		2023-05-09 15:14:55.117939

    		0.9 ms

  





  

    		2023-05-09 16:14:56.998268

    		0.0 ms

  





  

    		2023-05-09 17:14:58.392379

    		-0.1 ms

  





  

    		2023-05-09 18:14:59.922596

    		0.0 ms

  





  

    		2023-05-09 19:15:02.50767

    		1.8 ms

  





  

    		2023-05-09 20:15:05.671047

    		0.2 ms

  





  

    		2023-05-09 21:15:07.182232

    		-0.3 ms

  





  

    		2023-05-09 22:15:10.263559

    		-0.5 ms

  





  

    		2023-05-09 23:15:13.633518

    		-5.3 ms

  





  

    		2023-05-10 00:15:16.762992

    		-1.0 ms

  





  

    		2023-05-10 01:15:18.911151

    		-0.5 ms

  





  

    		2023-05-10 02:15:21.074486

    		-1.1 ms

  





  

    		2023-05-10 03:15:23.868602

    		-2.7 ms

  





  

    		2023-05-10 04:15:26.895675

    		-0.1 ms

  





  

    		2023-05-10 05:15:30.251565

    		-1.6 ms

  





  

    		2023-05-10 06:15:33.609421

    		0.2 ms

  





  

    		2023-05-10 07:15:35.363149

    		10.6 ms

  





  

    		2023-05-10 08:15:36.945913

    		1.7 ms

  





  

    		2023-05-10 09:15:38.440449

    		1.7 ms

  





  

    		2023-05-10 10:15:39.944466

    		0.0 ms

  





  

    		2023-05-10 11:15:41.902062

    		2.2 ms

  





  

    		2023-05-10 12:15:43.891443

    		1.7 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



  

  

    		

    		147.161.188.104

    		Linn Haslum Lindgren (LHL) signed the document. A screen capture was not done for this event. Click here to see attached screen capture of the reference signing view created at 2023-04-21 16:20:00 UTC.

  



  

    		

    		85.202.81.148

    		Tarmo Makslahti (TM) signed the document. A screen capture was not done for this event. Click here to see attached screen capture of the reference signing view created at 2023-04-21 16:20:00 UTC.

  



  

    		

    		46.246.105.23

    		Per-Inge Ahlbäck (PA) signed the document. A screen capture was not done for this event. Click here to see attached screen capture of the reference signing view created at 2023-04-28 15:56:21 UTC.

  









