@ Hyresgastféreningen

Protokoll

Hyresgastforeningen Region Stockholm

Protokoll fran Hyresgastforeningens Region Stockholm fullméaktige I6rdagen
den 23 april 2022 kI 09:00 — 16:50.

Fullméktiges mote genomférdes digitalt med hjalp av métesplattformen
Easymeet Online.

Innan fullmaktiges moéte 6ppnades informerade Jonas Carlsson, regionstyrel-
sen, om att motet spelas in och att den som inte vill komma med i bild ska
stanga av sin kamera. Om skarmen blir svart under moétet ska man ga ur métet
och logga in pa nytt. Han meddelade ocksa numret till Easymeets support,
0184770410, dit man vander sig vid tekniska problem.

§ 1 Regionfullmaktiges 6ppnande

Regionens ordférande Simon Safari hélsade de narvarande vélkomna, och inledde med
en kort tillbakablick pa verksamhetsaret 2021, som var starkt praglat av den pagaende
pandemin. Han papekade att trots de begransningar i verksamheten som restriktionerna
medfdrde, och trots svarigheterna att kunna motas, tog organisationen viktiga steg
framat med nytankande och inte minst i att lara ny teknik for att kunna driva verksam-
heten vidare.

Simon pekade sedan pa de stora utmaningarna under 2021 — renovrakningar, 6kande
hotelluthyrning av lagenheter, ombildningar — som sammantaget utgor stora hot mot
hyresgésterna och medfor att antalet hyreslagenheter krymper. Trots detta kan vi anda
se tillbaka pa segrar, inte minst nar det géallde marknadshyra i nyproduktion, men aven i
forhandlings- och juridisk verksamhet dar stora pengar sparats och vunnits at enskilda
hyresgaster.

Vi har ocksa haft stora framgangar i sociala media och i kampanjer, t ex tillsammans
med Kommunal om var valfardens hjaltar ska bo.

Simon forklarade darefter 2022 ars varfullmaktige for 6ppnat och bad innan férhand-
lingarnas startade fullméktige resa sig under en tyst minut for de kamrater som l&mnat
oss under verksamhetsaret.
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§ 2 Fragan om kallelse behorigen skett

Simon Safari meddelade att kallelsen till fullméktige sandes ut fran regionkontoret den
2022-04-05.
Fullmaktige beslutade:

- att kallelse till motet skett i behdrig ordning.

§ 3 Faststdllande av rostlangd

Simon Safari informerade om att 115 rostberattigade ombud avprickats klockan 09:07
samt foreslog att antalet i systemet inloggade ledamoter med rostratt skulle utgdra rost-
langd under motet.

Fullmaktige beslutade:
- att faststalla rostlangden.

§ 4 Faststdllande av datum for protokollsjustering

Simon Safari foreslog att datum for protokollsjustering skulle faststéllas till 9 maj 2022.
Fullmaktige beslutade:
- att faststélla datum for protokollsjustering till 9 maj 2022.

§ 5 Val av motesordforande

Valberedningens foredragande, Maj Loven, foreslog Elisabeth Brandt Ygeman och El-
linor Eriksson som motesordforande.
Fullmaktige beslutade:

- attvélja dessa i enlighet med valberedningens forslag.

§ 6 Val av motessekreterare

Valberedningens foredragande, Maj Lovén, foreslog Max Karlsson, Kerstin Krebs och
Emma Jonsson, alla fran regionkontoret, som sekreterare for motet.

Fullmaktige beslutade:
- attvalja dessa i enlighet med valberedningens forslag.

§ 7 Val av tva protokollsjusterare

Valberedningens foredragande, Maj Lovén, foreslog Inger Andersson, Nordost och Mia
Astemo, Sodertélje/Nykvarn som protokollsjusterare.
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Yttrade sig:

Kicki Glasberg, Bromma Eker6, i ordningsfraga om att deltagare aker ur motet, vilken
besvarades av moétesordforande med att uppmana deltagare som drabbas av detta, eller
andra tekniska problem, att kontakta support.

Fullmaktige beslutade:
- att vélja protokollsjusterare i enlighet med valberedningens forslag.

§8

a) Val av redaktionsutskott

Valberedningens foredragande, Maj Lovén, foreslog foljande till redaktionsutskott:

Anders Linder, Tyres6, som ocksa foreslogs som sammankallande, Birgitta Lundin,
Vallingby, Kjell Soderstam, Sundbyberg, Ylva Fernvall, Ostermalm, Ann-Margarethe
Livh, regionstyrelsen, Elisabeth Hammarberg, regionkontoret.

Fullmaktige beslutade:
- att valja dessa i enlighet med valberedningens forslag

- att vélja Anders Linder till ssmmankallande for redaktionsutskottet i enlighet
med valberedningens forslag.

b) Forslag till redaktionsutskottet

Presidiet foreslog att forslag till redaktionsutskottet lamnas senast kl. 12:00.
Fullmaktige beslutade:

- att faststalla sista tid for inlamning av forslag till redaktionsutskottet till KI.
12:00 i enlighet med presidiets forslag.

§ 9 Faststallande av dag- och arbetsordning

Motesordforande inledde med att informera om att en punkt 18 b) Fyllnadsval, lagts till
pa dagordningen, och gick darefter igenom forslaget till arbetsordning, och de motes-
tekniska regler som géller under fullmaktige. 1:a, 2:a och 3:e talarlista foreslas tillampas
liksom att varje ledamot har en total taltid av 12 minuter. Rostlangden utgdrs av de som
ar inloggade i systemet, och alltsa har mojlighet att rosta. De som har eventuella teknik-
problem uppmanas att vanda sig till support. Den som begar ordningsfraga uppmanas
att ocksa skriva in vad ordningsfragan géller. Forsta inlagg far vara 3 minuter, undanta-
get motiondr och 6vriga foredragande, och talartiden kan vid behov kortas. Beslut fattas
genom votering i det digitala systemet. Personval foreslas vara omedelbart justerade.

Yttrade sig:
Thomas Axelsson, Sollentuna, angaende val av erséttare till regionstyrelsen
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Maj Lovén, valberedningen, angaende att valberedningen inte foreslar val av ersattare
Simon Safari, regionstyrelsen, angaende dagordningen

Thomas Axelsson, Sollentuna, angaende dagordningen

Ylva Harnesk, Jarva, angaende behandling av forhandlingsrutiner

Peter Laine, Sundbyberg, angaende fullméaktiges dagordning

Simon Safari, regionstyrelsen, angdende fullméktiges dagordning

Richard Dazley, Jarfalla, angaende dagordningen

Simon Safari, regionstyrelsen, slutord om fullméaktiges dagordning

Foljande yrkanden lamnades:
Av Thomas Axelsson
Justera dagordningen sa att den foljer stadgarnas 6.2.2 och 6.3.2.

16. Forslag om antal (13) ledamoter i styrelsen och erséttare.
18. Val av sex (6) ledamoter for 2 ar och erséttare.

Fullmaktige beslutade:

- att faststdlla dag- och arbetsordning med tilldgg av punkten 18 b) Fyllnadsval
och 18 c) val av ersattare i enlighet med stadgarna §6.2.2

- att punkt 23 byter namn och d&mne till Faststéllande av rutiner for regionens for-
handlingsarbete, i enlighet med stadgarna §6.2.2, och att punkten 10 byter namn
till Gaster har ordet

- att faststalla dagordningen med dessa forandringar

8§10 Gaster har ordet

a) Forbundsordforande Marie Linder

Marie Linder berattar om att det &r flera foreningar och regioner som haller arsmoten
och fullméktige samma helg, och sager att foreningsdemokratin ar en viktig del av sam-
héllet. Hela sju av nio regioner haller arsméte eller fullméktige samma helg.

Stockholm é&r en fantastisk stad, pa flera olika satt. Marie sager att hon &r glad dver sta-
dens mangfald, med natur, vatten och ett underbart stadsliv med méanniskor fran hela
varlden. Men det ar bara den ena bilden. Uppvéxten ar fortfarande véldigt ojamlik, och
den ekonomiska ojamlikheten praglar delar av staden. Kommuner som Danderyd och
Taby har knappt nagra hyresratter alls, och om vi ska ha en region som haller ihop
handlar det om att bygga ett samhalle for alla ménniskor. Dér ligger kommunernas an-
svar, segregation gar att I6sa med politiska forslag.

Unga tvingas fortfarande att bo kvar hemma. Det kan ocksa avhjalpas av politiska be-
slut i bade kommun och fran staten, och alla kommuner maste man ta sitt ansvar for att
bygga sa att alla har méjlighet att bo och leva dar.
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I tidningarna kan alla 1dsa om hur politiker har har gett bort det gemensamma med om-
bildningsvagor och utforsaljningar. Det har vi vetat om och sett lange. Ombildningar,
hotellifiering, renovrakningar och utforsaljningar ar fenomen som kan forgda en hel
hyresmarknad, men som vi kan stoppa. Darfor startar ocksa Férbundet och region
Stockholm upp en ny gemensam styrgrupp for just hotellifiering. Marie sdger att hon ar
glad och stolt 6ver de projekt och initiativ som Stockholm har tagit i fragan.

| ar ar det ett sarskilt viktigt ar, for det ar valar. Att vi pratar med kommunpolitiker och
vara grannar kommer att vara avgorande for bostadspolitiken och for valet. Och det ar
avgorande vilka som styr. Vi sager inte vem man ska rosta pa, men vi har tydliga for-
slag och vi kommer att driva de frdgorna som vara medlemmar tycker ar viktiga. Manga
forlitar sig pa oss och var kraft!

Var grund och bas &r vara bostadsomraden. Ibland &r vi lite lutherska, men vi behover
klappa oss pa ryggen och paminna oss om att vi gor sa mycket bra verksamhet. Paminna
0ss sjalva och varandra om hyresgasternas kraft. Och vi ska prata om boendet och
hemmet med glimten och stoltheten i 6gat. Vi ska ocksa anvanda den nystart som vi nu
ar i efter pandemin pa allra basta sétt.

Forbundsordforande Marie Linder avslutar med att 6nska samtliga deltagare ett trevligt
fullmaktige, och sager att vi mots tillsammans pa barrikaderna mot bo-orattvisan.

b) Valgeneralen har ordet — Ola Palmgren

Ola Palmgren visar sin presentation om Hyresgésternas val 2022. Det 6vergripande bud-
skapet &r att stoppa bo-orattvisan. Nu ar det 141 dagar kvar till valet och vi har en valdigt
stor och viktig uppgift framfor oss. Vi ska lyfta fragorna och sétta stopp for de oréattvisor
som rader pa bostadsmarknaden. Ola &r med pa fullmaktige for att uppdatera om valarbetet
och peppa alla om tiden vi har framfor oss till valet.

Vi bryr oss om politik for att det avgor vilka som kommer att styra landet, regionerna och
kommunerna, och darmed vilken politik som kommer att rada. Vi tar fighten for landets
hyresgéaster, sa vi behovs for att lyfta hyresgasternas liv och villkor, och for att krava en
med rattvis politik. Det &r vart grunduppdrag, i folkrorelsearbetet, forhandlingar och i det
politiska paverkansarbetet. Vi tar strid for de som ar hyresgéaster nu och alla de som kom-
mer att vara hyresgaster i framtiden. Och da blir vi en kraft som kan férandra bade nu och
pa sikt.

Vi gar in i valarbetet mot bakgrund av det som hande férra sommaren nar vi till slut lycka-
des stoppa forslagen om marknadshyror. Vi lyckades vinna for att vi lyckades mobilisera
och organisera vara aktiva for att satta press pa politiken, och vi ska ta med oss satt vi ar en
kraft att rékna med.

De tre prioriterade valfragorna som ar utvalda som nationella fragor ar hallbara renovering-
ar, fler hyresratter med l&gre hyror och réttvisa skatter mellan &gt och hyrt. Vi ska lyfta pro-
blemen och koppla pa vara konstruktiva forslag. Kampanjen ar till for att fa allmanhetens
och politikernas uppmarksamhet. | valkampanjen har vi tre 6vergripande mal: att fa genom-
slag for vara valfragor, att fa hyresgaster att ga och rosta utifran sitt intresse som hyresgast
och att véarva och engagera fler medlemmar.
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Var storsta styrka ar folkrorelsen och den viktigaste metoden ar samtalet. Manniskors berét-
telser och berattelser kommer alltid att vara starkare och viktigare &n fastighetsdgarnas
pengar. Det gor skillnad, sérskilt nar vi ar ute och pratar med grannar och andra méanniskor.
Vi har ocksa ett mal om att halla 66 000 valsamtal, alltsa samtal med ett utbyte om valet.
Alla samtal réknas! Du kan bland annat delta i den fysiska kampanjen, delta i den digitala
kampanjen och snacka med dina grannar.

Allt valmaterial finns att ladda ner pa hemsidan, och det gar att lagga till lokala fragor pa
affischer och flygblad. Det finns ocksa valinformation pa tio olika sprak! Att bestalla flyg-
blad och affischer via webbshopen ar gratis for fortroendevalda och féreningar. Det finns
ocksa en bra valhandbok att ladda ner pa webben. Och vi har ocksa en namninsamling om
att stoppa bo-oréttvisan.

Ola gar igenom en tidslinje dver valaret, med olika aktiviteter under sommaren och varje
vecka fram till valet. Digitala storméten for fortroendevalda halls varje manad framgent och
det finns ocksé en facebookgrupp for aktiva som heter "Hyresgéstforeningens valrorelse”.
Med det tackar valgeneral Ola Palmgren for sig.

§ 11 Regionstyrelsens berattelse 2021

Regionstyrelsens berattelse var utsand med handlingarna.
Yttrade sig:

Jan Bagge, regionstyrelsen, yrkade att meningen pa sidan 19 ang. systematiserad hyres-
sdttning ”Ambitionen fran bada parter...och insikter tas med”, stryks.

Motesordforande upplyste om att detta ar regionstyrelsens berattelse, och att man inte
kan yrka pa andringar och uppmanade Jan att skicka in en skriftlig notering till proto-
kollet om att han inte star bakom formuleringen.

Fullmaktige beslutade:
- att lagga styrelsens berattelse till handlingarna.

§ 12 Ekonomisk rapport 2021

Den ekonomiska berattelsen var utsdénd med handlingarna.
Yttrade sig:

Eva Fee, Sodermalm, fragor angaende den ekonomiska berattelsen

Britt-Marie Lofdahl, Solna, fragor angaende den ekonomiska beréttelsen

Susanne Sjéblom, regionstyrelsen, och Asa Schneider, regionchef, besvarade fragor
fran Eva Fee och Britt-Marie Lofdahl om bl a lokalkostnader, forbundsavgift, och vad
denna innehaller, samt personalkostnader

Susanne Sjoblom, regionstyrelsen, angaende att regionen motionerat till stimman om
sénkt forbundsavgift

Eva Fee, Sodermalm, fraga om vad som avgor fordelning av pengar mellan regionerna
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Simon Safari, regionstyrelsen, informerade om hur medel fordelas och principerna for
detta och att fler medlemmar innebé&r 6kade resurser

Asa Schneider, regionchef, om férbundsavgiften som baseras pé& dels medlemsintakter,
dels hyressattningsavgiften

Kristina Rosic, Solna, alla fragor bor fa svar

Mats Karlsson, Upplands Bro, det maste finnas balans mellan inkomster och utgifter,
I6sningen &r inte bara att skaffa fler medlemmar

Simon Safari, regionstyrelsen, arbete med budget pagar dagligen och det gar bra att
aterkomma med fragor per mail

Susanne Sjoblom, regionstyrelsen, instamde med Simon och papekade att det svara &r
att gora prioriteringar

Eva Fee, S6dermalm, har inte fatt svar pa vad revisorerna reviderat nar rakenskaperna
fors pa forbundet

Fullmaktige beslutade:
- att lagga den ekonomiska berattelsen till handlingarna.

§ 13 Revisorernas berattelse 2021

Foredragande revisor, Lars-Ake Henriksson, informerade om att revisionsberéttelsen &r
utsand. Ett antal fragor har stallts, och ett mote om ekonomi infor fullméktige har ge-
nomforts, dar fragor har kunnat stallas. Till granskningsrevisorernas hjalp har de fortro-
endevalda revisorerna Ernst &Young som utfor en professionell revision. Revisorernas
forslag ar att styrelsen beviljas ansvarsfrihet for det gangna verksamhetsaret.

Yttrade sig:

Eva Fee, S6dermalm, stéllde fraga om rakenskapshandlingar och fragan besvarades av
Lars-Ake Henriksson

Britt-Marie Lofdahl, Solna, stallde fragor om revisorernas arbete som besvarades av
Lars-Ake Henriksson

Fullmaktige beslutade:
- att lagga revisorernas berattelse till handlingarna.

§ 14 Fragan om ansvarsfrihet for styrelsen 2021

Yttrade sig:

Eva Lagervall, Véllingby, vill reservera sig mot eventuell ansvarsfrihet for regionstyrelsen
Britt-Marie Lofdahl, Solna, yrkar att regionstyrelsen inte beviljar ansvarsfrihet
Michael Karlsson, Liding6, instdmmer med Britt-Marie Lofdahl

Yrkades:
av Britt-Marie Lofdahl
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att ansvarsfrihet inte beviljas

Rostlangden faststalldes till 117 inloggade ombud med rostrétt.
Fullméaktige beslutade:

- att efter omrostning med rostsiffrorna 75 for revisorernas forslag att bevilja an-
svarsfrihet och 36 (6 roster avgavs inte) for att avsla revisorernas forslag bevilja
regionstyrelsen ansvarsfrihet for verksamhetsaret 2021.

Reservation:
Jag reserverar mig mot ansvarsfrihet for styrelsens ekonomi.
Britt-Marie Lofdahl, Solna

§ 15 Uppfoljningsrapport
Rapporten var utsand.

Yttrade sig:
Eva Fee, Sodermalm, ville tydliggora att férhandlingsdelegationerna ansvarar for boin-
flytandeavtal

Fullmaktige beslutade:

- att lagga rapporten till handlingarna.

§ 16 Forslag om antal (13) ledamoter och ersattare i regionstyrel-
sen

Valberedningens foredragande, Maj Loveén, féredrog valberedningens forslag att
regionstyrelsen ska ha 13 ordinarie ledamdter och att inga ersattare ska véljas.
Punkten ska, liksom 6vriga valpunkter, vara omedelbart justerad.

Yttrade sig i fragan om antal ledaméter respektive ersattare:
Thomas Axelsson, Sollentuna

Ylva Harnesk, Jarva

Kristina Rosic, Solna

Thomas Axelsson, Sollentuna

Richard Dazley, Jarfélla

Elisabeth Harlin, Kungsholmen

Foljande yrkanden lamnades:
av Elisabeth Harlin och Ylva Harnesk
Foreslar 13 ordinarie och 2 ersattare

Rostlangden justerades till 130 rostberattigade, inloggade deltagare.
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Sluten omrgstning mellan valberedningens forslag och forslaget om 13 ordinarie och 2
ersattare forrattades i det digitala systemet.

Omrostningen utfoll med 89 roster for valberedningens forslag att inte valja ersattare,
och 34 roster for att 2 ersattare ska véljas (7 roster avgavs inte).

Fullmaktige beslutade:

- att regionstyrelsen i enlighet med valberedningens forslag ska ha 13 ledamdoter
och inga ersattare

Reservation:

Eftersom beslutet om att inte valja ersattare till regionstyrelsen strider mot Hyresgast-
foreningens stadgar, sa reserverar jag mig mot det beslutet.

Thomas Axelsson, Hyresgastféreningen Sollentuna

§ 17 Val av regionordférande for 2 ar

Valberedningens foredragande, Maj Lovén, foredrog valberedningens forslag att vélja
Susanne Sjoblom till regionordférande for 2 ar.

Pladerade:

Tuula Forsius, Nynashamn for Susanne Sjoblom
Beatrice Eriksson, Norrmalm for Simon Safari
Birgitta Bengtsson, Jarva, for Simon Safari

Eva Lagervall, Véllingby, for Simon Safari

Agneta Jakobsson, Nacka Varmdo, for Susanne Sjoblom
Yngve Sundblad, S6dermalm, fér Simon Safari

Lena Somnes, Bromma Ekerd, for Kicki Glasberg
Krister Sandberg, Bromma Ekerd, for Kicki Glasberg
Jan Ejme, S6dermalm, for Simon Safari

Mats Stake, Bromma Ekerd, for Kicki Glasberg
Jandke Skoog, Syd-Ost, for Simon Safari

De tre ordférandekandidaterna fick efter Janake Skoogs inlagg tillfalle att sdga nagra
ord och presentera sig kort for fullméaktige, innan ordet ater blev fritt for pladeringar.

Richard Dazley, Jarfélla, for valberedningens forslag

Hikmet Hussein, Sédermalm, vill veta mer om 6vriga kandidater som ej foreslas av val-
beredningen

Aysen Furhoff, Norrmalm, for Simon Safari

Michael Karlsson, Liding0, angaende regionordférandes arvode

Tidiane Diao, regionstyrelsen, for Susanne Sjoblom

Mats Gustavsson, Botkyrka Salem, for Susanne Sjéblom

Pia Malmros, Gotland, hade velat veta mer om kandidaterna

Eva Fee, Sodermalm, for Simon Safari

Gunilla Roxby Cromvall, Brannkyrka Hagersten, for Simon Safari
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Ylva Harnesk, Jarva, for Simon Safari

Faouzi Jeddi, Nacka Varmdo, for Susanne Sjoblom

Peder Poulsen, Sodermalm, fér Simon Safari

Faouzi Jeddi, Nacka Varmdo

Peder Poulsen, Sédermalm

Inger Andersson, Nordost, for Susanne Sjoblom

Kristina Rosic, Solna, for Simon Safari

Thomas Johansson, Nacka/VVarmdo, for valberedningens forslag
Eustathios Tatsonas, Syd-Ost, for Simon Safari

Stefan Uddebrant, Gotland, for Susanne Sjoblom

Mats Karlsson, Upplands Bro, for Susanne Sjoblom
Niclas Andersson, Sigtuna, for Susanne Sjoblom

Jenny Wiklund, regionstyrelsen, for Susanne Sjéblom
Agneta Jakobsson, Nacka/Varmdg, for Susanne Sjoblom
Krister Sandberg, Bromma/Ekero, for Kicki Glasberg
Birgitta Bengtsson, Jarva, for Simon Safari

Michael Karlsson, Lidingd, angaende valberedningens arbete, saknar djupare informat-
ion om kandidaterna samt om regionordférandes arvode
Richard Dazley, Jarfélla, for Susanne Sjéblom

Peder Poulsen, Sodermalm, fér Simon Safari

Maj Lovén, valberedningen

Streck i debatten sattes efter Maj Lovéns inlagg.

Foljande yrkanden lamnades:

Av Beatrice Eriksson m fl

Vi har ofta ként att Simon star pa var o vara medlemmars sida, men han har Férbundet dver
sig. Det storsta o det basta som hant nér han varit ordférande &r att vi slipper det usla forsla-
get till systematiserad hyra genom den s.k Sthimshyran. Kanske kan vi i framtiden fa fram
ett battre forslag till att systematisera hyrorna, men vi kommer aldrig att acceptera ett for-
slag som kan hoja hyrorna och absolut inte héja foér dem som redan har de hdgsta. Vi hop-
pas kunna stotta Simon sa han kan sta pa sig mer o driva de fragor som vi fortroendevalda o
vara medlemmar anser viktiga. Att byta ordférande mitt i ett valar ar forstas helt galet, vi
forordar alltsa att nuvarande ordférande sitter kvar.

Av Lena Somnes

Annat val av ordf &n regionstyrelsen

Jag vill nominera var ordf i Bromma Ekero Kicki Glasberg till regionens ordf. Kicki brinner
for HGF och hon tors ta upp kampen mot oseridsa fastighetsvardar. Det beh6vs nagon med
kraft och engagemang star upp mot renovrakningarna och det gér Kicki med BRAVUR,
Kicki ar en stor tillgang for HGF i hyresnamnden och hon drar sig inte heller for att sar-
skriva sig

Av Krister Sandberg
Foreslar Kicki Glasberg som Ordférande

Av Eva Fee m fl
Jag yrkar att Simon Safari valjs till regionordférande
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Av Birgitta Bengtsson och Ylva Harnesk

Simon Safari

Kanske inte sa klokt att byta ordférande ett valar! Nar man véljer en ny ordférande sa kan
man oftast bara gissa hur den personen kommer att fungera. Nar det galler Simon Safari sa
vet vi hur han utfor sitt ordfoérandeskap. Han &r en engagerad, varm och kunnig person. Han
bemoter alla lika oavsett position, vilket inte ar sjalvklart for alla. Han bryr sig lika mycket
om alla omraden i Stockholms stad. Jag representerar ett s.k "utanforskapsomrade" och
Simon har alltid st&llt upp nér vi bett om hjélp och haft en vénlig attityd. Jag forordar att
Simon sitter kvar som ordférande

Av Ylva Harnesk
Att samtliga foreslagna &r med i omrdstningen

Av Peder Poulsen
Jag yrkar Simon Safari véljs ordférande
Byta ordférande ej gott och val pa detta satt

Av Inger Andersson
Stod for valberedningens forslag
Jag yrkar stod for valberedningens forslag.

Av Michael Karlsson

Att varje kanditat anger sina loneansprak

idag betalar vi 49500 i 16n och lagg till 33% sociala avgifter samt eventuella pensionserétt-
ning sa har regionen en kostnad pa ca 1 miljon kr. Detta & mycket pengar Vad vill varje
kanditat ha i 16n bor besvaras

Av Birgitta Bengtsson

Simon Safari

Jag har redan forordat Simon Safari som ordférande och vill gora ett tillagg: Simon repre-
senterar SVERIGE och MANGFALDEN. Han utgor ett symbolvarde for det nya Sverige.

Rostlangden justerades till 131 rostberattigade ledamoter.
Sluten omrostning forréattades i det digitala systemet.

Fullmaktige beslutade efter omréstning med 123 avgivna roster som utfoll med 61
roster for Susanne Sjéblom, 58 roster for Simon Safari och 4 roster for Kicki Glasberg

- att vélja Susanne Sjoblom till regionordférande for 2 ar

§ 18 Val av sex (6) ordinarie ledamoter for 2 ar

Valberedningens foredragande, Maj Lovén, foredrog valberedningens forslag till sex
ordinarie ledamater for 2 ar. Hon informerade ocksa om att den punkt 18 b) som tidi-
gare lagts till pa dagordningen inte langre var aktuell utan hade dragits tillbaka.
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Motesordforande lamnade ordet fritt for pladeringar och informerade om att ombuden
kunde tala for kandidater som ingick i valberedningens forslag eller évriga nominerade.

Pladering:

Ylva Harnesk, Jarva, vill att samtliga nominerade ska finnas med och vara mojliga att
résta pa

Kicki Glasberg, Bromma Eker6, fraga angaende deltagare som inte kan rosta vilken
besvarades av presidiet med uppmaning att alla som har problem med tekniken vander
sig till den tekniska supporten

Yngve Sundblad, Sédermalm, for Per Askeback och Kicki Glasberg

Britt-Marie Lofdahl, Solna, instdmde med Yngve Sundblad

Eva Lagervall, Véllingby, for Kicki Glasberg

Jan Ejme, Sédermalm, for Per Askebéck och Kicki Glasberg

Jan Bagge, regionstyrelsen, drog tillbaka sin kandidatur och pladerade for Kicki Glas-
berg

Beatrice Eriksson, Norrmalm, fragade om nominerade som erséttare ar valbara, vilket
besvarades med att den som endast nominerats som ersattare inte ar valbar som ordina-
rie, samt pladerade for Per Askeback och Ingmarie Matsson

Lena Somnes, Bromma Ekerd, angaende att hon blev utloggad i samband med omrost-
ning, samt plédering for Kicki Glasberg, Jorgen Johansson, Ann-Margarethe Livh, Kjell
Lindmark, Per Askebé&ck och Per Jansson.

Jandke Skoog, Syd-Ost, for Anders Moller

Beatrice Eriksson, Norrmalm, fraga angaende att nominera Simon Safari

Jan Ejme, Sodermalm, angaende tidsatgang for pladeringar

Peder Poulsen, Sédermalm, angaende antal i regionstyrelsen som ska vara udda

Foljande yrkanden lamnades:

Av Ylva Harnesk m fl

Val av ordinarie ledamoter

Ar inte 6verens med valberedningens nomineringar.

Att omrostningen tar med samtliga nomineringar for att fritt kunna vélja de 6 som ska vél-
jas.

Av Krister Sandberg
Foreslar Kicki Glasberg som ordinarie

Av Lena Somnes

Foreslar Kicki Glasberg till ordinarie

Jag vill nominera var ordf i Bromma Ekero Kicki Glasberg till ordinarie i regionstyrelsen
Kicki brinner fér HGF och hon tors ta upp kampen mot oseritsa fastighetsvardar. Det be-
hovs nagon med kraft och engagemang star upp mot renovréakningarna och det gor Kicki
med BRAVUR, Kicki &r en stor tillgang for HGF i hyresnamnden och hon drar sig inte
heller for att sérskriva sig

Av Kicki Glasberg

Val av

Jag nominera Jorgen Johansson Kjell Lindmark Ann-Margrethe Liv Per askebéack Per Jans-
son
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Av Lena Somnes

Dessa 6 vill jag nominera som ordinarie

Kicki Glasberg Jorgen johansson Kjell Lindmark Annmsrgrethe liv Per askeback per jans-
son

Av Yngve Sundblad

Per Askebéck ordinarie styrelseledamot

Per har varit med i sin Lokala Hyresgastforening och i Sédermams styrelse i manga ar, sen-
ast som vice ordforande. Han har ocksd manga ar som ledamot i forhandlingsdelegationen
for hyresgasterna i Svenska Bostader. Han har ocksa skott fortroenet att vara med i Etik-
och moralgruppen utmarkt och med stor integritet.

Av Britt-Marie Lofdahl
Val av Kicki Glasberg som ordinarie ledamot

Av Beatrice Eriksson
Yrkar pa Kjell Lindmark Ann-Margrethe Livh Anders Moller Rose-Marie Roth Per Aske-
béack Ing-Marie Mattsson

Rostlangden justerades till 131 rostberattigade ombud kl. 13:40.
Sluten omrdstning forréattades i det digitala systemet.
Fullmaktige beslutade efter omrdstning med 122 avgivna roster
- attienlighet med valberedningens forslag valja Ann-Margarethe Livh (116 ros-
ter), Kjell Lindmark (110 roster), Anders Moller (109 réster), Per Jansson (103
roster), Jorgen Johansson (93 roster) och Rose-Marie Rooth (77 roster) till ordi-
narie ledamater i regionstyrelsen for en period av tva ar.

Ovriga roster tillfoll Per Askeback (54 roster), Kicki Glasberg (43 roster) och Ingmarie
Matsson (27 roster).

§ 19 Val av en (1) ordinarie revisor for 2 ar

Valberedningens foredragande, Maj Lovén, féredrog valberedningens forslag, Lars-Ake
Henriksson.

Fullmaktige beslutade:

- att vélja Lars-Ake Henriksson i enlighet med valberedningens forslag.

§ 20 Val av en (1) revisorsersattare for 2 ar

Valberedningens foredragande, Maj Loven, féredrog valberedningens forslag, Sven
Stormdahl.
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Yrkanden/pladering:

Thomas Axelsson, Sollentuna, foreslar att revisorsersattare inte ska valjas i konsekvens
med att erséttare i styrelsen inte valdes

Richard Dazley, Jarfélla, yrkade bifall till Tomas Axelssons forslag

Mats Stake, Bromma Eker6, angaende yrkande fran Peggy Jonsson

Peggy Jonsson, Syd-Ost, foreslar att revisorserséttare valjs

Peter Laine, Sundbyberg, angaende val av ytterligare en revisorsersattare da en vald
redan finns

Yngve Sundblad, Sodermalm, forordar att tva revisorsersattare ska finnas da manga
foreningar valjer att revideras av regionens revisorer

Foljande skriftliga yrkanden lamnades:

Av Thomas Axelsson
I konsekvens med resonemanget om att inte valja ersattare till regionstyrelsen - trots att
det ar stadgereglerat - sa foreslar jag att fullmaktige inte ska vélja revisorsersattare.

Sakupplysning, Peggy Jonsson, valberedningen:

Sven Stormdahl &r forslag fran valberedningen till revisorsersattare, 2 ar.
Jonas Larsson, valdes som revisorsersattare forra arsmotet och ar vald ersattare till
2023.

Fullmaktige beslutade:

- att vélja Sven Stormdahl i enlighet med valberedningens forslag
- att forklara punkten omedelbart justerad.

Reservation:
§ 20 Val av revisorsersattare

Presidiet stéllde aldrig mitt férslag om att inte valja revisorsersattare mot valberedningens
forslag att valja, darfor reserverar jag mig mot detta beslut.

Vidare kraver jag att detta beslut/val ska ogiltigforklaras pa grund av ovan.

| sammanhanget kunde jag inte begéara ordet eller begara ordningsfraga pa grund av presi-
diets hanterande.

Thomas Axelsson, Hyresgastforeningen Sollentuna

§21
a) Val av tre (3) ledamoter till valberedning for 2 ar

Nomineringskommitténs foredragande, Kicki Glasberg, foredrog forslaget till ledamoter
for 2 ar, Britt-Marie Lofdahl, Eva Dazley och Arne Tarnblom.
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Pladering:

Britt-Marie Lofdahl, Solna, pladerade for Janake Skoog
Anders Gustafsson, Sundbyberg, for Christer Alariksson
Michael Karlsson, Lidingd, fér nomineringskommitténs forslag
Jan Ejme, Sodermalm, for Janake Skoog

Eva Lagervall, Véllingby, for Britt-Marie Lofdahl

Foljande yrkanden lamnades:
Av Britt-Marie Lofdahl
Yrkar att Jan-Ake Skog véljs till valberedare i tvé ar

Rostlangden justerades till 131 ombud Kl. 14:00.
Sluten omrdstning forréattades i det digitala systemet.

Fullmaktige beslutade efter omrdstning med 117 avgivna roster

att i enlighet med nomineringskommitténs forslag valja Eva Dazley (95 roster), Arne
Tarnblom (77 roster) och Britt-Marie Lofdahl (70 roster) till ledamoter i valberedningen
for 2 ar.

Ovriga roster tillfoll Jandke Skoog (62 roster) och Christer Alariksson (47 roster).

b) Fyllnadsval av en (1) ledamot till valberedning for 1 ar

Nomineringskommitténs foredragande, Kicki Glasberg, foredrog forslaget till ledamot,
Roger de Robelin.

Pladering/yttrade sig:

Eva Fee, S6dermalm, for Janake Skoog

Anders Gustafsson, Sundbyberg, for Christer Alariksson
Peter Laine, Sundbyberg, for Christer Alariksson
Beatrice Eriksson, Norrmalm, for Janake Skoog

Peder Poulsen, Sédermalm, for Janake Skoog

Rostlangden justerades till 131 rostberattigade ombud Kl. 14:05.
Sluten omrostning forrattades i det digitala systemet.

Fullméktige beslutade efter omrostning med 119 avgivna roster varav 2 blanka
att valja Janake Skoog (50 roster)

Ovriga roster tillfoll Roger de Robelin (44 roster) och Christer Alariksson (23 roster).
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§ 22 Val av en (1) ordforande for valberedningen for 1 ar
Nomineringskommitténs foredragande, Kicki Glasberg, féredrog nomineringskommit-
téns forslag till ordférande for valberedningen.

Pladering:

Eva Fee, Sodermalm for Janake Skoog

Beatrice Eriksson, Norrmalm, for Janake Skoog

Jan Ejme, Sodermalm, for Janake Skoog

Stefan Uddebrant, Gotland, for Maj Lovén

Michael Karlsson, Lidingd, anser att ny ordférande i valberedningen behdver utses
Carina Cedergren, regionstyrelsen for Maj Lovén

Roéstlangden justerades till 131 rostberattigade ombud.
Sluten omrdstning forréattades i det digitala systemet.

Fullmaktige beslutade:

- att efter omrostning med 119 avgivna roster varav 1 blank vélja Eva Dazley (47
roster)

Ovriga roster tillfoll Jandke Skoog (44 réster) och Maj Lovén (27 roster).

§ 23 Faststdllande av rutiner for regionens forhandlingsarbete

Fullmaktige beslutade:
- att bordlagga punkten till kommande fullméktige.

§ 24 Behandling av inkomna motioner

Motion 1
HGF maste bli mera transparant pa alla nivaer

I motionen foreslas

- att HGF skall bli mera transparant gallande protokoll pa alla nivaer
- att LH skall inkluderas mera i vad som hander pa "hogre nivaer"

Regionstyrelsen foreslar fullméktige besluta
- att anse motionen besvarad
Yttrade sig:

Eva Fee, Sodermalm, yrkade bifall till motionen
Beatrice Eriksson, Norrmalm, angaende motion 24 — 25 och méjlighet att yrka
Yngve Sundblad, Sodermalm, information angaende Beatrices fraga
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Foljande yrkanden lamnades:

Av Eva Fee,
Bifall till motionen
Protokoll ska vara tillgangliga

Fullméaktige beslutade:

- att efter omrostning med 61 roster for regionstyrelsens svar till motionen och 44
roster for bifall till motionen bifalla regionstyrelsens forslag att anse motionen
besvarad.

Motion 2
LH maéste goras digitala i lokalerna med egen hemsida i HGF

| motionen foreslas

- att vi digitaliserar alla LHn i Regionen

- att man skall via HGF riks/region hemsida kunna komma direkt till LH hemsida
Regionstyrelsen foreslar fullmaktige besluta

- att anse motionen besvarad

Yttrade sig:

Ylva Harnesk, Jérva,

Jaana Andersson, regionstyrelsen, en dversyn behdvs och yrkade bifall till regionstyrel-
sens forslag till svar

Fullmaktige beslutade:
- att anse motionen besvarad i enlighet med regionstyrelsens forslag

Motion 3
Riks/Regionalt stod for LH

| motionen foreslas

- att 20 kr av medlemmarnas arsavgift pa 1.020 kr skall betalas till aktuell LH
Regionstyrelsen foreslar fullmaktige besluta

- att avsla motionen.
Fullmaktige beslutade:

- att avsla motionen i enlighet med regionstyrelsens forslag.

Motion 4
Lokala resurser

| motionen foreslas

- att regionen verkar for att inom de narmaste aren kraftigt 6ka resurserna till den
lokala nivan
- att regionen med kraft havdar detta i den organisationséversyn som foresta
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Regionstyrelsen foreslar fullmaktige besluta
- att anse motionen besvarad
Yttrade sig:

Beatrice Eriksson, Norrmalm, bifall till motionen

Jan Bagge, Solna och motionar, bifall till motionen

Peder Poulsen, Sédermalm, bifall till motionen

Carina Cedergren, regionstyrelsen, bifall till regionstyrelsens svar och papekande att
sOkbara medel for féreningarna finns

Britt-Marie L6fdahl, Solna, bifall motion och behov av organisationsforéandringar
Susanne Edberg, regionstyrelsen, angaende prioriteringar for att fa budget i balans och
bifall till regionstyrelsens svar

Michael Karlsson, Lidingd, angaende behov av kunskap om ekonomistyrning

Susanne Sjoblom, regionstyrelsen, angaende pagaende dversyn av organisation och att
underskottet minskar

Susanne Edberg, regionstyrelsen, angaende personalkostnader och att I6neuppgifter inte
l&mnas ut

Jan Bagge, Solna och motiondr, angaende organisationséversyn och personals place-
ring, bifall till motionen

Peder Poulsen, Sodermalm, efterfragar 16fte om att starka den lokala nivan och staller
fraga om vad som kravs for att fa extra medel

Susanne Sjoblom, regionstyrelsen, angaende ans6kan om extra medel och att dven fore-
ningarna behdver se éver sin ekonomi

Foljande yrkanden lamnades:
Beatrice Eriksson, Jan Bagge med flera, bifall till motionen
Fullmaktige beslutade:

- att bifalla motionen med rostsiffrorna 51 roster for regionstyrelsens svar till
motionen och 57 roster for bifall till motion (23 roster avgavs inte).

Motion 5
Utskick inbjudan till LH arsmoten

I motionen foreslas

- att HGF Regionalt eller Riks skall bekosta utskick av inbjudningar till LH ars-
moten

Regionstyrelsen foreslar fullmaktige besluta
- att anse motionen besvarad
Fullmaktige beslutade:
- att anse motionen besvarad i enlighet med regionstyrelsens forslag

Motion 6
Lika infér Lagen
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I motionen foreslas

- att Regionstyrelsen ges i uppdrag att utreda vilka renoveringsatgéarder som ska
betraktas som underhall samt vilka andra férandringar /forbattringar som inte
ska paverka hyran

- att verka for att lagstiftaren faststéller vad som ar godkand standard

- att verka for att lagstiftaren ges i uppdrag att se Over lagstiftningen paragraf 18 c
ochd

- att verka for att medlemmar/hyresgaster hanteras lika infor lagen vid tillstands-
prévningar

Regionstyrelsen foreslar fullmaktige besluta
- att motionen inte behandlas
Yttrade sig:

Per Jansson, regionstyrelsen, yrkade bifall till regionstyrelsens svar

Beatrice Eriksson, Norrmalm, yrkade att motionen behandlas

Ylva Harnesk, yrkade bifall att-sats 3 och 4

Eva Fee, Sodermalm, menar att tidigare fullméktige givit uppdrag i enlighet med att-
sats 1, yrkade bifall till att-sats 1

Jorgen Johansson, regionstyrelsen och motionar, informerade om att han skriver om
motionen och skickar till ndsta stdmma, instdmmer med regionstyrelsens svar
Susanne Sjoblom, regionstyrelsen, anser att motionen bor lamnas till stimman pa nytt

Yrkades:
Av Beatrice Eriksson

Yrkar pa att motionen ska tas upp pa fullmaktige, bara for att den fick avslag pa for-
bundsstdamman ser vi inte som en orsak att inte ta den har, vi i region Sthim kan anse
detta borde genomfdras och dessutom kan saker o ting ha forandrats sen stammobeslu-
tet, det kan bli dags att anta detta pa nasta stamma.

Av Ylva Harnesk

Framover vanligen ange vilken motions som avslogs, det var 164 pa stimman och jag
onskar veta vilken motion som avses.

Bifall
att-sats 3 och 4
Fullmaktige beslutade:

- att bifalla regionstyrelsens forslag att inte behandla motionen med rostsiffrorna
84 roster for regionstyrelsens forslag och 19 réster for att behandla motionen (28
roster avgavs inte).

Motion 7
Tillfalliga mantalskrivningsbara adresser for hemldsa
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I motionen foreslas

- att Hyresgastforeningen uttrycker stod till en l6sning for hemldsa som bor pa
vandrarhemeller gatan

Regionstyrelsen foreslar fullmaktige besluta

- att Hyresgastforeningen uttrycker sitt stod for en 16sning for hemldsa som bor
pa vandrarhem eller gatan, sa att avsaknaden av adress inte utgor hinder for att
erhalla forsorjningsstod.

- att anta bilagt uttalande samt sprida uttalandet for att uttrycka sitt stod

Fullméktige beslutade:
- att bifalla regionstyrelsen forslag till svar pa motionen

Motion 8
Omvarldsbevakning av stadsutveckling i regionen

| motionen foreslas

- att regionen, med stdd av sakkunniga, initierar ett arbete med en fordjupad om-
varldsbevakning av stadsutvecklingen i regionen.

- att regionen for att starka fortroendevaldas kunskap pa omradet, gor en utbildnings-
insats och tar fram en enkel végledning for att stotta foreningar och lokala forening-
ar i paverkansarbetet i stadsutvecklingsprocesser, for att bevara och pa sikt starka
medlemmarnas hemratt.

Regionstyrelsen foreslar fullmaktige besluta
- att avsla motionen.
Yttrade sig:

Susanne Sjoblom, regionstyrelsen, yrkar bifall till regionstyrelsens svar

Jenny Wiklund, regionstyrelsen och motionér, beskriver motionens bakgrund och yrkar
bifall till motionen

Ann-Margarethe Livh, regionstyrelsen, menar att regionen inte kan anstalla i nulaget
men att arbete dnda kan initieras pa olika satt med t ex utbildningsinsatser &ven om re-
surser saknas i nuléget

Peggy Jonsson, Syd-Ost, yrkar bifall till att-sats 2 och foresprakar utbildningsinsatser
Beatrice Eriksson, Norrmalm, foresprakar att arbete inleds med t ex samarbete med
forskare

Eva Fee, S6dermalm, papekar att denna fraga engagerar manga och kan bidra till med-
lemsvérvning

Jandake Skoog, Syd-Ost, instammer med foregaende och menar att arbete bland
fortroendevalda kan initieras, bifall till motionen

Michael Karlsson, Liding6, instammer med foregaende och yrkar bifall till motionen
och ett tillaggsyrkande att kansliet ska ha en heltidsanstalld person for att hantera fragan
Motesordforande, papekade att tillaggsyrkandet inte kan hanteras

Jan Bagge, regionstyrelsen, bifall till motionen

Ylva Harnesk, Jarva, bifall till att-sats 2
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Michael Karlsson, Lidingd, menar att tillaggsyrkanden kan laggas

Jenny Wiklund, regionstyrelsen, menar att det ar nddvandigt att skaffa kunskap om
dessa processer som blivit allt mer komplicerade

Susanne Sjéblom, regionstyrelsen, informerade om kostnad vid anstéllning och foror-
dade att fragan lyfts senare

Ann-Margrethe Livh, regionstyrelsen, forordade att arbete med utbildning i fragan ini-
tieras redan nu

Ingmarie Matsson, Bromma/Ekerd, forordade att arbete initieras bland fortroendevalda i
denna viktiga fraga

Per Anders Waern, Syd-Ost, menade att mycket arbete i fragan kan bedrivas ideellt av
fortroendevalda

Janake Skoog, Sydost, yrkade bifall till motionen och papekade att detta &r en bildnings-
fraga

Michael Karlsson, Lidingd, menade att fragan handlar om att prioritera hur resurser an-
vands

Streck i debatten sattes efter Michael Karlsson.
Yrkades:

Jenny Wiklund med flera, bifall till motionen i sin helhet

Peggy Jonsson med flera, bifall att-sats 2

Michael Karlsson, Liding0

Tillsatt en heltidsperson for detta

Vi kan finanseiera detta genom att ta bort andra tjanster pa kansliet.

Fullmaktige beslutade:

- att bifalla att-sats 1 med rostsiffrorna 41 roster for regionstyrelsens forslag till
svar till motionen och 60 roster for bifall till att-sats 1 (30 rdster avgavs inte).

- att bifalla att-sats 2 med rostsiffrorna 28 roster for regionstyrelsens forslag till
svar till motionen och 73 roster for bifall till att-sats 2 (30 roster avgavs inte).

Motion 9
Egna organisationsnummer for foreningarna

| motionen foreslas

- att egna organisationsnummer for hyresgastforeningarna i Region Stockholm
aterinfors.

Regionstyrelsen foreslar fullméktige besluta
- att anse motionen besvarad.

Yttrade sig:
Eva Fee, Fullmaktige, Sédermalm, yrkade bifall till motionen
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Jorgen Johansson, regionstyrelsen, informerade om att regionstyrelsen &ndrat motions-
svaret till att anse motionen besvarad.

Foljande yrkanden lamnades:
Av Eva Fee

Att fullmaktige staller sig bakom att fragan om organisationsnummer maste utredas
och fa en ordentlig utvérdering ske i samband med organisationsutredningen.

Bifall till motionen
Fullméktige beslutade:

- att bifalla regionsstyrelsens svar att anse motionen besvarad med rostsiffrorna
60 roster for regionstyrelsens svar och 35 for bifall till motionen (36 roster av-
gavs inte).

Motion 10
Etik och moral eller inte?

| motionen foreslas

- att regionstyrelsen informerar om vem eller vilka som fattar beslut om vilka
arenden som etik och moralgruppens behandlar.

- att samtliga som anmaler ett arende skall fa ratten till ett svar oberoende pa hur
svaret blir.

- att samtliga arenden skall utan paverkan av andra fortroendevalda eller personal
behandlas av etik och moralgruppen.

- att din bakgrund skall inte ha nagon betydelse for forslag till beslut s& som att
du har varit anstélld eller nagot annat.

- att om motionen anses besvarad avveckla etik och moralgruppen da den inte
langre delar HGF vardegrund och &r demokratisk.

Regionstyrelsen foreslar fullmaktige besluta
- att anse motionen besvarad

Yttrade sig:

Beatrice Eriksson, Norrmalm, inldagg om vikten av att involvera fortroende i utrednings-
arbete

Jorgen Johansson, regionstyrelsen, bifall till regionstyrelsens forslag

Fullméaktige beslutade:
- att anse motionen besvarad i enlighet med regionstyrelsens forslag.
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Motion 11
Koll pa protokoll

| motionen foreslas

- att motionerna och det som hor till varje motionen sa langt motionen vid till-
fallet har kommit, ska finnas tillgangliga

- att motionerna och det som hor till dem, motion for motion, ska arkiveras och
finnas tillgangliga i framtiden

- att motionerna ska vara enkelt sokbara

- att fortroendevalda ska ha tillgang till alla motioner inkl allt som rér motionen
motion fér motion

Regionstyrelsen foreslar fullmaktige besluta
- att anse motionen besvarad
Yttrade sig:

Beatrice Eriksson, Norrmalm, tackar for svaret och vill att fragan lyfts pa stimman
Michael Karlsson, Lidingd, anser att denna fraga borde vara lést

Susanne Edberg, regionstyrelsen, menar att en 16sning av fragan ar pa vag och instam-
mer i att fragan bor lyftas pa stamman

Yrkades:
Beatrice Eriksson

Tack for besvarandet ok. Nu tar vi detta till forbundsstamman ocksa, dar har det varit
annu rorigare o svarare att hitta allt om varje motion for sig.

Fullmaktige beslutade:
- att anse motionen besvarad i enlighet med regionstyrelsens forslag.

Motion 12
Val av revisorer varav en auktoriserad

| motionen foreslas
- attav tva ordinarie revisorer skall en vara auktoriserad fér genomgang av bokfo-
ringen
- att den auktoriserade revisorn har ersattning enligt dverenskommelse
Regionstyrelsen foreslar fullméktige besluta

- att anse motionen besvarad.

Yttrade sig:

Susanne Sjoblom, regionstyrelsen, yrkar bifall till regionstyrelsens svar, och revisions-
forfarandet regleras av stadgarna
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Britt-Marie Lofdahl, Solna, angaende bakgrund till motionen och menade att stadgarna
om revision inte foljs, yrkade bifall till motionen

Michael Karlsson, Lidingd, menade att revisionen inte uppfyller kraven

Eva Fee, S6dermalm, patalade att fragan om ett organisationsnummer ar relevant och
fragade vad revisorerna granskar

Mats Karlsson, Upplands Bro, yrkade bifall till motionen

Susanne Sjoblom, regionstyrelsen, angaende vad revisorerna granskar

Britt-Marie Lofdahl, Solna, budget i balans spelar ingen roll for hur revisionen gar till,
det finns stora brister i revisionen av region Stockholm

Foljande yrkanden lamnades:

Av Mats Karlsson

Bifall till motionen

Av Britt-Marie Lofdahl

Yrkar att Region Stockholm revideras varje ar av auktoriserad revisor och yrkar bifall
till motionen

Fullmaktige beslutade:

- att bifalla regionstyrelsens svar att anse motionen besvarad med rostsiffrorna 51
for regionstyrelsens svar och 41 for bifall till motionen (39 roster avgavs inte).

Motion 13
Forstarkt FAQ (databas) med chattfunktion

I motionen foreslas

- att Hyresgastforeningen ska medverka till en forstarkt FAQ pa hemsidan genom att
samla in information fran medlemmar, fortroendevalda och anstallda som é&r an-
vandbar och utse en ansvarig for sammanstéliningen av informationen och chatt-
funktionen.

Regionstyrelsen foreslar fullmaktige besluta
- att anse motionen besvarad.

Fullmaktige beslutade:
- att anse motionen besvarad i enlighet med regionstyrelsens forslag.

Motion 14
Aterga till den gamla logotypen!

| motionen foreslas
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- att region Stockholm kraver av forbundet att Regionens kostnad for utbyte av
logotyp pa material, profilklader, fasadskyltar mm finansieras av forbundet.

- att region Stockholm uppmanar férbundet att sluta anvanda den nya logotypen
till dess att ett stimmobeslut har kunnat fattats om dess anvandning eller ej.

Regionstyrelsen foreslar fullmaktige besluta
- att avsla motionen.

Yttrade sig:

Susanne Sjoblom, regionstyrelsen, yrkar bifall till regionstyrelsens svar samt redogor
for hur den nya logotypen ska fasas in och att &ldre material med gamla logotypen an-
vands upp

Beatrice Eriksson, Norrmalm, synpunkter pa hur beslutet tagits, samt yrkar bifall till att-
sats 1 och 2

Ylva Harnesk, Jarva, angaende kostnad for byte av logotype och férankring av beslutet,
bifall till att-sats 1 och 2

Michael Karlsson, Lidingd, fragade hur regionstyrelsen drivit fragan och stallt fragor
Per Anders Waern, Syd-Ost, anser att beslutet ar otillrackligt forankrat och det ar svart
att hamta den nya logotypen, yrkar bifall till motionen

Kicki Glasberg, Bromma Eker®, undrade varfor beslutet tagits att byta ut en valkand
logotype till stor kostnad

Elisabeth Hammarberg, kommunikationschef, redogjorde for att bakgrunden till upp-
draget att byta grafisk profil som finns sedan lange och att bytet inte medfor kostnad for
regionen

Aysen Furhoff, Norrmalm, ansag att bytet &r onddigt och skulle vilja aterga till den
gamla

Peggy Jonsson, Syd-Ost, papekade att den nya logotypen maste goras tillganglig for de
som arbetar med att ta fram t ex trycksaker

Ylva Harnesk, Jarva, tackar for Elisabeths svar och undrar vilka referensgrupper som
funnits dar det gatt att lamna synpunkter

Elisabeth Hammarberg, kommunikationschef, informerade om att tillgangliggérande av
den nya logotypen lyfts med forbundet och att regionen nu jobbar pa att gora den till-
ganglig for regionens féreningar

Michael Karlsson, Lidingd, fragade hur information gatt ut till féreningarna

Per Anders Waern, Syd-Ost, papekade ater behovet av att fa tillgang till den nya logo-
typen for att t ex kunna gora aktuella trycksaker

Elisabeth Hammarberg, kommunaktionschef, lovade att ta fram logotypen for de som
behover den, och berattade att information gatt ut i regionens brev till fértroendevalda
samt i Hem&Hyra

Foljande yrkanden lamnades:

Av Beatrice Eriksson,

Om det ar sa att forbundsstyrelsen har som uppdrag att mellan stimmorna, fatta beslut
som kan ske utan forankring och transparens da ar det nagot fel i uppdraget.

Att t.ex byta logga mellan tva stimmor, utan en bred férankring och transparens, mitt
under ett valar ar galet. Att inte lata proffs utfora hela arbetet utan att anlita vara egna ar
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ocksa helt fel i en sa viktig fraga, som vart ansikte utat, Da maste vi anlita de duktigaste
proffsen for en opartisk utredning och sen lagga ut arbetet pa dem som kan det.
Forandringar mater alltid motstand men varfor slanga bort ett vinnande koncept, var
fina anrika gamla logga &r en av Sveriges mest valrenomerade och kanda loggor. Det
kommer ta typ 50 ar till innan vi har en sa kand logga igen.

Yrkar bifall till att-sasts 1 och till att-sats 2

Av Ylva Harnesk

Aven om forbundsstyrelsen tog beslut 2019 innebér det inte frihet att implementera
denna logotyp. Allt for stort beslut utan férankring.

Vi sitter med besparingsorder hogt och lagt, och man kan bara undra hur mycket detta
kostar.

Yrkar bifall pa

att-sats 1

att-sats 2

Fullmaktige beslutade:

- att bifalla regionstyrelsens forslag att avsla motionen efter omrostning med rost-
siffrorna 53 for regionstyrelsens forslag och 46 for bifall till motionen (32 roster
avgavs inte).

Motion 15
Arkiv

| motionen foreslas

- att HGF regionen arbetar for att paverka forbundet sa att de agerar skyndsamt
for att fortroendevalda ska fa ett arkiv

- att regionen léser fragan med ett arkivering for fortroendevalda tills vi far ett ar-
kiv fran forbundet

- att lagga sa mycket dokumentation som mojligt arkiverad pa hemsidan sa att
fortroendevalda som inte har tillgang till intranat hittar det mesta och det
viktigaste vi kan behdva dar.

- att underlatta sa att sokandet pa hemsidan blir battre sa att vi kan anvanda den
som vart arkiv for vara handlingar

- att sadant som inte ar offentligt t.ex namn enlig Gdpr stryks dver sa handlingar
anda kan arkiveras sa att vi kan komma at dem

- att om inte handlingar kan ligga pa den 6ppna hemsidan ska en del av hemsidan
avsattas for fortroendevalda och anstéllda med l6senord fér behérighet

- att om det inte gar att fa en del av hemsidan till att arkivera vara dokument da
ska det uppréttas ett annat digitalt utrymme for detta, t.ex Google Drive eller dyl

Regionstyrelsen foreslar fullméktige besluta

- att bifalla att-sats 1 att HGF regionen arbetar for att paverka forbundet sa att de age-
rar skyndsamt for att fortroendevalda ska fa ett arkiv
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- att avsla att-sats 2; Att regionen loser fragan med ett arkivering for fortroendevalda
tills vi far ett arkiv fran forbundet

- att bifalla att-sats 3; Att lagga sa mycket dokumentation som mojligt arkiverad pa
hemsidan sa att fortroendevalda som inte har tillgang till intranat hittar det mesta
och det viktigaste vi kan behova dér.

- att anse att-sats 4 besvarad; Att underlatta sa att sokandet pa hemsidan blir battre sa
att vi kan anvanda den som vart arkiv for vara handlingar

- att bifalla att-sats 5; Att sadant som inte ar offentligt t.ex namn enlig Gdpr stryks
over s& handlingar anda kan arkiveras sa att vi kan komma at dem

- att avsla att-sats 6; Att om inte handlingar kan ligga pa den 6ppna hemsidan ska en
del av hemsidan avséttas for fortroendevalda och anstéllda med l6senord foér beho-
righet

- att avsla att-sats 7; Att om det inte gar att fa en del av hemsidan till att arkivera vara
dokument da ska det upprattas ett annat digitalt utrymme for detta, t.ex Google
Drive eller dyl.

Yttrade sig:

Susanne Edberg, regionstyrelsen, yrkade bifall till regionstyrelsens svar till motionen
och papekade att detta ar en forbundsfraga
Beatrice Eriksson, Norrmalm, yrkade bifall till att-sats 7

Foljande yrkanden lamnades:

Beatrice Eriksson

| svaret fran regionstyrelsen star att det pagar en forstudie till en digital intern plattform
(DIP).

Da bor Att-sats 7 bifallas, den handlar om att upprétta ett digitalt utrymme som arkiv for
dokument o.dyl.

Yrkar bifall pa Att-sats 7

Fullmaktige beslutade:

- att bifalla regionstyrelsens svar till motionens att-satser 1 - 6

- att bifalla regionstyrelsens svar till motionens att-sats 7, att avsla att-satsen efter
omroéstning med rostsiffrorna 76 for regionstyrelsens svar till att-sats 7 och 20
for bifall till att-satsen (35 roster avgavs inte).

Motion 16
Battre forutsattningar for fortroendevalda att driva den digitala utvecklingen
framat

| motionen foreslas

- att region Stockholm later foreningarna valja den digitala motesplats de sjalva
finner lamplig,

- att regionstyrelsen far i uppdrag att ta fram en handlingsplan for regionens digi-
tala utveckling,

- att personalen moter och stodjer fortroendevalda utifran de behov och forutséatt-
ningar som finns lokalt,
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- att region Stockholm erbjuder tillgang till en zoomlicens till de foreningar som
sa onskar.

Regionstyrelsen foreslar fullmaktige besluta

- att bifalla att sats 1 och 4
- att anse att sats 2 och 3 besvarad

Fullmaktige beslutade:

- attienlighet med regionstyrelsens forslag bifalla attsats 1 och 4
- att i enlighet med regionstyrelsens forslag anse attsats 2 och 3 besvarade

Motion 17
GDPR ska inte hindra kontakt medlemmar emellan

| motionen foreslas

- att medlemmar ska kunna begéra och fa tillgang till kontaktuppgifter for andra
medlemmar i sitt hus eller lokala forening

- attiandra hand att alla medlemmar, befintliga och nya ska ges en mgjlighet att
meddela om man vill vara kontaktbar av och kunna kontakta andra medlemmar i
sitt hus eller lokala forening, och att det etableras som en administrativ praxis att
pa begéran fa ut dessa kontaktuppgifter, garna pa sikt programmerat for automa-
tisk utskrift fran hemsidan

Regionstyrelsen foreslar fullmaktige besluta
- att avsla motionen.
Yttrade sig:

Peder Poulsen, Sédermalm, hade varit i kontakt med motionaren och ville pa hans upp-
drag justera att-satsen till att endast gélla vilka medlemmar som bor i en fastighet utan
kontaktuppgifter mailadress och telefon

Jaana Andersson, regionstyrelsen, papekade att man kan begéra ut listor men att med-
lemmen maste ge medgivande till att kontaktuppgift lamnas

Peder Poulsen, Sodermalm, bekraftade att motionéren &r ndjd med &ndring i att-sats till
endast adress

Foljande yrkanden lamnades:
Av Peder Poulsen

Pa uppdrag av motionar och undertecknad
Uteldmna och dela adress uppgift for alla medlemmar i sin egen fastighet
utan telefon och e-post. Detta racker gott med brevpost eller mejla .pdf

Fullméktige beslutade:
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- att bifalla justerad att-sats enligt Peder Poulsens yrkande efter omréstning med
rostsiffrorna 46 roster for regionstyrelsens forslag att avsla motionen och 53 ros-
ter fOr justerad att-sats (32 roster avgavs inte).

Fullméaktige beslutade:

- att klockan 16:46 avbryta motionsbehandlingen och bordlagga aterstaende
motioner, alltsa motionerna 18 — 25, till hostfullmaktige 2022.

Bordlagda motioner:
Motion 18
Tecknande av Boinflytandeavtal med allmannyttiga bostadsbolag

I motionen foreslas

- att beslut i fragan som fattats av regionstyrelsen forklaras ogiltigt.
- att fullméaktige fastslar att det i allmannyttiga bolag ar férhandlingsdelegationen
som fattar beslut om tecknande av avtal om boinflytande med bolaget.

Regionstyrelsen foreslar fullmaktige besluta
- att anse motionen besvarad

Motion 19
Ansvar

| motionen foreslas

- att Hyresgastforeningen klargér vem som har ansvar vid stéld och skadegdrelse,
vid de tillfallen det kan bevisas att fastighetsagaren frangatt atgarder for skal-
skydd

- att Hyresgastforeningen klargér hur och vem som har bevisbérdan om en skada
eller stold intraffar nar skalskyddet ar undermaligt

- att Hyresgastforeningen ska klargéra vems ansvar det ar att sta for kostnaden
nar skalskyddet inte varit tillfredsstallande

- att sa lange det kan hanga pa hyresgastens ansvar om det sker nagot nar skal-
skyddet asidosatts da ska hyresgasterna upplysas om detta sa de om de har moj-
lighet kan ta en hemforsakring som kan galla detta, om det finns en sadan for-
sakring. Samt sa att hyresgasterna ev kan vidta nagra forsiktighetsatgarder

Motion 20
Ensam ar svag

| motionen foreslas

- att Hyresgastforeningen informerar tydligt och brett infor varje férhandlingsom-
gang om hur de som bara &r en eller tva hyresgaster i ett hus kan fa hjélp av Hyres-
gastforeningen

- att Hyresgastforeningen arbetar for en lagandring sa att forhandlingsordningen ska
galla lika for alla hyresgéster.
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- att hyresgastforeningen sa lange inte alla medlemmar har lika formaner, ska forsoka
hitta en 16sning sa att vi nar alla med den info de kan behdva

Regionstyrelsen foreslar fullmaktige besluta

- att anse motionen besvarad

Motion 21
Forstark regionens byggtekniska kompetens

I motionen foreslas

- att regionens kompetens forstarks med yrkesperson inom byggtekniska omradet.

Regionstyrelsen foreslar fullmaktige besluta
- att anse motionen besvarad

Motion 22
Trygga besittningsratten

I motionen foreslas

- att hyresgasternas intressen ska vagas tyngre vid hyresnamndernas tillstandsprov-
ning av ombyggnadsarbeten, ndr hyresgasterna inte ldmnat sittgodk&nnande i delar
eller som helhet. Hyresvarden ska precis som i dagens lagstiftning ha beaktansvérda
skil for att genomfora dtgéirderna, men dtgéirderna ska ocksa vara skaliga for hyres-
gasterna. Till detta &ndamal ska ett tak pa skalig hyreshdjning i samband med reno-
veringar bestdms via forhandlingar med Hyresgéastforeningen infor storre renove-
ringar utifran bruksvardessystemet, renoverings omfattning, varsam renovering
samt langsiktigt underhall (sasom sker i Danmark).

- att nar hyresnamnden bedémer vad som &r skéligt ska den i sitt beslut ta hdnsyn
till om hyresgésterna gemensamt i ett samrad med fastighetsdgaren kunnat paverka
atgardernas utformning och omfattning i skalig utstrackning enligt hyresgasterna
sjélva.

- att hyresgasten ska ha mojligheten att vdlja nivaer av ombyggnad och dirmed aven
hyresnivaer, dér det sa kallade noll-alternativet ar inkluderat, vilket innebér en re-
novering som i huvudsak innebar behovligt underhall i syfte att kunna halla nere hy-
resokningar och sikra besittningsskyddet.

- att intrappning av renoeringshyror tillampas i 3 ar, helst 5.

Motion 23
Obligatoriskt samrad

| motionen foreslas

- att obligatoriskt samradsavtal med samradgrupp skall inrattas mellan berérda
hyresgéster och hyresvérd vid storre upprustning/renovering

- att HGF eller annan dominerande hyresgastorg alltid skall vara foretrddd i grup-
pen
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- att hyresgasterna i gruppen skall ha rétt att utan kostnad ta hjalp av egna exper-
ter vidbehov

- att Hyresnamnden vid behov skall kunna medla i dessa grupper, alternativt att
lampligt medlingsorgan inrattas, med medlare som kan kallas in till samrads-
gruppen istallet for att helt ta 6ver beslutsfattandet

Regionstyrelsen foreslar fullmaktige besluta
- att anse motionen besvarad

Motion 24
Noll-alt. (behandlas tillsammans med motion 25)

I motionen foreslas

- att verka for att riskerna med negativa koncekvenser med O-alternativet undan-
rojs

- att verka for att det allménna hyresgéstintresset definieras efter vad hyresgéaster-
na i realiteten anser

- att samrad fore upprustning alltid ska ske

- att hyresgasten ska presenteras vad hyran kan komma att bli efter upprustning

- att hyran forhandlas med Hyresgéastféreningen innan beslut om upprustnings-
grad tas av hyresgasten.

Regionstyrelsen foreslar fullmaktige besluta — se motion 25

Motion 25

Verka for alternativ med noll hyreshojning vid renovering (behandlas tillsammans
med motion 24)

I motionen foreslas

- att Hyresgastforeningen Region Stockholm sluter eller kompletterar avtal med all-
mannyttiga och privata bostadsbolag om inflytande och samrad vid renovering med
en passus om gemensam stravan att hyresgasterna vid renovering ska erbjudas ett
alternativ utan hyreshgjning.

- att regionens fortroendevalda och anstéllda i kontakter med hyresgaster som &r ak-
tuella for renovering och deras hyresvardar meddelar att Hyresgastféreningen ver-
kar for att ett nollalternativ ska erbjudas de hyresgéaster som énskar en mindre ge-
nomgripande renovering

Regionstyrelsen foreslar fullmaktige besluta

- att anse motionerna besvarade

§ 25 Regionstyrelsens forslag till beslut

a) Hostfullmaktige
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Regionstyrelsens foredragande, Susanne Sjoblom, foredrog att forslaget att regionfullmék-
tige inte ska genomforas hosten 2022 ar atertaget.

Regionstyrelsen foreslar fullmaktige besluta

- att hostens fullmaktige 2022 genomfors.

Yttrade sig:

Peggy Jonsson, Syd-Ost, yrkade att hostfullmaktige genomfors

Mats Gustafsson, Botkyrka Salem, foreslog att hostfullmaktige genomfors efter valet
Susanne Sjoblom, regionstyrelsen, besvarade med att regionstyrelsen aterkommer med
tidpunkt for fullméktige och &ven for samling efter valet for att diskutera valresultatet.

Foljande yrkanden lamnades:

Av Peggy Jonsson

yrkar att behalla hostfullmaktige

Vi behover traffas mer, i andra foreningar har vi fler fullmaktigemdoten och lagger aven
in mellanmaten.

Det att bra att regionen samlar och traffar foreningsstyrelser men fullmaktigeledamaoter
ar inte samma som foreningsstyrelser utan ger mojlighet till en bredare representation
och forankring av beslut.

Fullmaktige beslutade:

- att hostfullmaktige 2022 genomfors i enlighet med regionstyrelsens forslag.

§ 26 Uttalanden

Motesordforande foredrog forslag till uttalande fran fullmaktige, namligen

- Om Allmannyttans roll i valarbetet 2022
- Hyresgastforeningens krav infor valet: Stoppa bo-oréttvisan!
- En nationell strategi mot hemldshet maste till!
(Fullmé&ktige antog uttalandet under motionsbehandlingen, motion 7).

Uttalanden bildaggs protokollet.
Fullmaktige beslutade:

- att anta foreslagna uttalanden.

§ 27 Avtackningar

Simon Safari tackade ombuden for att de med stort engagemang genomfort dagens fullmék-
tige. Han uppmanade alla att fokusera framat och se till att bostadsfragorna hamnar hogt pa
agendan infor det kommande valet, sa att det blir ett hyresgasternas val.
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Han overlamnade darefter ordférandeklubban till Susanne Sjoblom, som tackade Simon
varmt for allt han lart henne under samarbetet i regionstyrelsen. Susanne tackade for fortro-
endet och forklarade att de fortroendevalda &r organisationens grundbult. Nu maste de fa ett
starkt stod sa att hela organisationen har ett starkt och enigt fokus framat.

§ 28 Avslutning

Regionens nyvalda ordférande Susanne Sjéblom forklarade varfullméktige 2022 for av-
slutat klockan 16:52.

Ort och datum

Vid protokollet:

ek Mrdes /Zﬂ(kv//wd”

Namn Namn
Kerstin Krebs, motessekreterare Max Karlsson, motessekreterare

quﬂé“v
Namn
Emma Jonsson, motessekreterare

Justeras:

Namn Namn

Inger Andersson, protokollsjusterare Mia Astemo, protokollsjusterare
Na Namn E

Elisabeth Brandt Ygeman, Ellinor Eriksson,
motesordforande motesordforande
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Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2022-05-10 14:49:03.088001 UTC ±7 ms

    		2022-05-10 14:13:42.733409 UTC

    		

      146.247.177.230

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36

      

    

    		

      

        The initiator Maria Envall (ME) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2022-08-08 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2022-05-10 14:49:03.088001 UTC ±7 ms

    		2022-05-10 14:13:42.733409 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (kerstin.krebs@hyresgastforeningen.se) to Kerstin Krebs (KK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-05-10 14:49:03.088001 UTC ±7 ms

    		2022-05-10 14:13:42.733409 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (max.karlsson@hyresgastforeningen.se) to Max Karlsson (MK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-05-10 14:49:03.088001 UTC ±7 ms

    		2022-05-10 14:13:42.733409 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (emma.jonsson@hyresgastforeningen.se) to Emma Jönsson (EJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-05-10 14:49:03.088001 UTC ±7 ms

    		2022-05-10 14:13:42.733409 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (mia.astemo@gmail.com) to Mia Astemo (MA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-05-10 14:49:03.088001 UTC ±7 ms

    		2022-05-10 14:13:42.733409 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ingershot@hotmail.com) to Inger Andersson (IA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-05-10 14:49:03.088001 UTC ±7 ms

    		2022-05-10 14:13:42.733409 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ellinor@brolinwestrell.se) to Ellinor Eriksson (EE). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-05-10 14:49:03.088001 UTC ±7 ms

    		2022-05-10 14:13:42.733409 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (elisabeth.brandt.ygeman@handels.se) to Elisabeth Brandt Ygeman (EBY). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-05-10 14:49:12.055116 UTC ±7 ms

    		2022-05-10 14:13:42.733409 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Max Karlsson (MK) was delivered.

      


    

  



  

  

    		2022-05-10 14:49:12.25005 UTC ±7 ms

    		2022-05-10 14:13:42.733409 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Emma Jönsson (EJ) was delivered.

      


    

  



  

  

    		2022-05-10 14:49:12.308159 UTC ±7 ms

    		2022-05-10 14:13:42.733409 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Mia Astemo (MA) was delivered.

      


    

  



  

  

    		2022-05-10 14:49:12.3384 UTC ±7 ms

    		2022-05-10 14:13:42.733409 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Inger Andersson (IA) was delivered.

      


    

  



  

  

    		2022-05-10 14:49:12.363144 UTC ±7 ms

    		2022-05-10 14:13:42.733409 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ellinor Eriksson (EE) was delivered.

      


    

  



  

  

    		2022-05-10 14:49:12.399454 UTC ±7 ms

    		2022-05-10 14:13:42.733409 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Elisabeth Brandt Ygeman (EBY) was delivered.

      


    

  



  

  

    		2022-05-10 14:49:28.038698 UTC ±7 ms

    		2022-05-10 14:13:42.733409 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to mia.astemo@gmail.com was opened.

      


    

  



  

  

    		2022-05-10 14:52:51.349142 UTC ±7 ms

    		2022-05-10 14:13:42.733409 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ellinor@brolinwestrell.se was opened.

      


    

  



  

  

    		2022-05-10 14:53:27.96966 UTC ±8 ms

    		2022-05-10 14:13:42.733409 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to emma.jonsson@hyresgastforeningen.se was opened.

      


    

  



  

  

    		2022-05-10 14:55:43.24122 UTC ±8 ms

    		2022-05-10 14:13:42.733409 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Kerstin Krebs (KK) was delivered.

      


    

  



  

  

    		2022-05-10 14:56:23.56421 UTC ±8 ms

    		2022-05-10 14:13:42.733409 UTC

    		

      194.103.85.12

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36

      

    

    		

      

        The party Kerstin Krebs (KK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-10 15:08:54.135312 UTC ±10 ms

    		2022-05-10 14:13:42.733409 UTC

    		

      194.103.85.12

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36

      

    

    		

      

        The signatory Kerstin Krebs (KK) signed in the signature box “signature 1”.
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    		2022-05-10 15:08:54.135312 UTC ±10 ms

    		2022-05-10 14:13:42.733409 UTC

    		

      194.103.85.12

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36

      

    

    		

      

        The signatory Kerstin Krebs (KK) signed the document.

      


    

  



  

  

    		2022-05-10 17:11:11.882634 UTC ±14 ms

    		2022-05-10 16:13:49.846418 UTC

    		

      85.224.186.49

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Mia Astemo (MA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-10 17:16:30.167389 UTC ±2 ms

    		2022-05-10 17:13:51.546423 UTC

    		

      85.224.186.49

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Mia Astemo (MA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-10 17:16:32.713129 UTC ±2 ms

    		2022-05-10 17:13:51.546423 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to mia.astemo@gmail.com was opened.

      


    

  



  

  

    		2022-05-10 17:17:25.577304 UTC ±3 ms

    		2022-05-10 17:13:51.546423 UTC

    		

      85.224.186.49

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15

      

    

    		

      

        The signatory Mia Astemo (MA) signed in the signature box “signature 1”.
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    		2022-05-10 17:17:25.577304 UTC ±3 ms

    		2022-05-10 17:13:51.546423 UTC

    		

      85.224.186.49

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15

      

    

    		

      

        The signatory Mia Astemo (MA) signed the document.

      


    

  



  

  

    		2022-05-10 18:49:18.631696 UTC ±8 ms

    		2022-05-10 18:13:53.226572 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ingershot@hotmail.com was opened.

      


    

  



  

  

    		2022-05-10 18:49:24.541848 UTC ±9 ms

    		2022-05-10 18:13:53.226572 UTC

    		

      2.67.91.171

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.75 Safari/537.36

      

    

    		

      

        The party Inger Andersson (IA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-10 18:51:20.028707 UTC ±9 ms

    		2022-05-10 18:13:53.226572 UTC

    		

      2.67.91.171

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.75 Safari/537.36

      

    

    		

      

        The signatory Inger Andersson (IA) signed in the signature box “signature 1”.
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    		2022-05-10 18:51:20.028707 UTC ±9 ms

    		2022-05-10 18:13:53.226572 UTC

    		

      2.67.91.171

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.75 Safari/537.36

      

    

    		

      

        The signatory Inger Andersson (IA) signed the document.

      


    

  



  

  

    		2022-05-10 19:04:07.610311 UTC ±12 ms

    		2022-05-10 18:13:53.226572 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to elisabeth.brandt.ygeman@handels.se was opened.

      


    

  



  

  

    		2022-05-10 19:04:16.39152 UTC ±12 ms

    		2022-05-10 18:13:53.226572 UTC

    		

      81.230.47.80

      

        Mozilla/5.0 (Linux; Android 12; SM-N770F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.41 Mobile Safari/537.36

      

    

    		

      

        The party Elisabeth Brandt Ygeman (EBY) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-10 19:04:45.205474 UTC ±12 ms

    		2022-05-10 18:13:53.226572 UTC

    		

      81.230.47.80

      

        Mozilla/5.0 (Linux; Android 12; SM-N770F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.41 Mobile Safari/537.36

      

    

    		

      

        The signatory Elisabeth Brandt Ygeman (EBY) signed in the signature box “signature 1”.
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    		2022-05-10 19:04:45.205474 UTC ±12 ms

    		2022-05-10 18:13:53.226572 UTC

    		

      81.230.47.80

      

        Mozilla/5.0 (Linux; Android 12; SM-N770F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.41 Mobile Safari/537.36

      

    

    		

      

        The signatory Elisabeth Brandt Ygeman (EBY) signed the document.

      


    

  



  

  

    		2022-05-11 13:27:34.574426 UTC ±3 ms

    		2022-05-11 13:14:37.430729 UTC

    		

      146.247.177.230

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36

      

    

    		

      

        The party Emma Jönsson (EJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-12 08:41:43.530544 UTC ±13 ms

    		2022-05-12 08:15:17.91092 UTC

    		

      146.247.177.230

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36

      

    

    		

      

        The party Emma Jönsson (EJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-12 11:11:12.779288 UTC ±14 ms

    		2022-05-12 10:15:22.664324 UTC

    		

      146.247.177.230

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36

      

    

    		

      

        The signatory Emma Jönsson (EJ) signed in the signature box “signature 1”.
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    		2022-05-12 11:11:12.779288 UTC ±14 ms

    		2022-05-12 10:15:22.664324 UTC

    		

      146.247.177.230

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36

      

    

    		

      

        The signatory Emma Jönsson (EJ) signed the document.

      


    

  



  

  

    		2022-05-13 06:16:44.676821 UTC ±3 ms

    		2022-05-13 06:16:04.045292 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ingershot@hotmail.com was opened.

      


    

  



  

  

    		2022-05-17 08:41:41.544249 UTC ±5 ms

    		2022-05-17 08:19:27.041322 UTC

    		

      146.247.177.230

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.64 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Max Karlsson (MK) at the request of the user Maria Envall (ME).

      


    

  



  

  

    		2022-05-17 08:41:41.544249 UTC ±5 ms

    		2022-05-17 08:19:27.041322 UTC

    		

      146.247.177.230

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.64 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Ellinor Eriksson (EE) at the request of the user Maria Envall (ME).

      


    

  



  

  

    		2022-05-17 08:41:51.863163 UTC ±5 ms

    		2022-05-17 08:19:27.041322 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ellinor Eriksson (EE) was delivered.

      


    

  



  

  

    		2022-05-17 08:41:59.588701 UTC ±5 ms

    		2022-05-17 08:19:27.041322 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Max Karlsson (MK) was delivered.

      


    

  



  

  

    		2022-05-17 09:18:01.844649 UTC ±13 ms

    		2022-05-17 08:19:27.041322 UTC

    		

      178.132.75.202

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36

      

    

    		

      

        The party Ellinor Eriksson (EE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-17 09:18:04.998606 UTC ±13 ms

    		2022-05-17 08:19:27.041322 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ellinor@brolinwestrell.se was opened.

      


    

  



  

  

    		2022-05-17 09:19:49.024035 UTC ±1 ms

    		2022-05-17 09:19:29.054533 UTC

    		

      178.132.75.202

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36

      

    

    		

      

        The signatory Ellinor Eriksson (EE) signed in the signature box “signature 1”.
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    		2022-05-17 09:19:49.024035 UTC ±1 ms

    		2022-05-17 09:19:29.054533 UTC

    		

      178.132.75.202

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36

      

    

    		

      

        The signatory Ellinor Eriksson (EE) signed the document.

      


    

  



  

  

    		2022-05-24 08:55:24.287931 UTC ±14 ms

    		2022-05-24 08:25:01.4741 UTC

    		

      146.247.177.230

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36

      

    

    		

      

        The party Max Karlsson (MK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-24 08:56:13.068369 UTC ±14 ms

    		2022-05-24 08:25:01.4741 UTC

    		

      146.247.177.230

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36

      

    

    		

      

        The signatory Max Karlsson (MK) signed in the signature box “signature 1”.
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    		2022-05-24 08:56:13.068369 UTC ±14 ms

    		2022-05-24 08:25:01.4741 UTC

    		

      146.247.177.230

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36

      

    

    		

      

        The signatory Max Karlsson (MK) signed the document.

      


    

  



  

  

    		2022-05-24 08:56:13.068369 UTC ±14 ms

    		2022-05-24 08:25:01.4741 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.24 ms

		standard deviation: 0.95 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈98.929%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2022-04-12 16:50:47.950145 UTC and 2022-05-24 08:25:01.4741 UTC:







  		Time collected

  		Clock offset







  

    		2022-04-12 16:50:47.950145

    		0.3 ms

  





  

    		2022-04-12 17:50:49.630867

    		-0.7 ms

  





  

    		2022-04-12 18:50:51.558387

    		-0.6 ms

  





  

    		2022-04-12 19:50:53.638192

    		-0.9 ms

  





  

    		2022-04-12 20:50:55.102871

    		-0.6 ms

  





  

    		2022-04-12 21:50:57.11353

    		-0.1 ms

  





  

    		2022-04-12 22:50:59.029526

    		-1.8 ms

  





  

    		2022-04-12 23:51:01.604952

    		-1.4 ms

  





  

    		2022-04-13 00:51:03.423331

    		-1.9 ms

  





  

    		2022-04-13 01:51:05.36846

    		-0.3 ms

  





  

    		2022-04-13 02:51:06.957041

    		0.0 ms

  





  

    		2022-04-13 03:51:11.532297

    		1.4 ms

  





  

    		2022-04-13 04:51:14.943368

    		1.1 ms

  





  

    		2022-04-13 05:51:16.492027

    		0.9 ms

  





  

    		2022-04-13 06:51:19.651987

    		0.1 ms

  





  

    		2022-04-13 07:51:21.826058

    		-0.1 ms

  





  

    		2022-04-13 08:51:23.57681

    		-1.2 ms

  





  

    		2022-04-13 09:51:25.140613

    		-2.0 ms

  





  

    		2022-04-13 10:51:27.594725

    		-1.1 ms

  





  

    		2022-04-13 11:51:29.26126

    		-1.6 ms

  





  

    		2022-04-13 12:51:31.134721

    		0.2 ms

  





  

    		2022-04-13 13:51:33.525211

    		-0.8 ms

  





  

    		2022-04-13 14:51:38.631702

    		1.3 ms

  





  

    		2022-04-13 15:51:40.705119

    		0.8 ms

  





  

    		2022-04-13 16:51:42.27347

    		0.4 ms

  





  

    		2022-04-13 17:51:44.35939

    		0.0 ms

  





  

    		2022-04-13 18:51:46.05546

    		0.1 ms

  





  

    		2022-04-13 19:51:47.960002

    		0.6 ms

  





  

    		2022-04-13 20:51:49.98398

    		-0.2 ms

  





  

    		2022-04-13 21:51:52.202478

    		-0.8 ms

  





  

    		2022-04-13 22:51:53.879669

    		-0.6 ms

  





  

    		2022-04-13 23:51:55.387609

    		-1.4 ms

  





  

    		2022-04-14 00:51:57.502132

    		-0.8 ms

  





  

    		2022-04-14 01:51:59.229789

    		0.1 ms

  





  

    		2022-04-14 02:52:01.02548

    		-0.4 ms

  





  

    		2022-04-14 03:52:03.662356

    		-0.4 ms

  





  

    		2022-04-14 04:52:05.467383

    		-0.1 ms

  





  

    		2022-04-14 05:52:07.21174

    		0.1 ms

  





  

    		2022-04-14 06:52:09.421467

    		-0.1 ms

  





  

    		2022-04-14 07:52:12.080282

    		0.4 ms

  





  

    		2022-04-14 08:52:13.873798

    		-0.2 ms

  





  

    		2022-04-14 09:52:15.899824

    		-1.2 ms

  





  

    		2022-04-14 10:52:17.526963

    		-0.6 ms

  





  

    		2022-04-14 11:52:19.17104

    		0.3 ms

  





  

    		2022-04-14 12:52:20.901505

    		0.4 ms

  





  

    		2022-04-14 13:52:22.577755

    		-0.9 ms

  





  

    		2022-04-14 14:52:25.008486

    		0.5 ms

  





  

    		2022-04-14 15:52:28.672071

    		1.3 ms

  





  

    		2022-04-14 16:52:31.13447

    		0.3 ms

  





  

    		2022-04-14 17:52:32.99773

    		-0.8 ms

  





  

    		2022-04-14 18:52:34.801656

    		0.5 ms

  





  

    		2022-04-14 19:52:36.299764

    		-0.3 ms

  





  

    		2022-04-14 20:52:38.316245

    		-0.7 ms

  





  

    		2022-04-14 21:52:39.997519

    		0.2 ms

  





  

    		2022-04-14 22:52:41.557452

    		-0.5 ms

  





  

    		2022-04-14 23:52:43.159082

    		0.0 ms

  





  

    		2022-04-15 00:52:44.778546

    		0.3 ms

  





  

    		2022-04-15 01:52:46.584169

    		-0.3 ms

  





  

    		2022-04-15 02:52:48.234267

    		-0.7 ms

  





  

    		2022-04-15 03:52:53.660878

    		-0.7 ms

  





  

    		2022-04-15 04:52:57.449628

    		-1.3 ms

  





  

    		2022-04-15 05:52:59.445948

    		-1.5 ms

  





  

    		2022-04-15 06:53:01.610503

    		-0.9 ms

  





  

    		2022-04-15 07:53:03.495891

    		-0.2 ms

  





  

    		2022-04-15 08:53:05.519297

    		0.0 ms

  





  

    		2022-04-15 09:53:07.120325

    		-0.3 ms

  





  

    		2022-04-15 10:53:08.924216

    		0.1 ms

  





  

    		2022-04-15 11:53:11.082486

    		-2.1 ms

  





  

    		2022-04-15 12:53:12.88637

    		-1.0 ms

  





  

    		2022-04-15 13:53:14.96266

    		-1.6 ms

  





  

    		2022-04-15 14:53:17.21002

    		0.1 ms

  





  

    		2022-04-15 15:53:18.939962

    		0.1 ms

  





  

    		2022-04-15 16:53:20.545503

    		1.5 ms

  





  

    		2022-04-15 17:53:22.248432

    		0.2 ms

  





  

    		2022-04-15 18:53:23.932821

    		0.0 ms

  





  

    		2022-04-15 19:53:25.462902

    		-0.7 ms

  





  

    		2022-04-15 20:53:27.992897

    		-0.6 ms

  





  

    		2022-04-15 21:53:29.684297

    		-0.8 ms

  





  

    		2022-04-15 22:53:31.387274

    		-1.3 ms

  





  

    		2022-04-15 23:53:33.411359

    		-0.6 ms

  





  

    		2022-04-16 00:53:35.518062

    		-0.8 ms

  





  

    		2022-04-16 01:53:37.114565

    		-1.8 ms

  





  

    		2022-04-16 02:53:38.739483

    		-0.8 ms

  





  

    		2022-04-16 03:53:42.075829

    		-1.3 ms

  





  

    		2022-04-16 04:53:46.530984

    		-2.0 ms

  





  

    		2022-04-16 05:53:48.971656

    		-1.2 ms

  





  

    		2022-04-16 06:53:51.350584

    		-2.0 ms

  





  

    		2022-04-16 07:53:53.891391

    		-1.1 ms

  





  

    		2022-04-16 08:53:55.443512

    		-1.1 ms

  





  

    		2022-04-16 09:53:58.345803

    		0.7 ms

  





  

    		2022-04-16 10:53:59.901773

    		2.3 ms

  





  

    		2022-04-16 11:54:01.56757

    		-0.2 ms

  





  

    		2022-04-16 12:54:03.456046

    		1.4 ms

  





  

    		2022-04-16 13:54:05.506694

    		1.1 ms

  





  

    		2022-04-16 14:54:06.984937

    		0.5 ms

  





  

    		2022-04-16 15:54:08.853094

    		-0.5 ms

  





  

    		2022-04-16 16:54:10.955736

    		-0.8 ms

  





  

    		2022-04-16 17:54:13.611187

    		-0.4 ms

  





  

    		2022-04-16 18:54:15.161266

    		0.6 ms

  





  

    		2022-04-16 19:54:17.458964

    		-0.1 ms

  





  

    		2022-04-16 20:54:19.371853

    		0.1 ms

  





  

    		2022-04-16 21:54:21.294694

    		-0.9 ms

  





  

    		2022-04-16 22:54:23.759032

    		0.3 ms

  





  

    		2022-04-16 23:54:25.812338

    		0.5 ms

  





  

    		2022-04-17 00:54:27.487519

    		-0.3 ms

  





  

    		2022-04-17 01:54:30.124865

    		-0.9 ms

  





  

    		2022-04-17 02:54:32.525972

    		-0.7 ms

  





  

    		2022-04-17 03:54:36.422993

    		-0.2 ms

  





  

    		2022-04-17 04:54:39.216933

    		0.0 ms

  





  

    		2022-04-17 05:54:41.158431

    		0.1 ms

  





  

    		2022-04-17 06:54:43.639252

    		-0.6 ms

  





  

    		2022-04-17 07:54:45.490018

    		1.0 ms

  





  

    		2022-04-17 08:54:47.35882

    		-0.1 ms

  





  

    		2022-04-17 09:54:48.982808

    		-0.1 ms

  





  

    		2022-04-17 10:54:51.412828

    		-1.4 ms

  





  

    		2022-04-17 11:54:53.495417

    		-0.8 ms

  





  

    		2022-04-17 12:54:55.436778

    		-1.2 ms

  





  

    		2022-04-17 13:54:57.4632

    		-0.7 ms

  





  

    		2022-04-17 14:54:59.373913

    		-1.7 ms

  





  

    		2022-04-17 15:55:01.374734

    		-0.8 ms

  





  

    		2022-04-17 16:55:03.649808

    		-1.4 ms

  





  

    		2022-04-17 17:55:05.398373

    		-1.3 ms

  





  

    		2022-04-17 18:55:07.194908

    		-0.9 ms

  





  

    		2022-04-17 19:55:09.397159

    		-0.6 ms

  





  

    		2022-04-17 20:55:11.1816

    		0.0 ms

  





  

    		2022-04-17 21:55:13.117735

    		-1.4 ms

  





  

    		2022-04-17 22:55:14.601098

    		-0.1 ms

  





  

    		2022-04-17 23:55:16.219421

    		-0.8 ms

  





  

    		2022-04-18 00:55:18.531926

    		0.1 ms

  





  

    		2022-04-18 01:55:20.390491

    		-0.3 ms

  





  

    		2022-04-18 02:55:21.982794

    		0.2 ms

  





  

    		2022-04-18 03:55:23.91719

    		0.7 ms

  





  

    		2022-04-18 04:55:27.523935

    		-0.6 ms

  





  

    		2022-04-18 05:55:29.474767

    		0.4 ms

  





  

    		2022-04-18 06:55:31.699354

    		-0.9 ms

  





  

    		2022-04-18 07:55:33.478392

    		-1.8 ms

  





  

    		2022-04-18 08:55:35.192709

    		-1.4 ms

  





  

    		2022-04-18 09:55:37.325244

    		0.7 ms

  





  

    		2022-04-18 10:55:39.260421

    		-1.0 ms

  





  

    		2022-04-18 11:55:41.05773

    		-0.6 ms

  





  

    		2022-04-18 12:55:42.84429

    		-0.6 ms

  





  

    		2022-04-18 13:55:44.542019

    		-1.6 ms

  





  

    		2022-04-18 14:55:46.963111

    		-1.2 ms

  





  

    		2022-04-18 15:55:48.564301

    		-1.8 ms

  





  

    		2022-04-18 16:55:51.401453

    		-1.2 ms

  





  

    		2022-04-18 17:55:54.336155

    		-1.7 ms

  





  

    		2022-04-18 18:55:55.892815

    		-1.3 ms

  





  

    		2022-04-18 19:55:57.787511

    		-1.6 ms

  





  

    		2022-04-18 20:56:00.497841

    		-2.0 ms

  





  

    		2022-04-18 21:56:02.749683

    		-1.3 ms

  





  

    		2022-04-18 22:56:04.469122

    		-0.8 ms

  





  

    		2022-04-18 23:56:06.818338

    		0.6 ms

  





  

    		2022-04-19 00:56:08.992638

    		1.0 ms

  





  

    		2022-04-19 01:56:10.884627

    		2.1 ms

  





  

    		2022-04-19 02:56:13.998671

    		2.6 ms

  





  

    		2022-04-19 03:56:16.51459

    		0.3 ms

  





  

    		2022-04-19 04:56:18.865783

    		-0.8 ms

  





  

    		2022-04-19 05:56:21.064107

    		-1.8 ms

  





  

    		2022-04-19 06:56:22.760929

    		0.5 ms

  





  

    		2022-04-19 07:56:24.373309

    		0.4 ms

  





  

    		2022-04-19 08:56:25.999483

    		1.4 ms

  





  

    		2022-04-19 09:56:28.038713

    		1.5 ms

  





  

    		2022-04-19 10:56:30.412152

    		1.2 ms

  





  

    		2022-04-19 11:56:32.269555

    		-0.1 ms

  





  

    		2022-04-19 12:56:34.049828

    		-0.1 ms

  





  

    		2022-04-19 13:56:35.926178

    		0.1 ms

  





  

    		2022-04-19 14:56:37.700448

    		-0.4 ms

  





  

    		2022-04-19 15:56:39.830808

    		-0.3 ms

  





  

    		2022-04-19 16:56:41.809687

    		-0.2 ms

  





  

    		2022-04-19 17:56:43.395746

    		-0.8 ms

  





  

    		2022-04-19 18:56:45.658582

    		-2.6 ms

  





  

    		2022-04-19 19:56:47.488201

    		-1.1 ms

  





  

    		2022-04-19 20:56:49.09873

    		-1.9 ms

  





  

    		2022-04-19 21:56:51.005206

    		-1.2 ms

  





  

    		2022-04-19 22:56:53.050323

    		-1.5 ms

  





  

    		2022-04-19 23:56:55.239684

    		-0.7 ms

  





  

    		2022-04-20 00:56:56.785124

    		-0.1 ms

  





  

    		2022-04-20 01:56:58.460154

    		-0.7 ms

  





  

    		2022-04-20 02:57:00.413155

    		-0.7 ms

  





  

    		2022-04-20 03:57:02.08876

    		-1.6 ms

  





  

    		2022-04-20 04:57:04.778394

    		-0.7 ms

  





  

    		2022-04-20 05:57:07.083069

    		0.0 ms

  





  

    		2022-04-20 06:57:09.0405

    		0.2 ms

  





  

    		2022-04-20 07:57:10.894021

    		0.9 ms

  





  

    		2022-04-20 08:57:12.883805

    		0.4 ms

  





  

    		2022-04-20 09:57:14.554664

    		0.3 ms

  





  

    		2022-04-20 10:57:17.344476

    		1.3 ms

  





  

    		2022-04-20 11:57:19.212196

    		0.5 ms

  





  

    		2022-04-20 12:57:21.654172

    		0.4 ms

  





  

    		2022-04-20 13:57:23.388945

    		-0.7 ms

  





  

    		2022-04-20 14:57:25.124745

    		-0.4 ms

  





  

    		2022-04-20 15:57:27.809161

    		0.3 ms

  





  

    		2022-04-20 16:57:29.905207

    		1.8 ms

  





  

    		2022-04-20 17:57:31.961814

    		0.4 ms

  





  

    		2022-04-20 18:57:34.461397

    		-0.3 ms

  





  

    		2022-04-20 19:57:36.229307

    		-0.4 ms

  





  

    		2022-04-20 20:57:38.483231

    		-0.6 ms

  





  

    		2022-04-20 21:57:40.048578

    		-0.4 ms

  





  

    		2022-04-20 22:57:41.902819

    		-0.6 ms

  





  

    		2022-04-20 23:57:44.240351

    		0.0 ms

  





  

    		2022-04-21 00:57:45.945009

    		0.0 ms

  





  

    		2022-04-21 01:57:47.788456

    		-1.3 ms

  





  

    		2022-04-21 02:57:49.829599

    		-0.8 ms

  





  

    		2022-04-21 03:57:53.350748

    		-0.9 ms

  





  

    		2022-04-21 04:57:56.650433

    		0.7 ms

  





  

    		2022-04-21 05:57:58.427478

    		-0.6 ms

  





  

    		2022-04-21 06:58:00.207507

    		0.4 ms

  





  

    		2022-04-21 07:58:02.689467

    		0.5 ms

  





  

    		2022-04-21 08:58:04.491507

    		0.2 ms

  





  

    		2022-04-21 09:58:06.338443

    		0.0 ms

  





  

    		2022-04-21 10:58:08.845514

    		1.0 ms

  





  

    		2022-04-21 11:58:10.836362

    		0.2 ms

  





  

    		2022-04-21 12:58:12.542602

    		0.0 ms

  





  

    		2022-04-21 13:58:15.317752

    		-0.2 ms

  





  

    		2022-04-21 14:58:18.341095

    		-0.3 ms

  





  

    		2022-04-21 15:58:20.378005

    		0.1 ms

  





  

    		2022-04-21 16:58:22.003104

    		-0.2 ms

  





  

    		2022-04-21 17:58:24.790172

    		-2.3 ms

  





  

    		2022-04-21 18:58:26.171461

    		-1.4 ms

  





  

    		2022-04-21 19:58:27.905172

    		-1.0 ms

  





  

    		2022-04-21 20:58:29.903906

    		-0.5 ms

  





  

    		2022-04-21 21:58:32.219363

    		-0.7 ms

  





  

    		2022-04-21 22:58:34.224598

    		-1.5 ms

  





  

    		2022-04-21 23:58:36.06066

    		-1.5 ms

  





  

    		2022-04-22 00:58:38.129299

    		-0.7 ms

  





  

    		2022-04-22 01:58:39.656909

    		-1.1 ms

  





  

    		2022-04-22 02:58:41.281498

    		-0.9 ms

  





  

    		2022-04-22 03:58:43.635916

    		0.1 ms

  





  

    		2022-04-22 04:58:46.073005

    		0.1 ms

  





  

    		2022-04-22 05:58:48.837753

    		-0.3 ms

  





  

    		2022-04-22 06:58:50.330424

    		-1.8 ms

  





  

    		2022-04-22 07:58:51.9393

    		-0.5 ms

  





  

    		2022-04-22 08:58:53.757649

    		-1.0 ms

  





  

    		2022-04-22 09:58:55.678507

    		1.0 ms

  





  

    		2022-04-22 10:58:57.593783

    		0.2 ms

  





  

    		2022-04-22 11:58:59.605514

    		-0.2 ms

  





  

    		2022-04-22 12:59:01.978916

    		-0.8 ms

  





  

    		2022-04-22 13:59:04.145869

    		0.8 ms

  





  

    		2022-04-22 14:59:06.260337

    		0.9 ms

  





  

    		2022-04-22 15:59:08.371221

    		0.4 ms

  





  

    		2022-04-22 16:59:10.30382

    		1.2 ms

  





  

    		2022-04-22 17:59:12.076578

    		-0.1 ms

  





  

    		2022-04-22 18:59:13.826062

    		-0.1 ms

  





  

    		2022-04-22 19:59:15.7417

    		-1.3 ms

  





  

    		2022-04-22 20:59:17.792809

    		-1.6 ms

  





  

    		2022-04-22 21:59:19.764106

    		-1.2 ms

  





  

    		2022-04-22 22:59:21.275597

    		-1.8 ms

  





  

    		2022-04-22 23:59:23.771138

    		-1.3 ms

  





  

    		2022-04-23 00:59:25.414469

    		-0.9 ms

  





  

    		2022-04-23 01:59:27.544905

    		-1.7 ms

  





  

    		2022-04-23 02:59:29.170375

    		-0.6 ms

  





  

    		2022-04-23 03:59:31.48128

    		-2.0 ms

  





  

    		2022-04-23 04:59:33.959849

    		-0.5 ms

  





  

    		2022-04-23 05:59:35.748987

    		-0.4 ms

  





  

    		2022-04-23 06:59:37.476502

    		0.9 ms

  





  

    		2022-04-23 07:59:38.975124

    		1.7 ms

  





  

    		2022-04-23 08:59:40.57325

    		0.4 ms

  





  

    		2022-04-23 09:59:42.731484

    		1.1 ms

  





  

    		2022-04-23 10:59:44.43662

    		0.2 ms

  





  

    		2022-04-23 11:59:46.88628

    		-3.0 ms

  





  

    		2022-04-23 12:59:48.475775

    		-1.6 ms

  





  

    		2022-04-23 13:59:50.723755

    		-0.9 ms

  





  

    		2022-04-23 14:59:52.544797

    		-0.9 ms

  





  

    		2022-04-23 15:59:54.341521

    		-0.9 ms

  





  

    		2022-04-23 16:59:55.995212

    		0.6 ms

  





  

    		2022-04-23 17:59:59.152323

    		0.3 ms

  





  

    		2022-04-23 19:00:00.815595

    		-0.4 ms

  





  

    		2022-04-23 20:00:03.306245

    		-1.9 ms

  





  

    		2022-04-23 21:00:05.137194

    		1.0 ms

  





  

    		2022-04-23 22:00:06.895273

    		0.3 ms

  





  

    		2022-04-23 23:00:08.452431

    		-1.5 ms

  





  

    		2022-04-24 00:00:09.918026

    		-2.0 ms

  





  

    		2022-04-24 01:00:11.513454

    		-0.7 ms

  





  

    		2022-04-24 02:00:12.976304

    		-1.6 ms

  





  

    		2022-04-24 03:00:14.477128

    		-1.4 ms

  





  

    		2022-04-24 04:00:16.0637

    		-0.9 ms

  





  

    		2022-04-24 05:00:17.796021

    		-1.0 ms

  





  

    		2022-04-24 06:00:19.40915

    		-1.0 ms

  





  

    		2022-04-24 07:00:21.09759

    		0.7 ms

  





  

    		2022-04-24 08:00:22.80486

    		2.0 ms

  





  

    		2022-04-24 09:00:24.353918

    		0.4 ms

  





  

    		2022-04-24 10:00:26.435692

    		0.2 ms

  





  

    		2022-04-24 11:00:28.785598

    		-0.3 ms

  





  

    		2022-04-24 12:00:30.408545

    		-0.2 ms

  





  

    		2022-04-24 13:00:32.027851

    		-0.9 ms

  





  

    		2022-04-24 14:00:34.089717

    		-1.3 ms

  





  

    		2022-04-24 15:00:36.665836

    		0.4 ms

  





  

    		2022-04-24 16:00:38.17128

    		-1.2 ms

  





  

    		2022-04-24 17:00:39.805355

    		0.4 ms

  





  

    		2022-04-24 18:00:41.364769

    		-0.6 ms

  





  

    		2022-04-24 19:00:43.719815

    		-1.5 ms

  





  

    		2022-04-24 20:00:45.441875

    		-1.5 ms

  





  

    		2022-04-24 21:00:47.278072

    		0.2 ms

  





  

    		2022-04-24 22:00:49.212395

    		-1.6 ms

  





  

    		2022-04-24 23:00:50.890914

    		-1.2 ms

  





  

    		2022-04-25 00:00:53.033924

    		-0.5 ms

  





  

    		2022-04-25 01:00:55.037197

    		-2.0 ms

  





  

    		2022-04-25 02:00:56.517476

    		-0.6 ms

  





  

    		2022-04-25 03:00:58.434767

    		-0.8 ms

  





  

    		2022-04-25 04:01:00.23512

    		0.6 ms

  





  

    		2022-04-25 05:01:02.434652

    		-0.4 ms

  





  

    		2022-04-25 06:01:04.297692

    		-1.7 ms

  





  

    		2022-04-25 07:01:05.775567

    		0.2 ms

  





  

    		2022-04-25 08:01:08.743435

    		-0.2 ms

  





  

    		2022-04-25 09:01:10.694346

    		1.3 ms

  





  

    		2022-04-25 10:01:13.064649

    		1.3 ms

  





  

    		2022-04-25 11:01:14.677018

    		-0.3 ms

  





  

    		2022-04-25 12:01:17.339783

    		-2.4 ms

  





  

    		2022-04-25 13:01:19.037472

    		-2.6 ms

  





  

    		2022-04-25 14:01:21.193268

    		-0.1 ms

  





  

    		2022-04-25 15:01:23.243076

    		-1.0 ms

  





  

    		2022-04-25 16:01:25.593398

    		-1.2 ms

  





  

    		2022-04-25 17:01:27.963308

    		-0.3 ms

  





  

    		2022-04-25 18:01:29.949508

    		0.1 ms

  





  

    		2022-04-25 19:01:32.64789

    		-0.3 ms

  





  

    		2022-04-25 20:01:34.587448

    		0.0 ms

  





  

    		2022-04-25 21:01:36.292261

    		-1.4 ms

  





  

    		2022-04-25 22:01:38.042807

    		-2.4 ms

  





  

    		2022-04-25 23:01:39.59715

    		-1.8 ms

  





  

    		2022-04-26 00:01:43.283548

    		-0.6 ms

  





  

    		2022-04-26 01:01:45.332501

    		-0.7 ms

  





  

    		2022-04-26 02:01:47.106562

    		0.1 ms

  





  

    		2022-04-26 03:01:48.775808

    		1.0 ms

  





  

    		2022-04-26 04:01:50.701968

    		0.5 ms

  





  

    		2022-04-26 05:01:52.252629

    		-1.0 ms

  





  

    		2022-04-26 06:01:54.780477

    		-0.3 ms

  





  

    		2022-04-26 07:01:56.612718

    		-0.2 ms

  





  

    		2022-04-26 08:01:58.689581

    		1.0 ms

  





  

    		2022-04-26 09:02:00.754133

    		2.3 ms

  





  

    		2022-04-26 10:02:02.548505

    		1.9 ms

  





  

    		2022-04-26 11:02:04.642452

    		1.1 ms

  





  

    		2022-04-26 12:02:06.755233

    		0.9 ms

  





  

    		2022-04-26 13:02:08.979548

    		0.4 ms

  





  

    		2022-04-26 14:02:11.130174

    		-3.2 ms

  





  

    		2022-04-26 15:02:13.309316

    		0.5 ms

  





  

    		2022-04-26 16:02:15.163585

    		0.0 ms

  





  

    		2022-04-26 17:02:16.837199

    		0.6 ms

  





  

    		2022-04-26 18:02:18.611472

    		-0.9 ms

  





  

    		2022-04-26 19:02:20.618837

    		-1.8 ms

  





  

    		2022-04-26 20:02:22.878942

    		-0.1 ms

  





  

    		2022-04-26 21:02:24.771734

    		-0.2 ms

  





  

    		2022-04-26 22:02:26.559087

    		-0.2 ms

  





  

    		2022-04-26 23:02:28.138693

    		-0.8 ms

  





  

    		2022-04-27 00:02:30.78424

    		-2.7 ms

  





  

    		2022-04-27 01:02:32.253851

    		-1.5 ms

  





  

    		2022-04-27 02:02:35.36632

    		-0.1 ms

  





  

    		2022-04-27 03:02:37.316329

    		0.4 ms

  





  

    		2022-04-27 04:02:39.101914

    		0.1 ms

  





  

    		2022-04-27 05:02:40.774862

    		-0.4 ms

  





  

    		2022-04-27 06:02:42.590478

    		-0.4 ms

  





  

    		2022-04-27 07:02:44.197011

    		1.2 ms

  





  

    		2022-04-27 08:02:46.148574

    		0.2 ms

  





  

    		2022-04-27 09:02:48.653942

    		0.0 ms

  





  

    		2022-04-27 10:02:50.37782

    		-0.6 ms

  





  

    		2022-04-27 11:02:52.103595

    		-1.0 ms

  





  

    		2022-04-27 12:02:53.824804

    		-0.9 ms

  





  

    		2022-04-27 13:02:55.506959

    		-1.3 ms

  





  

    		2022-04-27 14:02:57.98256

    		0.2 ms

  





  

    		2022-04-27 15:03:00.806447

    		-0.3 ms

  





  

    		2022-04-27 16:03:02.626275

    		-1.6 ms

  





  

    		2022-04-27 17:03:04.262496

    		-0.8 ms

  





  

    		2022-04-27 18:03:05.958985

    		-1.9 ms

  





  

    		2022-04-27 19:03:08.15151

    		-0.4 ms

  





  

    		2022-04-27 20:03:10.54025

    		-0.5 ms

  





  

    		2022-04-27 21:03:12.205662

    		-1.7 ms

  





  

    		2022-04-27 22:03:13.716624

    		-1.9 ms

  





  

    		2022-04-27 23:03:15.633412

    		-0.9 ms

  





  

    		2022-04-28 00:03:17.380093

    		-2.3 ms

  





  

    		2022-04-28 01:03:19.537917

    		-2.0 ms

  





  

    		2022-04-28 02:03:22.692439

    		-0.9 ms

  





  

    		2022-04-28 03:03:24.242666

    		0.1 ms

  





  

    		2022-04-28 04:03:25.795837

    		0.6 ms

  





  

    		2022-04-28 05:03:27.859397

    		0.4 ms

  





  

    		2022-04-28 06:03:30.105481

    		0.3 ms

  





  

    		2022-04-28 07:03:32.506715

    		-0.5 ms

  





  

    		2022-04-28 08:03:35.163802

    		0.6 ms

  





  

    		2022-04-28 09:03:36.952033

    		0.4 ms

  





  

    		2022-04-28 10:03:39.189714

    		0.2 ms

  





  

    		2022-04-28 11:03:41.5179

    		0.0 ms

  





  

    		2022-04-28 12:03:43.385739

    		0.4 ms

  





  

    		2022-04-28 13:03:46.043131

    		0.8 ms

  





  

    		2022-04-28 14:03:48.825831

    		-1.1 ms

  





  

    		2022-04-28 15:03:50.789745

    		1.0 ms

  





  

    		2022-04-28 16:03:52.659533

    		-0.4 ms

  





  

    		2022-04-28 17:03:54.795417

    		-0.8 ms

  





  

    		2022-04-28 18:03:56.27864

    		-0.8 ms

  





  

    		2022-04-28 19:03:59.16618

    		-0.2 ms

  





  

    		2022-04-28 20:04:00.757299

    		-2.0 ms

  





  

    		2022-04-28 21:04:02.333326

    		-0.9 ms

  





  

    		2022-04-28 22:04:03.852537

    		-0.9 ms

  





  

    		2022-04-28 23:04:05.800754

    		-0.8 ms

  





  

    		2022-04-29 00:04:07.445142

    		-1.2 ms

  





  

    		2022-04-29 01:04:09.520724

    		0.0 ms

  





  

    		2022-04-29 02:04:11.907854

    		-0.3 ms

  





  

    		2022-04-29 03:04:13.483315

    		0.1 ms

  





  

    		2022-04-29 04:04:15.343766

    		0.2 ms

  





  

    		2022-04-29 05:04:17.93094

    		0.3 ms

  





  

    		2022-04-29 06:04:19.887443

    		-1.9 ms

  





  

    		2022-04-29 07:04:22.155816

    		0.2 ms

  





  

    		2022-04-29 08:04:23.990213

    		0.3 ms

  





  

    		2022-04-29 09:04:25.584199

    		-0.6 ms

  





  

    		2022-04-29 10:04:28.830671

    		-1.0 ms

  





  

    		2022-04-29 11:04:30.845944

    		0.5 ms

  





  

    		2022-04-29 12:04:32.47762

    		-0.9 ms

  





  

    		2022-04-29 13:04:34.232179

    		0.6 ms

  





  

    		2022-04-29 14:04:36.473954

    		0.1 ms

  





  

    		2022-04-29 15:04:39.081351

    		-0.4 ms

  





  

    		2022-04-29 16:04:41.017126

    		0.5 ms

  





  

    		2022-04-29 17:04:42.889831

    		-0.4 ms

  





  

    		2022-04-29 18:04:45.270757

    		-0.5 ms

  





  

    		2022-04-29 19:04:47.156391

    		-0.8 ms

  





  

    		2022-04-29 20:04:49.547855

    		-1.3 ms

  





  

    		2022-04-29 21:04:51.401553

    		-0.5 ms

  





  

    		2022-04-29 22:04:52.980391

    		-2.1 ms

  





  

    		2022-04-29 23:04:54.613701

    		-1.7 ms

  





  

    		2022-04-30 00:04:56.445197

    		-2.4 ms

  





  

    		2022-04-30 01:04:58.095871

    		-0.6 ms

  





  

    		2022-04-30 02:04:59.897354

    		0.3 ms

  





  

    		2022-04-30 03:05:02.253144

    		0.5 ms

  





  

    		2022-04-30 04:05:04.496659

    		0.6 ms

  





  

    		2022-04-30 05:05:06.512327

    		-0.8 ms

  





  

    		2022-04-30 06:05:08.563199

    		-1.0 ms

  





  

    		2022-04-30 07:05:11.72813

    		0.7 ms

  





  

    		2022-04-30 08:05:13.729847

    		-0.1 ms

  





  

    		2022-04-30 09:05:15.466068

    		2.0 ms

  





  

    		2022-04-30 10:05:17.010275

    		0.9 ms

  





  

    		2022-04-30 11:05:18.672006

    		-0.4 ms

  





  

    		2022-04-30 12:05:20.268538

    		-0.2 ms

  





  

    		2022-04-30 13:05:21.743104

    		-1.8 ms

  





  

    		2022-04-30 14:05:23.907032

    		-1.4 ms

  





  

    		2022-04-30 15:05:26.20925

    		-1.2 ms

  





  

    		2022-04-30 16:05:28.092474

    		-2.0 ms

  





  

    		2022-04-30 17:05:29.678218

    		-0.5 ms

  





  

    		2022-04-30 18:05:31.684372

    		-0.4 ms

  





  

    		2022-04-30 19:05:33.681326

    		-0.1 ms

  





  

    		2022-04-30 20:05:35.982844

    		0.2 ms

  





  

    		2022-04-30 21:05:38.069457

    		0.6 ms

  





  

    		2022-04-30 22:05:40.28307

    		1.0 ms

  





  

    		2022-04-30 23:05:41.970582

    		-0.8 ms

  





  

    		2022-05-01 00:05:44.128464

    		-0.6 ms

  





  

    		2022-05-01 01:05:45.996099

    		-0.3 ms

  





  

    		2022-05-01 02:05:47.753289

    		-0.5 ms

  





  

    		2022-05-01 03:05:49.463245

    		-0.2 ms

  





  

    		2022-05-01 04:05:53.910154

    		0.4 ms

  





  

    		2022-05-01 05:05:55.569565

    		-0.1 ms

  





  

    		2022-05-01 06:05:57.210947

    		0.4 ms

  





  

    		2022-05-01 07:05:59.587264

    		-1.6 ms

  





  

    		2022-05-01 08:06:01.401699

    		0.8 ms

  





  

    		2022-05-01 09:06:03.639253

    		-0.1 ms

  





  

    		2022-05-01 10:06:05.517178

    		-0.2 ms

  





  

    		2022-05-01 11:06:06.899584

    		0.9 ms

  





  

    		2022-05-01 12:06:08.799328

    		0.1 ms

  





  

    		2022-05-01 13:06:11.12317

    		-0.2 ms

  





  

    		2022-05-01 14:06:12.810914

    		-1.1 ms

  





  

    		2022-05-01 15:06:14.582643

    		-0.7 ms

  





  

    		2022-05-01 16:06:16.553584

    		-0.3 ms

  





  

    		2022-05-01 17:06:19.001532

    		0.0 ms

  





  

    		2022-05-01 18:06:20.462188

    		0.0 ms

  





  

    		2022-05-01 19:06:22.393639

    		0.2 ms

  





  

    		2022-05-01 20:06:24.811249

    		-1.2 ms

  





  

    		2022-05-01 21:06:27.254402

    		-0.2 ms

  





  

    		2022-05-01 22:06:29.174193

    		-1.2 ms

  





  

    		2022-05-01 23:06:31.813801

    		-0.2 ms

  





  

    		2022-05-02 00:06:33.745931

    		-0.9 ms

  





  

    		2022-05-02 01:06:35.6198

    		-1.7 ms

  





  

    		2022-05-02 02:06:37.775394

    		0.3 ms

  





  

    		2022-05-02 03:06:40.06648

    		0.5 ms

  





  

    		2022-05-02 04:06:42.839258

    		-1.0 ms

  





  

    		2022-05-02 05:06:44.52662

    		0.0 ms

  





  

    		2022-05-02 06:06:47.610972

    		0.4 ms

  





  

    		2022-05-02 07:06:50.25807

    		-0.4 ms

  





  

    		2022-05-02 08:06:52.289751

    		-1.4 ms

  





  

    		2022-05-02 09:06:53.949425

    		-1.0 ms

  





  

    		2022-05-02 10:06:56.046857

    		-1.9 ms

  





  

    		2022-05-02 11:06:58.85087

    		-1.7 ms

  





  

    		2022-05-02 12:07:01.251186

    		-1.0 ms

  





  

    		2022-05-02 13:07:03.342096

    		-0.3 ms

  





  

    		2022-05-02 14:07:05.508391

    		1.0 ms

  





  

    		2022-05-02 15:07:07.62508

    		0.0 ms

  





  

    		2022-05-02 16:07:09.458349

    		0.3 ms

  





  

    		2022-05-02 17:07:11.033077

    		1.2 ms

  





  

    		2022-05-02 18:07:12.762191

    		1.1 ms

  





  

    		2022-05-02 19:07:15.143678

    		-1.1 ms

  





  

    		2022-05-02 20:07:17.199609

    		-0.4 ms

  





  

    		2022-05-02 21:07:18.899254

    		-0.6 ms

  





  

    		2022-05-02 22:07:20.996556

    		-0.3 ms

  





  

    		2022-05-02 23:07:22.643425

    		0.8 ms

  





  

    		2022-05-03 00:07:24.660028

    		0.7 ms

  





  

    		2022-05-03 01:07:26.254819

    		0.4 ms

  





  

    		2022-05-03 02:07:28.038671

    		0.6 ms

  





  

    		2022-05-03 03:07:32.361396

    		0.7 ms

  





  

    		2022-05-03 04:07:35.478827

    		-0.2 ms

  





  

    		2022-05-03 05:07:37.491283

    		0.2 ms

  





  

    		2022-05-03 06:07:39.528812

    		0.8 ms

  





  

    		2022-05-03 07:07:41.412053

    		0.7 ms

  





  

    		2022-05-03 08:07:43.175859

    		0.9 ms

  





  

    		2022-05-03 09:07:44.94875

    		-0.1 ms

  





  

    		2022-05-03 10:07:47.135332

    		-0.1 ms

  





  

    		2022-05-03 11:07:49.432763

    		-1.3 ms

  





  

    		2022-05-03 12:07:51.703541

    		-0.1 ms

  





  

    		2022-05-03 13:07:53.812189

    		-0.6 ms

  





  

    		2022-05-03 14:07:55.653835

    		0.7 ms

  





  

    		2022-05-03 15:07:57.459771

    		0.8 ms

  





  

    		2022-05-03 16:07:59.091362

    		0.1 ms

  





  

    		2022-05-03 17:08:01.08769

    		0.8 ms

  





  

    		2022-05-03 18:08:02.595301

    		-1.8 ms

  





  

    		2022-05-03 19:08:04.308977

    		-0.5 ms

  





  

    		2022-05-03 20:08:06.907728

    		0.1 ms

  





  

    		2022-05-03 21:08:08.615074

    		-0.2 ms

  





  

    		2022-05-03 22:08:10.202561

    		-0.3 ms

  





  

    		2022-05-03 23:08:11.841425

    		-0.5 ms

  





  

    		2022-05-04 00:08:14.145448

    		0.0 ms

  





  

    		2022-05-04 01:08:15.776946

    		-2.0 ms

  





  

    		2022-05-04 02:08:17.425445

    		-1.6 ms

  





  

    		2022-05-04 03:08:20.109266

    		-0.4 ms

  





  

    		2022-05-04 04:08:22.420333

    		-1.0 ms

  





  

    		2022-05-04 05:08:24.394095

    		-0.9 ms

  





  

    		2022-05-04 06:08:26.082407

    		0.1 ms

  





  

    		2022-05-04 07:08:27.84704

    		0.4 ms

  





  

    		2022-05-04 08:08:30.021894

    		-0.2 ms

  





  

    		2022-05-04 09:08:32.32051

    		1.6 ms

  





  

    		2022-05-04 10:08:34.80848

    		0.5 ms

  





  

    		2022-05-04 11:08:36.769634

    		-2.3 ms

  





  

    		2022-05-04 12:08:39.295563

    		0.1 ms

  





  

    		2022-05-04 13:08:41.569602

    		0.5 ms

  





  

    		2022-05-04 14:08:43.161369

    		0.2 ms

  





  

    		2022-05-04 15:08:45.164638

    		0.4 ms

  





  

    		2022-05-04 16:08:47.112059

    		2.3 ms

  





  

    		2022-05-04 17:08:49.833144

    		1.0 ms

  





  

    		2022-05-04 18:08:51.774255

    		0.0 ms

  





  

    		2022-05-04 19:08:54.242909

    		0.3 ms

  





  

    		2022-05-04 20:08:55.903269

    		0.7 ms

  





  

    		2022-05-04 21:08:57.483813

    		0.2 ms

  





  

    		2022-05-04 22:08:59.303361

    		-0.3 ms

  





  

    		2022-05-04 23:09:01.833543

    		0.4 ms

  





  

    		2022-05-05 00:09:03.853651

    		0.2 ms

  





  

    		2022-05-05 01:09:05.561059

    		0.3 ms

  





  

    		2022-05-05 02:09:07.282859

    		-1.2 ms

  





  

    		2022-05-05 03:09:09.959304

    		0.2 ms

  





  

    		2022-05-05 04:09:13.270164

    		-0.7 ms

  





  

    		2022-05-05 05:09:15.002374

    		0.8 ms

  





  

    		2022-05-05 06:09:17.08559

    		-0.2 ms

  





  

    		2022-05-05 07:09:19.646538

    		-0.6 ms

  





  

    		2022-05-05 08:09:21.653642

    		-1.1 ms

  





  

    		2022-05-05 09:09:23.653729

    		-1.0 ms

  





  

    		2022-05-05 10:09:26.170828

    		-0.5 ms

  





  

    		2022-05-05 11:09:28.386744

    		-0.9 ms

  





  

    		2022-05-05 12:09:29.898104

    		0.2 ms

  





  

    		2022-05-05 13:09:32.846144

    		1.0 ms

  





  

    		2022-05-05 14:09:34.924974

    		0.9 ms

  





  

    		2022-05-05 15:09:37.554099

    		0.9 ms

  





  

    		2022-05-05 16:09:39.121681

    		0.7 ms

  





  

    		2022-05-05 17:09:41.388322

    		0.9 ms

  





  

    		2022-05-05 18:09:43.086087

    		0.3 ms

  





  

    		2022-05-05 19:09:44.960588

    		-0.2 ms

  





  

    		2022-05-05 20:09:46.840342

    		1.6 ms

  





  

    		2022-05-05 21:09:48.574715

    		0.6 ms

  





  

    		2022-05-05 22:09:50.398147

    		-0.2 ms

  





  

    		2022-05-05 23:09:53.049187

    		0.5 ms

  





  

    		2022-05-06 00:09:54.670019

    		1.0 ms

  





  

    		2022-05-06 01:09:56.419925

    		-0.7 ms

  





  

    		2022-05-06 02:09:58.506399

    		-0.7 ms

  





  

    		2022-05-06 03:10:00.202355

    		-0.1 ms

  





  

    		2022-05-06 04:10:04.567061

    		-0.3 ms

  





  

    		2022-05-06 05:10:08.755997

    		-0.6 ms

  





  

    		2022-05-06 06:10:11.330198

    		-1.0 ms

  





  

    		2022-05-06 07:10:13.90553

    		-0.3 ms

  





  

    		2022-05-06 08:10:15.943474

    		-0.2 ms

  





  

    		2022-05-06 09:10:18.026049

    		0.2 ms

  





  

    		2022-05-06 10:10:19.557571

    		-0.5 ms

  





  

    		2022-05-06 11:10:21.212016

    		0.4 ms

  





  

    		2022-05-06 12:10:23.498485

    		-0.6 ms

  





  

    		2022-05-06 13:10:25.296752

    		0.1 ms

  





  

    		2022-05-06 14:10:27.535197

    		-0.2 ms

  





  

    		2022-05-06 15:10:29.158344

    		-0.2 ms

  





  

    		2022-05-06 16:10:30.937639

    		0.6 ms

  





  

    		2022-05-06 17:10:32.67546

    		-0.2 ms

  





  

    		2022-05-06 18:10:34.607354

    		-0.6 ms

  





  

    		2022-05-06 19:10:36.199271

    		0.3 ms

  





  

    		2022-05-06 20:10:38.311241

    		-4.2 ms

  





  

    		2022-05-06 21:10:40.249635

    		0.6 ms

  





  

    		2022-05-06 22:10:42.827617

    		0.2 ms

  





  

    		2022-05-06 23:10:45.239621

    		2.1 ms

  





  

    		2022-05-07 00:10:47.410813

    		1.4 ms

  





  

    		2022-05-07 01:10:49.170221

    		-0.4 ms

  





  

    		2022-05-07 02:10:51.021674

    		1.5 ms

  





  

    		2022-05-07 03:10:52.774376

    		0.9 ms

  





  

    		2022-05-07 04:10:55.550931

    		-0.7 ms

  





  

    		2022-05-07 05:10:57.410868

    		-2.0 ms

  





  

    		2022-05-07 06:11:00.022993

    		-1.2 ms

  





  

    		2022-05-07 07:11:02.411277

    		-0.6 ms

  





  

    		2022-05-07 08:11:04.542242

    		0.1 ms

  





  

    		2022-05-07 09:11:06.43945

    		-0.3 ms

  





  

    		2022-05-07 10:11:08.493392

    		1.4 ms

  





  

    		2022-05-07 11:11:10.22268

    		-0.5 ms

  





  

    		2022-05-07 12:11:11.914074

    		-0.5 ms

  





  

    		2022-05-07 13:11:13.510192

    		-0.1 ms

  





  

    		2022-05-07 14:11:16.280227

    		-0.5 ms

  





  

    		2022-05-07 15:11:18.451095

    		0.6 ms

  





  

    		2022-05-07 16:11:20.032306

    		0.3 ms

  





  

    		2022-05-07 17:11:22.473257

    		1.3 ms

  





  

    		2022-05-07 18:11:23.941156

    		1.7 ms

  





  

    		2022-05-07 19:11:25.695152

    		1.5 ms

  





  

    		2022-05-07 20:11:27.165934

    		1.8 ms

  





  

    		2022-05-07 21:11:28.844506

    		0.4 ms

  





  

    		2022-05-07 22:11:30.347537

    		0.4 ms

  





  

    		2022-05-07 23:11:31.953967

    		0.0 ms

  





  

    		2022-05-08 00:11:33.62948

    		-2.2 ms

  





  

    		2022-05-08 01:11:35.637155

    		-1.7 ms

  





  

    		2022-05-08 02:11:39.041194

    		-0.5 ms

  





  

    		2022-05-08 03:11:41.220803

    		-0.4 ms

  





  

    		2022-05-08 04:11:44.292987

    		-1.6 ms

  





  

    		2022-05-08 05:11:46.115596

    		-0.6 ms

  





  

    		2022-05-08 06:11:48.155805

    		0.3 ms

  





  

    		2022-05-08 07:11:50.016275

    		0.6 ms

  





  

    		2022-05-08 08:11:51.916544

    		0.7 ms

  





  

    		2022-05-08 09:11:54.34725

    		1.5 ms

  





  

    		2022-05-08 10:11:55.896781

    		0.9 ms

  





  

    		2022-05-08 11:11:58.539461

    		1.6 ms

  





  

    		2022-05-08 12:12:01.065878

    		0.7 ms

  





  

    		2022-05-08 13:12:02.973512

    		1.4 ms

  





  

    		2022-05-08 14:12:04.856634

    		-1.0 ms

  





  

    		2022-05-08 15:12:06.592783

    		-1.1 ms

  





  

    		2022-05-08 16:12:08.116299

    		-0.6 ms

  





  

    		2022-05-08 17:12:09.776564

    		-1.1 ms

  





  

    		2022-05-08 18:12:11.937305

    		1.7 ms

  





  

    		2022-05-08 19:12:14.136177

    		-1.1 ms

  





  

    		2022-05-08 20:12:16.162748

    		0.4 ms

  





  

    		2022-05-08 21:12:18.079668

    		1.9 ms

  





  

    		2022-05-08 22:12:20.111493

    		0.8 ms

  





  

    		2022-05-08 23:12:21.82636

    		1.6 ms

  





  

    		2022-05-09 00:12:23.853085

    		2.2 ms

  





  

    		2022-05-09 01:12:25.856104

    		1.2 ms

  





  

    		2022-05-09 02:12:28.098046

    		0.5 ms

  





  

    		2022-05-09 03:12:31.266479

    		0.1 ms

  





  

    		2022-05-09 04:12:34.651246

    		1.1 ms

  





  

    		2022-05-09 05:12:36.949628

    		-0.4 ms

  





  

    		2022-05-09 06:12:38.901929

    		-0.9 ms

  





  

    		2022-05-09 07:12:40.700342

    		-0.2 ms

  





  

    		2022-05-09 08:12:42.482086

    		-6.0 ms

  





  

    		2022-05-09 09:12:44.317453

    		-1.3 ms

  





  

    		2022-05-09 10:12:46.439952

    		0.1 ms

  





  

    		2022-05-09 11:12:48.541284

    		-3.5 ms

  





  

    		2022-05-09 12:12:50.789978

    		-0.4 ms

  





  

    		2022-05-09 13:12:52.587858

    		-0.2 ms

  





  

    		2022-05-09 14:12:54.440259

    		-0.3 ms

  





  

    		2022-05-09 15:12:56.253411

    		-0.4 ms

  





  

    		2022-05-09 16:12:58.541268

    		0.1 ms

  





  

    		2022-05-09 17:12:59.984063

    		-0.7 ms

  





  

    		2022-05-09 18:13:01.581746

    		0.0 ms

  





  

    		2022-05-09 19:13:03.361909

    		0.7 ms

  





  

    		2022-05-09 20:13:05.915545

    		-0.7 ms

  





  

    		2022-05-09 21:13:07.940084

    		-1.5 ms

  





  

    		2022-05-09 22:13:09.585657

    		-0.3 ms

  





  

    		2022-05-09 23:13:11.123653

    		-0.1 ms

  





  

    		2022-05-10 00:13:12.791439

    		-0.7 ms

  





  

    		2022-05-10 01:13:14.345397

    		-0.7 ms

  





  

    		2022-05-10 02:13:16.033665

    		-0.5 ms

  





  

    		2022-05-10 03:13:18.705258

    		1.8 ms

  





  

    		2022-05-10 04:13:21.64217

    		0.5 ms

  





  

    		2022-05-10 05:13:23.665563

    		-0.3 ms

  





  

    		2022-05-10 06:13:25.986754

    		0.2 ms

  





  

    		2022-05-10 07:13:27.957578

    		-1.4 ms

  





  

    		2022-05-10 08:13:29.955711

    		-1.0 ms

  





  

    		2022-05-10 09:13:32.180914

    		-0.4 ms

  





  

    		2022-05-10 10:13:33.92029

    		0.4 ms

  





  

    		2022-05-10 11:13:35.67622

    		0.8 ms

  





  

    		2022-05-10 12:13:38.132086

    		-0.6 ms

  





  

    		2022-05-10 13:13:40.725025

    		-0.1 ms

  





  

    		2022-05-10 14:13:42.733409

    		-0.6 ms

  





  

    		2022-05-10 15:13:47.131502

    		-1.6 ms

  





  

    		2022-05-10 16:13:49.846418

    		-0.7 ms

  





  

    		2022-05-10 17:13:51.546423

    		-1.1 ms

  





  

    		2022-05-10 18:13:53.226572

    		0.7 ms

  





  

    		2022-05-10 19:13:55.533357

    		0.1 ms

  





  

    		2022-05-10 20:13:57.200903

    		-1.0 ms

  





  

    		2022-05-10 21:13:59.867703

    		-1.1 ms

  





  

    		2022-05-10 22:14:02.647624

    		-1.4 ms

  





  

    		2022-05-10 23:14:04.77572

    		-1.2 ms

  





  

    		2022-05-11 00:14:06.800112

    		-1.4 ms

  





  

    		2022-05-11 01:14:08.667445

    		0.1 ms

  





  

    		2022-05-11 02:14:10.617425

    		0.2 ms

  





  

    		2022-05-11 03:14:15.31267

    		0.2 ms

  





  

    		2022-05-11 04:14:18.123936

    		-0.1 ms

  





  

    		2022-05-11 05:14:20.39492

    		-1.2 ms

  





  

    		2022-05-11 06:14:22.028017

    		-0.3 ms

  





  

    		2022-05-11 07:14:24.088178

    		0.7 ms

  





  

    		2022-05-11 08:14:26.480049

    		0.5 ms

  





  

    		2022-05-11 09:14:28.543359

    		2.1 ms

  





  

    		2022-05-11 10:14:31.297854

    		-1.0 ms

  





  

    		2022-05-11 11:14:33.638197

    		1.1 ms

  





  

    		2022-05-11 12:14:35.705173

    		-0.2 ms

  





  

    		2022-05-11 13:14:37.430729

    		0.4 ms

  





  

    		2022-05-11 14:14:39.077086

    		-1.2 ms

  





  

    		2022-05-11 15:14:40.811457

    		-0.2 ms

  





  

    		2022-05-11 16:14:43.559146

    		0.1 ms

  





  

    		2022-05-11 17:14:45.239764

    		-0.3 ms

  





  

    		2022-05-11 18:14:46.876067

    		0.7 ms

  





  

    		2022-05-11 19:14:49.334792

    		0.9 ms

  





  

    		2022-05-11 20:14:51.004505

    		0.5 ms

  





  

    		2022-05-11 21:14:53.371028

    		0.9 ms

  





  

    		2022-05-11 22:14:55.229948

    		-0.5 ms

  





  

    		2022-05-11 23:14:56.876024

    		0.3 ms

  





  

    		2022-05-12 00:14:58.772824

    		-0.5 ms

  





  

    		2022-05-12 01:15:00.377198

    		-0.7 ms

  





  

    		2022-05-12 02:15:02.425928

    		-0.9 ms

  





  

    		2022-05-12 03:15:06.577515

    		-0.4 ms

  





  

    		2022-05-12 04:15:10.540221

    		-0.2 ms

  





  

    		2022-05-12 05:15:12.85164

    		0.0 ms

  





  

    		2022-05-12 06:15:14.378188

    		-0.1 ms

  





  

    		2022-05-12 07:15:16.152148

    		0.9 ms

  





  

    		2022-05-12 08:15:17.91092

    		-0.4 ms

  





  

    		2022-05-12 09:15:19.949003

    		-0.7 ms

  





  

    		2022-05-12 10:15:22.664324

    		-0.7 ms

  





  

    		2022-05-12 11:15:25.381467

    		-1.2 ms

  





  

    		2022-05-12 12:15:27.039627

    		-0.4 ms

  





  

    		2022-05-12 13:15:28.631706

    		1.5 ms

  





  

    		2022-05-12 14:15:30.203662

    		0.7 ms

  





  

    		2022-05-12 15:15:31.850253

    		2.5 ms

  





  

    		2022-05-12 16:15:34.193612

    		0.7 ms

  





  

    		2022-05-12 17:15:36.01641

    		1.4 ms

  





  

    		2022-05-12 18:15:38.022294

    		2.4 ms

  





  

    		2022-05-12 19:15:39.875037

    		0.7 ms

  





  

    		2022-05-12 20:15:43.033925

    		0.5 ms

  





  

    		2022-05-12 21:15:44.657149

    		1.1 ms

  





  

    		2022-05-12 22:15:46.614418

    		4.3 ms

  





  

    		2022-05-12 23:15:50.028534

    		-2.4 ms

  





  

    		2022-05-13 00:15:51.819487

    		-5.4 ms

  





  

    		2022-05-13 01:15:53.935322

    		-2.9 ms

  





  

    		2022-05-13 02:15:55.870308

    		-0.4 ms

  





  

    		2022-05-13 03:15:57.614869

    		-2.2 ms

  





  

    		2022-05-13 04:15:59.531588

    		-4.7 ms

  





  

    		2022-05-13 05:16:01.682139

    		-1.4 ms

  





  

    		2022-05-13 06:16:04.045292

    		-2.7 ms

  





  

    		2022-05-13 07:16:05.78437

    		-0.2 ms

  





  

    		2022-05-13 08:16:07.664634

    		0.7 ms

  





  

    		2022-05-13 09:16:10.568525

    		0.6 ms

  





  

    		2022-05-13 10:16:12.158986

    		2.2 ms

  





  

    		2022-05-13 11:16:14.312616

    		-0.2 ms

  





  

    		2022-05-13 12:16:16.275939

    		1.1 ms

  





  

    		2022-05-13 13:16:18.004435

    		-0.9 ms

  





  

    		2022-05-13 14:16:19.935274

    		2.5 ms

  





  

    		2022-05-13 15:16:21.636941

    		1.6 ms

  





  

    		2022-05-13 16:16:23.644207

    		0.8 ms

  





  

    		2022-05-13 17:16:25.704898

    		-0.8 ms

  





  

    		2022-05-13 18:16:27.318315

    		0.7 ms

  





  

    		2022-05-13 19:16:30.696335

    		-0.7 ms

  





  

    		2022-05-13 20:16:32.638949

    		-0.2 ms

  





  

    		2022-05-13 21:16:35.228394

    		0.0 ms

  





  

    		2022-05-13 22:16:37.927645

    		-1.2 ms

  





  

    		2022-05-13 23:16:40.11486

    		-0.5 ms

  





  

    		2022-05-14 00:16:42.094579

    		-0.9 ms

  





  

    		2022-05-14 01:16:43.877837

    		-2.5 ms

  





  

    		2022-05-14 02:16:45.675998

    		-0.1 ms

  





  

    		2022-05-14 03:16:47.959188

    		0.0 ms

  





  

    		2022-05-14 04:16:51.204162

    		0.7 ms

  





  

    		2022-05-14 05:16:52.999206

    		2.3 ms

  





  

    		2022-05-14 06:16:55.052896

    		-0.1 ms

  





  

    		2022-05-14 07:16:56.848312

    		0.2 ms

  





  

    		2022-05-14 08:16:58.715102

    		0.2 ms

  





  

    		2022-05-14 09:17:00.786976

    		1.4 ms

  





  

    		2022-05-14 10:17:02.405417

    		0.4 ms

  





  

    		2022-05-14 11:17:03.895552

    		0.7 ms

  





  

    		2022-05-14 12:17:05.918695

    		-0.3 ms

  





  

    		2022-05-14 13:17:07.643397

    		-0.5 ms

  





  

    		2022-05-14 14:17:09.168623

    		0.3 ms

  





  

    		2022-05-14 15:17:10.846178

    		0.2 ms

  





  

    		2022-05-14 16:17:12.492301

    		-0.5 ms

  





  

    		2022-05-14 17:17:14.308579

    		0.0 ms

  





  

    		2022-05-14 18:17:15.882693

    		-0.1 ms

  





  

    		2022-05-14 19:17:18.189725

    		-1.0 ms

  





  

    		2022-05-14 20:17:20.276008

    		-1.1 ms

  





  

    		2022-05-14 21:17:22.135795

    		-0.4 ms

  





  

    		2022-05-14 22:17:23.85736

    		-0.1 ms

  





  

    		2022-05-14 23:17:25.365646

    		-0.8 ms

  





  

    		2022-05-15 00:17:27.210489

    		-1.1 ms

  





  

    		2022-05-15 01:17:28.893643

    		-2.4 ms

  





  

    		2022-05-15 02:17:31.035493

    		0.5 ms

  





  

    		2022-05-15 03:17:32.645835

    		1.0 ms

  





  

    		2022-05-15 04:17:35.067995

    		0.3 ms

  





  

    		2022-05-15 05:17:36.733091

    		0.9 ms

  





  

    		2022-05-15 06:17:38.983486

    		0.0 ms

  





  

    		2022-05-15 07:17:40.966681

    		-0.3 ms

  





  

    		2022-05-15 08:17:43.365846

    		-2.5 ms

  





  

    		2022-05-15 09:17:45.297696

    		-0.7 ms

  





  

    		2022-05-15 10:17:46.834268

    		0.7 ms

  





  

    		2022-05-15 11:17:48.515359

    		0.8 ms

  





  

    		2022-05-15 12:17:49.991898

    		1.6 ms

  





  

    		2022-05-15 13:17:51.824204

    		1.9 ms

  





  

    		2022-05-15 14:17:54.204373

    		-0.3 ms

  





  

    		2022-05-15 15:17:57.452198

    		-1.1 ms

  





  

    		2022-05-15 16:17:58.961374

    		-1.3 ms

  





  

    		2022-05-15 17:18:02.920835

    		-1.2 ms

  





  

    		2022-05-15 18:18:04.65434

    		1.1 ms

  





  

    		2022-05-15 19:18:06.401247

    		1.3 ms

  





  

    		2022-05-15 20:18:07.984947

    		0.2 ms

  





  

    		2022-05-15 21:18:11.010708

    		1.1 ms

  





  

    		2022-05-15 22:18:13.128316

    		0.4 ms

  





  

    		2022-05-15 23:18:14.681533

    		0.2 ms

  





  

    		2022-05-16 00:18:16.821915

    		-1.2 ms

  





  

    		2022-05-16 01:18:18.574329

    		-1.2 ms

  





  

    		2022-05-16 02:18:20.592709

    		-0.5 ms

  





  

    		2022-05-16 03:18:22.929138

    		0.0 ms

  





  

    		2022-05-16 04:18:24.72835

    		-0.3 ms

  





  

    		2022-05-16 05:18:26.721269

    		-1.1 ms

  





  

    		2022-05-16 06:18:29.043547

    		-0.5 ms

  





  

    		2022-05-16 07:18:30.701902

    		-1.0 ms

  





  

    		2022-05-16 08:18:32.484405

    		1.3 ms

  





  

    		2022-05-16 09:18:34.198531

    		0.6 ms

  





  

    		2022-05-16 10:18:36.594931

    		-0.4 ms

  





  

    		2022-05-16 11:18:38.277942

    		1.0 ms

  





  

    		2022-05-16 12:18:40.841742

    		-4.6 ms

  





  

    		2022-05-16 13:18:48.538581

    		-0.5 ms

  





  

    		2022-05-16 14:18:50.510232

    		2.0 ms

  





  

    		2022-05-16 15:18:52.950226

    		0.4 ms

  





  

    		2022-05-16 16:18:54.864704

    		0.1 ms

  





  

    		2022-05-16 17:18:58.322724

    		1.4 ms

  





  

    		2022-05-16 18:19:00.100768

    		-0.4 ms

  





  

    		2022-05-16 19:19:03.136223

    		-0.8 ms

  





  

    		2022-05-16 20:19:05.092277

    		0.6 ms

  





  

    		2022-05-16 21:19:07.302353

    		-1.3 ms

  





  

    		2022-05-16 22:19:09.403915

    		-0.8 ms

  





  

    		2022-05-16 23:19:11.040956

    		-1.0 ms

  





  

    		2022-05-17 00:19:12.887285

    		0.3 ms

  





  

    		2022-05-17 01:19:15.069329

    		1.0 ms

  





  

    		2022-05-17 02:19:16.668793

    		-0.1 ms

  





  

    		2022-05-17 03:19:18.282986

    		0.2 ms

  





  

    		2022-05-17 04:19:19.951649

    		0.7 ms

  





  

    		2022-05-17 05:19:21.605485

    		-0.8 ms

  





  

    		2022-05-17 06:19:23.391826

    		-0.9 ms

  





  

    		2022-05-17 07:19:25.162518

    		0.2 ms

  





  

    		2022-05-17 08:19:27.041322

    		0.1 ms

  





  

    		2022-05-17 09:19:29.054533

    		-1.0 ms

  





  

    		2022-05-17 10:19:30.656973

    		0.4 ms

  





  

    		2022-05-17 11:19:33.410339

    		-1.0 ms

  





  

    		2022-05-17 12:19:35.449173

    		-0.7 ms

  





  

    		2022-05-17 13:19:37.652915

    		1.2 ms

  





  

    		2022-05-17 14:19:39.232472

    		-0.8 ms

  





  

    		2022-05-17 15:19:41.175654

    		-1.0 ms

  





  

    		2022-05-17 16:19:43.012887

    		0.9 ms

  





  

    		2022-05-17 17:19:45.044594

    		-1.8 ms

  





  

    		2022-05-17 18:19:46.572154

    		0.4 ms

  





  

    		2022-05-17 19:19:48.394701

    		-0.4 ms

  





  

    		2022-05-17 20:19:50.393816

    		0.3 ms

  





  

    		2022-05-17 21:19:52.116484

    		-1.3 ms

  





  

    		2022-05-17 22:19:55.439389

    		0.5 ms

  





  

    		2022-05-17 23:19:57.601444

    		-2.2 ms

  





  

    		2022-05-18 00:19:59.68953

    		-2.3 ms

  





  

    		2022-05-18 01:20:01.987673

    		-0.1 ms

  





  

    		2022-05-18 02:20:03.554519

    		0.4 ms

  





  

    		2022-05-18 03:20:05.261357

    		0.3 ms

  





  

    		2022-05-18 04:20:06.988576

    		1.1 ms

  





  

    		2022-05-18 05:20:08.959946

    		0.7 ms

  





  

    		2022-05-18 06:20:10.556073

    		-0.4 ms

  





  

    		2022-05-18 07:20:12.300508

    		-0.5 ms

  





  

    		2022-05-18 08:20:14.82845

    		0.5 ms

  





  

    		2022-05-18 09:20:16.485296

    		0.9 ms

  





  

    		2022-05-18 10:20:18.667753

    		0.1 ms

  





  

    		2022-05-18 11:20:21.165109

    		0.3 ms

  





  

    		2022-05-18 12:20:22.82028

    		-0.7 ms

  





  

    		2022-05-18 13:20:24.78541

    		-1.4 ms

  





  

    		2022-05-18 14:20:26.431082

    		-0.1 ms

  





  

    		2022-05-18 15:20:28.392614

    		-1.2 ms

  





  

    		2022-05-18 16:20:30.180316

    		-0.1 ms

  





  

    		2022-05-18 17:20:32.029768

    		0.6 ms

  





  

    		2022-05-18 18:20:33.577116

    		-1.0 ms

  





  

    		2022-05-18 19:20:35.827163

    		-0.4 ms

  





  

    		2022-05-18 20:20:37.661925

    		1.1 ms

  





  

    		2022-05-18 21:20:39.838465

    		-0.4 ms

  





  

    		2022-05-18 22:20:41.366882

    		-0.6 ms

  





  

    		2022-05-18 23:20:43.502067

    		-0.8 ms

  





  

    		2022-05-19 00:20:45.102264

    		-1.3 ms

  





  

    		2022-05-19 01:20:47.027694

    		-0.9 ms

  





  

    		2022-05-19 02:20:49.95112

    		-1.5 ms

  





  

    		2022-05-19 03:20:52.093924

    		0.1 ms

  





  

    		2022-05-19 04:20:54.666643

    		-0.4 ms

  





  

    		2022-05-19 05:20:56.784571

    		0.4 ms

  





  

    		2022-05-19 06:20:58.656391

    		-0.9 ms

  





  

    		2022-05-19 07:21:00.396075

    		-0.5 ms

  





  

    		2022-05-19 08:21:02.404004

    		0.6 ms

  





  

    		2022-05-19 09:21:04.196006

    		-0.1 ms

  





  

    		2022-05-19 10:21:06.520679

    		-0.8 ms

  





  

    		2022-05-19 11:21:08.502266

    		0.5 ms

  





  

    		2022-05-19 12:21:10.677416

    		0.5 ms

  





  

    		2022-05-19 13:21:12.199413

    		0.6 ms

  





  

    		2022-05-19 14:21:14.130697

    		1.1 ms

  





  

    		2022-05-19 15:21:16.005493

    		1.4 ms

  





  

    		2022-05-19 16:21:17.556599

    		-0.1 ms

  





  

    		2022-05-19 17:21:20.698312

    		-0.3 ms

  





  

    		2022-05-19 18:21:22.223887

    		-0.4 ms

  





  

    		2022-05-19 19:21:24.289358

    		-2.1 ms

  





  

    		2022-05-19 20:21:26.220444

    		0.1 ms

  





  

    		2022-05-19 21:21:27.843835

    		-2.1 ms

  





  

    		2022-05-19 22:21:29.928925

    		-2.9 ms

  





  

    		2022-05-19 23:21:31.554295

    		-3.9 ms

  





  

    		2022-05-20 00:21:33.649215

    		-0.4 ms

  





  

    		2022-05-20 01:21:35.687291

    		1.1 ms

  





  

    		2022-05-20 02:21:37.345879

    		-1.7 ms

  





  

    		2022-05-20 03:21:39.81855

    		-4.1 ms

  





  

    		2022-05-20 04:21:41.425319

    		1.2 ms

  





  

    		2022-05-20 05:21:43.516419

    		-2.4 ms

  





  

    		2022-05-20 06:21:45.376181

    		-0.8 ms

  





  

    		2022-05-20 07:21:47.316939

    		-0.2 ms

  





  

    		2022-05-20 08:21:48.861577

    		-0.7 ms

  





  

    		2022-05-20 09:21:50.727243

    		-0.1 ms

  





  

    		2022-05-20 10:21:52.478844

    		0.0 ms

  





  

    		2022-05-20 11:21:54.513266

    		-0.3 ms

  





  

    		2022-05-20 12:21:56.843507

    		0.5 ms

  





  

    		2022-05-20 13:21:59.162976

    		4.5 ms

  





  

    		2022-05-20 14:22:01.702346

    		0.5 ms

  





  

    		2022-05-20 15:22:04.336616

    		-0.1 ms

  





  

    		2022-05-20 16:22:06.998555

    		-0.3 ms

  





  

    		2022-05-20 17:22:08.666667

    		0.1 ms

  





  

    		2022-05-20 18:22:10.220521

    		-0.1 ms

  





  

    		2022-05-20 19:22:11.893836

    		-0.1 ms

  





  

    		2022-05-20 20:22:13.500396

    		-0.5 ms

  





  

    		2022-05-20 21:22:15.467605

    		-0.2 ms

  





  

    		2022-05-20 22:22:17.421289

    		-0.6 ms

  





  

    		2022-05-20 23:22:19.04904

    		-0.5 ms

  





  

    		2022-05-21 00:22:20.811472

    		-1.2 ms

  





  

    		2022-05-21 01:22:22.396164

    		-0.5 ms

  





  

    		2022-05-21 02:22:24.544405

    		0.3 ms

  





  

    		2022-05-21 03:22:26.9266

    		-1.1 ms

  





  

    		2022-05-21 04:22:28.467103

    		0.2 ms

  





  

    		2022-05-21 05:22:30.465631

    		-0.4 ms

  





  

    		2022-05-21 06:22:31.972442

    		-0.2 ms

  





  

    		2022-05-21 07:22:33.836739

    		0.5 ms

  





  

    		2022-05-21 08:22:35.655646

    		0.1 ms

  





  

    		2022-05-21 09:22:37.426118

    		-0.8 ms

  





  

    		2022-05-21 10:22:39.169099

    		-0.2 ms

  





  

    		2022-05-21 11:22:41.212064

    		-0.6 ms

  





  

    		2022-05-21 12:22:42.99235

    		-0.4 ms

  





  

    		2022-05-21 13:22:45.476279

    		-0.1 ms

  





  

    		2022-05-21 14:22:47.184705

    		-0.2 ms

  





  

    		2022-05-21 15:22:48.717817

    		-0.2 ms

  





  

    		2022-05-21 16:22:50.574513

    		-0.6 ms

  





  

    		2022-05-21 17:22:52.6757

    		0.2 ms

  





  

    		2022-05-21 18:22:54.803856

    		-0.4 ms

  





  

    		2022-05-21 19:22:56.365906

    		0.7 ms

  





  

    		2022-05-21 20:22:58.765222

    		0.1 ms

  





  

    		2022-05-21 21:23:00.521382

    		0.1 ms

  





  

    		2022-05-21 22:23:02.31313

    		-0.9 ms

  





  

    		2022-05-21 23:23:04.351119

    		-2.1 ms

  





  

    		2022-05-22 00:23:05.785417

    		-0.3 ms

  





  

    		2022-05-22 01:23:07.515062

    		-0.2 ms

  





  

    		2022-05-22 02:23:09.140894

    		-1.0 ms

  





  

    		2022-05-22 03:23:10.688319

    		-0.7 ms

  





  

    		2022-05-22 04:23:12.805192

    		-0.3 ms

  





  

    		2022-05-22 05:23:14.492833

    		-0.8 ms

  





  

    		2022-05-22 06:23:16.656203

    		0.8 ms

  





  

    		2022-05-22 07:23:18.934203

    		1.8 ms

  





  

    		2022-05-22 08:23:20.92589

    		-1.0 ms

  





  

    		2022-05-22 09:23:22.751709

    		-0.1 ms

  





  

    		2022-05-22 10:23:24.57858

    		0.7 ms

  





  

    		2022-05-22 11:23:27.291

    		-1.6 ms

  





  

    		2022-05-22 12:23:29.051948

    		0.7 ms

  





  

    		2022-05-22 13:23:30.511096

    		0.1 ms

  





  

    		2022-05-22 14:23:32.529015

    		0.4 ms

  





  

    		2022-05-22 15:23:34.304362

    		0.2 ms

  





  

    		2022-05-22 16:23:36.523683

    		2.1 ms

  





  

    		2022-05-22 17:23:38.455941

    		1.9 ms

  





  

    		2022-05-22 18:23:40.738221

    		-0.2 ms

  





  

    		2022-05-22 19:23:43.030554

    		-0.6 ms

  





  

    		2022-05-22 20:23:44.901926

    		-1.0 ms

  





  

    		2022-05-22 21:23:46.619457

    		-0.8 ms

  





  

    		2022-05-22 22:23:48.770086

    		-1.4 ms

  





  

    		2022-05-22 23:23:50.628408

    		-1.1 ms

  





  

    		2022-05-23 00:23:52.577165

    		-0.8 ms

  





  

    		2022-05-23 01:23:54.14896

    		0.6 ms

  





  

    		2022-05-23 02:23:56.078735

    		0.3 ms

  





  

    		2022-05-23 03:23:57.819162

    		0.5 ms

  





  

    		2022-05-23 04:23:59.451308

    		-0.2 ms

  





  

    		2022-05-23 05:24:02.000948

    		-0.3 ms

  





  

    		2022-05-23 06:24:04.487473

    		0.0 ms

  





  

    		2022-05-23 07:24:06.991531

    		0.1 ms

  





  

    		2022-05-23 08:24:09.449162

    		-0.8 ms

  





  

    		2022-05-23 09:24:12.032182

    		-0.8 ms

  





  

    		2022-05-23 10:24:14.032895

    		-0.7 ms

  





  

    		2022-05-23 11:24:15.860172

    		0.0 ms

  





  

    		2022-05-23 12:24:18.364571

    		-4.0 ms

  





  

    		2022-05-23 13:24:20.07604

    		0.6 ms

  





  

    		2022-05-23 14:24:22.812047

    		0.3 ms

  





  

    		2022-05-23 15:24:24.685229

    		-0.1 ms

  





  

    		2022-05-23 16:24:26.618837

    		0.9 ms

  





  

    		2022-05-23 17:24:28.171862

    		0.3 ms

  





  

    		2022-05-23 18:24:29.689668

    		0.8 ms

  





  

    		2022-05-23 19:24:32.691867

    		1.4 ms

  





  

    		2022-05-23 20:24:34.249294

    		0.4 ms

  





  

    		2022-05-23 21:24:36.164877

    		0.1 ms

  





  

    		2022-05-23 22:24:37.729503

    		-2.2 ms

  





  

    		2022-05-23 23:24:39.709482

    		-0.7 ms

  





  

    		2022-05-24 00:24:42.454378

    		0.1 ms

  





  

    		2022-05-24 01:24:44.508508

    		0.3 ms

  





  

    		2022-05-24 02:24:46.438966

    		0.5 ms

  





  

    		2022-05-24 03:24:49.475402

    		0.5 ms

  





  

    		2022-05-24 04:24:52.153772

    		-0.9 ms

  





  

    		2022-05-24 05:24:54.358371

    		1.2 ms

  





  

    		2022-05-24 06:24:56.23303

    		-0.4 ms

  





  

    		2022-05-24 07:24:59.03058

    		0.2 ms

  





  

    		2022-05-24 08:25:01.4741

    		-3.5 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2022-05-10 14:56:29.244 UTC

    		194.103.85.12

    		Kerstin Krebs (KK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-05-10 15:08:53.927 UTC

    		194.103.85.12

    		Kerstin Krebs (KK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-05-02 15:13:44 UTC.

  

  

    		2022-05-10 17:16:40.601 UTC

    		85.224.186.49

    		Mia Astemo (MA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-05-10 17:17:25.305 UTC

    		85.224.186.49

    		Mia Astemo (MA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-05-02 15:13:44 UTC.

  

  

    		2022-05-10 18:49:44.173 UTC

    		2.67.91.171

    		Inger Andersson (IA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-05-10 18:51:19.724 UTC

    		2.67.91.171

    		Inger Andersson (IA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-05-02 15:13:44 UTC.

  

  

    		2022-05-10 19:04:23.805 UTC

    		81.230.47.80

    		Elisabeth Brandt Ygeman (EBY) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-05-10 19:04:44.784 UTC

    		81.230.47.80

    		Elisabeth Brandt Ygeman (EBY) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-05-02 15:13:44 UTC.

  

  

    		2022-05-12 08:41:49.568 UTC

    		146.247.177.230

    		Emma Jönsson (EJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-05-12 11:11:12.576 UTC

    		146.247.177.230

    		Emma Jönsson (EJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-05-02 15:13:44 UTC.

  

  

    		2022-05-17 09:18:09.638 UTC

    		178.132.75.202

    		Ellinor Eriksson (EE) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-05-17 09:19:48.238 UTC

    		178.132.75.202

    		Ellinor Eriksson (EE) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-05-10 14:36:00 UTC.

  

  

    		2022-05-24 08:55:29.365 UTC

    		146.247.177.230

    		Max Karlsson (MK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-05-24 08:56:12.967 UTC

    		146.247.177.230

    		Max Karlsson (MK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-05-10 14:36:00 UTC.

  









